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ABSTRACT

The widespread adoption of face masks during the COVID-19 pandemic created new requirements for facial
recognition technology, driving focused innovation in Masked Face Recognition (MFR) systems. This survey
synthesizes and analyzes key research developments from 2020 to 2024, examining more than twenty pivotal
studies in the field. The review provides a structured comparison of contemporary deep learning methodologies,
with particular attention to Convolutional Neural Network (CNN) implementations including ResNet, VGG, and
MobileNet architectures. It further evaluates the characteristics and performance outcomes associated with prin-
cipal publicly available datasets employed in MFR model development.

The analysis highlights important considerations for advancing MFR systems, particularly regarding data qual-
ity and model generalization. Current research directions emphasize improving the alignment between training
data characteristics and real-world application environments. Among available resources, the MaskedFace-Net
dataset demonstrates particularly strong performance in benchmark evaluations, with reported recognition rates
exceeding 99%, attributed to its specialized design and substantial scale. For practical implementation, the
findings support utilizing established CNN-based frameworks, with opportunities for enhancement through com-
plementary approaches such as integration with traditional classifiers.

Looking forward, this survey identifies promising pathways for continued progress in MFR technology, centered
on evolutionary advancements within proven architectural paradigms, sophisticated data utilization strategies,
and optimizations for deployment efficiency. This comprehensive review offers valuable guidance for researchers
and engineers working to create effective and adaptable masked face recognition solutions.
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1. INTRODUCTION

The COVID-19 pandemic necessitated widespread mask-
wearing, creating unprecedented challenges for con-
ventional facial recognition systems and accelerating
research into Masked Face Recognition (MFR). This
review comprehensively examines over 20 influential
studies published between 2020 and 2024, providing
a systematic evaluation of contemporary deep learning
approaches. The analysis focuses particularly on Convo-
lutional Neural Network (CNN) architectures, including
ResNet, VGG, and MobileNet, while also assessing the
characteristics and performance of major publicly avail-

able datasets used in MFR development.

The key findings highlight the importance of data quality
and model generalization, with current research empha-
sizing better alignment between training data and real-
world conditions. The MaskedFace-Net dataset demon-
strated exceptional benchmark performance, with recog-
nition rates exceeding 99%, attributable to its specialized
design and substantial scale. For practical implementa-
tion, established CNN frameworks remain foundational,
with potential enhancements through integration with tra-
ditional classifiers. The analysis also identifies critical
challenges, including the simulation-reality gap and de-
mographic bias, that must be addressed for equitable
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deployment.

Looking forward, this survey outlines promising research
directions centered on architectural refinements within
proven paradigms, advanced data utilization strategies,
and deployment optimization. This comprehensive re-
view offers valuable guidance for researchers and practi-
tioners in developing effective and adaptable MFR solu-
tions.

2. METHODOLOGY OF PAPER

2.1. SEARCH STRATEGY

A systematic search of IEEE Xplore, SpringerLink, Sco-
pus, Google Scholar, ACM, and ScienceDirect was con-
ducted for studies published between 2020-2024 using
the keywords ("masked face recognition" OR "MFR")
AND ("deep learning” OR "CNN") AND ("COVID-19").

2.2. INcLusION AND ExcLusiON CRITERIA

Inclusion: peer-reviewed, English, original experiments,
recognition focus, deep learning methods. Exclusion:
review papers, detection-only studies, insufficient detail,
preprints, non-mask face recognition.

2.3. STUDY SELECTION PROCESS

Following the PRISMA guidelines, the initial search
yielded 350 records. After removing duplicates (280
remaining) and screening titles/abstracts (220 excluded),
60 full-text articles were assessed. 38 were excluded (12
no experiments, 8 insufficient detail, 15 detection focus,
3 duplicates), leaving 22 studies for synthesis.

IDENTIFICATION

Records identified through Additional records identified
database searching — through other sources
(n =350) (n = 20)

N

Records after duplicates removed
(n = 280)

1

Records after duplicates removed
(n = 280)

{

SCREENING

Records screened by title and abstract
(n =280)

1

ELIGIBILITY

Fuil-text articles assessed for eligibility
(n =60)

L

ELIGIBILITY

Full-text articles excluded, with reasons
(n=33)

4

INCLLIDED

Studies included in qualitative synthesis
(n=22)

Figure 1. PRISMA flow diagram depicting the study selection
process.

2.4. DATA EXTRACTION AND ANALYSIS

The extracted data included author(s), year, architecture,
dataset(s), accuracy metrics, innovations, and limitations.
The thematic analysis organized the studies into four
categories, which are presented in Section (3).

3. DEEP LEARNING (DL)TECHNIQUES
FOR MASKED FACE RECOGNITION

3.1. INTRODUCTION TO DEEP LEARNING FOR
MFR

Deep learning, a subset of machine learning that uses
neural networks, excels at identifying complex patterns
in image data.

3.2. FEATURE EXTRACTION AND RECON-
STRUCTION METHODS

Research has focused on extracting robust features from
visible facial regions. [1] evaluated VGG16, VGG19, and
MobileNet on HMFD (97% accuracy). [2] used VGG-16
with cross-validation on multiple datasets (97.98% ac-
curacy, 97.6 F1-score). [3] proposed a DeepMaskNet
(98.33% accuracy). These methods rely heavily on peri-
ocular features, making them vulnerable to pose, occlu-
sion, and lighting variations. Additionally, they assume
that visible regions contain sufficient identity informa-
tion—an assumption that may not hold for individuals
with distinctive lower-face features.
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3.3. HYBRID APPROACHES COMBINING
Deep FEATURES WITH CLASSICAL
CLASSIFIERS

Combining CNNs with classical classifiers achieves the
highest accuracy. [4] used ResNet50 with SVM, decision
trees, and ensemble methods, achieving 99.64% on the
RMFD and 99.48% on the SMFD. [5] integrated RPCA
with KNN (97% accuracy), demonstrating that multistage
preprocessing improves robustness. [6] employed metric
learning with FaceMaskNet-21 (88.92% accuracy), of-
fering open-set capabilities. Hybrid approaches decom-
pose recognition into stages, improving interpretability
and enabling the optimization of each component inde-
pendently.

3.4. TEXTURE-BASED ENSEMBLE

MEeTHODS

AND

[7] combined GLCM texture features with DenseNet-121
and VGG-16 ensemble, achieving 98.56% accuracy on
an in-house dataset (38,290 images with proper, par-
tial, and no-mask variations). Texture analysis captures
mask-related artifacts (fabric weaves, folds, and bound-
aries) that can serve as discriminative cues. However,
overreliance on mask-specific features risks performance
degradation when mask types or placements vary.

3.5. METRIC LEARNING APPROACHES

[6] proposed FaceMaskNet-21, which produces 128-d
embeddings (88.92% accuracy on LFW). Unlike classifi-
cation models, metric learning enables open-set recog-
nition by mapping faces to an embedding space where
same-identity faces cluster together. This allows dy-
namic identity addition without retraining, which is ideal
for evolving security applications. However, it requires
more training data and sophisticated sampling strategies.

3.6. COMPARATIVE ANALYSIS AND Discus-
SION

Synthesizing the four methodological categories exam-
ined, hybrid methods achieved the highest accuracy
(99.64%) but required more computational resources.
Texture-based methods (98.56%) offer robustness at
a higher computational cost. Feature extraction ap-
proaches (93-98%) balance accuracy and efficiency. Met-
ric learning (88.92%) enables open-set scenarios with
lower absolute accuracy.

For readers unfamiliar with CNNs, foundational explana-
tions are available in [8—10].

As established in reference [8], the combined work of the
convolutional and pooling layers constitutes the feature
extraction phase of a CNN (see Figure 2).

Comolution

Pealing

Feature Extraction

Classification

Figure 2. The general structure of Convolutional Neural
Network [10]

A summary of the models examined in the preceding
sections is provided in Table (2), which classifies them
according to the underlying technological approach. This
table highlights the predominant techniques employed
in the surveyed masked face recognition literature. The
analysis confirms that Convolutional Neural Networks
(CNNs) are the most frequently utilized architecture for
face mask detection. Their prevalence is attributed to key
advantages such as spatial and translational invariance,
parameter sharing, and scalability. CNNs offer a potent
framework for learning and extracting discriminative vi-
sual features, rendering them highly effective for tasks in-
cluding masked face recognition and general computer vi-
sion applications. Concurrently, MobileNets have gained
significant traction due to their lightweight and efficient
design, making them particularly suitable for deployment
on mobile and embedded platforms. Their architecture
allows for efficient, independent processing of sensor
data, capturing distinctive features while modeling com-
plex inter-dependencies, which contributes to enhanced
performance and reduced operational latency [11, 12].
Consequently, a combination of deep learning, traditional
machine learning, and hybrid sensor-based MobileNet
implementations continues to be a favored strategy for
developing and deploying mask recognition systems. Fur-
thermore, Table (2) indicates that the highest reported
accuracy was attained through a hybrid model that syn-
ergizes machine learning classifiers—specifically, Deci-
sion Trees and Support Vector Machines (SVMs)—with a
deep learning component based on the ResNet50 CNN
architecture.

To clearly delineate and identify the distinctions between
these various technological approaches, Table (2) pro-
vides a description of each method, enumerates their
respective advantages, and specifies their primary appli-
cation domain or classification.

Table (3) also shows the recognition technique technol-
ogy description. along with the advantages of each tech-
nology and the field to which it belongs.
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Table[1]: Architectural Trade-offs: The reviewed methods exhibit distinct trade-offs along several dimensions:

. T Training Data Open-Set
Method Category Accuracy Computational Cost Flexibility Requirements Capability
Feature Extraction (3.2) High Moderate Low Moderate Limited
Hybrid (3.3) Very High High Moderate Moderate Limited
Texture-Based (3.4) High High Low High Limited
Metric Learning (3.5) Moderate Moderate High Very High Excellent
Table[2]: Summary of recognition techniques and performance from reviewed works.
Prototype | Techniques Dataset Accuracy
The model was built using ResNet50 for feature extraction,
[4] while decision trees, support vector machines (SVMs), and RMFD, SMFD and LFW 99.6%
ensemble algorithms were used to classify face masks.
The model used a pre-trained CNN DenseNet-121 and Visual new dataset known as
[7] Geometry Group (VGG)-16 along with GLCM for texture ex- - 98.56%
- : - e e in-house dataset
traction for face detection and identification.
This model uses the following CNNs (VGG16, VGG19, Mo- .
[1] bileNet, and MobileNetV2) to extract texture for face detection HSTU Masked Face Dataset reac“'”?
) e (HMFD) up to 97%
and identification.
This model uses the FaceMaskNet-21 deep learning network,
which was designed to produce 128-d encodings using the
OpenCV library, Python, and deep learning libraries. To ob- overall
[6] tain accurate and fast results on a masked face, deep metric Labeled Faces in the Wild accurac
learning was then used. This technique differs from traditional (LFW) dataset y
- . - . . of 88.92%
deep learning in that instead of taking a single input and clas-
sifying it, real decimal numbers of 128 d are output (128-d
encodings).
A VG_G-1 6 CNN mod.el was used for |mage.recogn.|t|or'1, which RMFD Masked-FaceNet
contains 16 convolutional layers, max-pooling, activation, and . o
[2] : : Celebrities Face Recognition 97%
fully connected (FC) layers. the model is designed to extract (CFR)
a region of interest (ROI) from each image in the dataset.
robust prmglpal component. analysis (RPCA) for e>.<tract fea- Labeled Face in the Wild and
tures combines deep-learning-based mask detection, land- - o
[5] - L Stimulated Masked Face Data 97%
mark and oval face detection, and robust principal component
- Set (LFW-SMFD)
analysis (RPCA)
[3] Thls model uses aFivanced_ Dee.p_Ma_sknet for features extrac- (MDMFR) dataset 93.33%
tion for face detection and identification.

3.7. COMPARATIVE PERFORMANCE ANALY-
sis

Multidimensional analysis reveals critical insights:
(1) accuracy-complexity trade-off: highest accuracy
(99.64%) requires substantial resources; (2) lightweight
architectures (MobileNet) offer 97% accuracy for edge
deployment; (3) no studies evaluated demographic fair-
ness—a critical gap; (4) specialized models lack cross-
dataset validation; and (5) metric learning enables open-

biased source datasets; (4) inadequate evaluation proto-
cols (single-dataset focus, no standardization); and (5)
computational efficiency vs. accuracy trade-offs limiting
edge deployment.

3.9. SUMMARY OF KEY FINDINGS

Key findings: Hybrid approaches achieved the highest ac-
curacy (99.64%) for closed-set applications. Lightweight

architectures (97%) enable edge deployments. Metric
learning (88.92%) supports open-set scenarios. Criti-
cal gaps: no demographic fairness evaluation, limited
cross-dataset validation, and unaddressed simulation-
reality gap. MaskedFace-Net offers benchmark leader-
ship (>99% accuracy) but requires real-world validation.

set applications despite lower accuracy.

3.8. PERSISTENT CHALLENGES ACROSS
METHODOLOGICAL APPROACHES

Despite architectural diversity, fundamental challenges
persist: (1) information loss from occluded lower-face
features forces reliance on the periocular region; (2)
simulation-reality gap: synthetic-trained models fail on
real-world data; (3) demographic bias amplification from

4. DATASETS FOR DEVELOPING FACE
MASK RECOGNITION ALGORITHMS
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Table[3]: summarizes the Recognition Techniques Technology Desctription.

as eyes, nose, and mouth.

Field Technique Description Advantages
Oval Detect oval or square shaped masks | Helps in detecting faces or objects that
Face Detection for face detection. are partially occluded.
Detects major facial landmarks such | Helps align the face to improve model
Landmark

accuracy.

A supervised learning method that par-

Can handle both categorical and con-

Learning (CNN)

DenseNet-121

A deep learning model with dense con-
nections between layers, where each
layer gets input from all previous ones.

Mach[ne Decision Trees titions data into branches based on tinuous data.
Learning feature values.
SVM (Support Vector A supervised classifier that finds the Works well with smaller datasets with
. hyperplane that best separates data . ;
Machine) . S clear separation margins.
into distinct classes.
Deep convolutional neural networks
) ) with 16 layers for image classification | It performs well onimage classification
VGG-16 or VGG-19 (VGG-16) or 19 layers for image clas- | tasks and is widely used.
sification (VGG-19)
Deep Efficient use of parameters, better gra-

dient flow and improved performance
Reduces overfitting and improves fea-
ture reuse.

A deep learning model that uses multi-

Inception ) - Captures features at various scales.
ple filter sizes at each layer.
The first version of the Residual Net- | o\ v\ anishing aradient prob-
ResNet V1 work using skip connections to solve lem 99 P
gradient issues. :
A residual network that introduces skip Highlv accurate and effective in dee
ResNet50 connections, allowing for deeper net- gnly P
. L ) networks and scalable.
works without vanishing gradients
A lightweight CNN designed for mobile . .
MobileNetV2 and embedded devices, optimized for Reduces computational load while

efficiency and speed.

maintaining high performance.

Deep Learning

FaceMaskNet-21

A specialized model for detecting
whether people are wearing face

High accuracy in identifying people
wearing masks in various environ-

Dé{\(ﬂaiﬁlc()n) masks in images or video streams. ments.
Deep Learning-based Uses deep Iearnmg mode_ls o detect High accuracy and adaptable to new
. whether a person is wearing a mask . -
Mask Detection or not mask types and facial variations.
Table[4]: Multi-dimensional comparison of reviewed approaches
Approach Ref Architecture Accuracy| Inference Model M;z‘;:‘s’ﬁe Demographic Open-Set
PP (%) Speed Size ness Fairness Capability
Feature VGG16/VGG19/ . Moderate- L
Extraction [1] MobileNet 97.0 High High Moderate Not evaluated Limited
Ei(terigircem [2] Cals?o?rjg,\r N 97.98 Moderate High Good Not evaluated Limited
Feature . .
Extraction [3] DeepMaskNet 93.33 Moderate High Moderate Not evaluated Limited
ResNet50 +
Hybrid [4] SVM/DT / 99.64 Moderate High Excellent Not evaluated Limited
Ensemble
Hybrid [5] RPCQNJ’NDL * 97.0 Moderate | Moderate Good Not evaluated Limited
Texture- DenseNet-121 Low-
[7] + VGG-16 + 98.56 Very High Good Not evaluated Limited
Based GLCM Moderate
Metric FaceMaskNet- . Low-
Learning [6] 21 88.92 High Moderate Moderate Not evaluated Excellent
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4.1. THE CRITICAL ROLE OF DATA QUALITY
DATASETS

serve as the foundational pillar upon which the face
mask Dataset quality, diversity, and scale fundamen-
tally constrain model performance. This section critically
examines the available datasets, categorizing them as
synthetic or real-world, and analyzes their strengths, lim-
itations, and biases.

4.2. CATEGORIZATION OF MASKED FACE
DATASETS

Based on their method of creation, masked face datasets
can be broadly classified into two categories: syntheti-
cally generated (where masks are digitally superimposed
on existing face images) and real-world captured (where
images are collected from individuals physically wear-
ing masks). Each category has distinct advantages and
inherent limitations.

4.3. SYNTHETIC DATASETS: ADVANTAGES

AND LIMITATIONS

Synthetic datasets (MaskedFace-Net, adapted CA-
SIA/LFW) offer scalability and control at a minimal cost.
MaskedFace-Net’s 67,049 masked images enabled large-
scale training. However, they suffer from a simulation-
reality gap: digitally superimposed masks lack physical
realism (texture, fit variations, and lighting interactions).
Models that excel on synthetic benchmarks (>99% accu-
racy) often underperform on real-world footage.

4.4. REAL-WORLD DATASETS: STRENGTHS
AND CHALLENGES

Real-world datasets (RMFD, MAFA, HMFD) capture au-
thentic mask variations (fabric types, fitting styles, and
environmental interactions).

They provide ecological validity but face scale limitations
(HMFD: 5,280 vs. MaskedFace-Net: 67,049), demo-
graphic imbalances, and annotation complexities.

4.5. PERFORMANCE PATTERNS ACROSS
DATASET TYPES

The synthetic dataset performance was remarkably high
(99.92%), but failed to transfer. The real-world accuracy
was lower but more indicative (RMFD: 97.98%, MAFA:
87.30%). Cross-dataset evaluation remains rare, limiting
the generalization assessment.

4.6. THE CRITICAL ISSUE OF DEMOGRAPHIC
Bias

Foundational datasets (LFW, CASIA) exhibit demo-
graphic imbalances that are inherited and potentially

amplified in masked versions. No reviewed study eval-
uated demographic fairness, which is a critical ethical
concern for deployment.

4.7. DATASET RECOMMENDATIONS AND Fu-
TURE DIRECTIONS

For the benchmark performance: MaskedFace-Net. For
deployment: RMFD and MAFA. For fairness, curate
balanced subsets and collect targeted real-world data.
Future priorities include real-world datasets with demo-
graphic annotation, generative models for high-fidelity
synthetic data, and cross-dataset evaluation standards.

4.8. SUMMARY OF DATASET ANALYSIS

MaskedFace-Net achieved >99% accuracy, which is op-
timal for initial development. The CASIA enables di-
verse masked variants. Researchers must address the
simulation-reality gap and demographic biases.

In summary, dataset selection must balance benchmark
performance against real-world applicability, with careful
attention to inherent biases and the simulation-reality

gap.

5. CONCLUSION

This survey provides a systematic and critical exami-
nation of deep learning approaches for masked face
recognition, synthesizing findings from 22 key studies
published between 2020 and 2024. Based on this com-
prehensive analysis, we draw the following evidence-
based conclusions and recommendations:

5.1. SUMMARY OF KEY FINDINGS

Datasets: MaskedFace-Net achieved >99% benchmark
accuracy but exhibited a simulation-reality gap. The
RMFD and MAFA datasets provide real-world evalua-
tions. Techniques: Hybrid models (ResNet50+SVM)
achieved the highest accuracy (99.64%). Lightweight
architectures (MobileNet) offer 97% accuracy for edge
deployment.

Metric learning enables open-set scenarios (88.92%).
Gaps: No demographic fairness evaluation, limited cross-
dataset validation, and unaddressed simulation-reality

gap.

5.2. RECOMMENDATIONS FOR PRACTICE

Based on these findings, we offer the following recom-
mendations for researchers and practitioners:

1- For maximum benchmark performance,
MaskedFace-Net [17] was utilized for training and
evaluation, and hybrid architectures combining
deep feature extraction (ResNet50) with classical
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Table[5]: Summary of benchmark datasets for masked face recognition

Dataset

No of
Images

No of
Masked
Im-
ages

No of Un-
Masked
Images

Type

Advantage Prototype| Accuracy

CASIA [13]

494,414

4,007

490,407

Synthetic
(adaptable)

The CASIA dataset contains a
large number of images and a
number of different individuals.
This large amount of data con- [13] 96%
tributes to the training of a ro-
bust model that can better gen-
eralize to new data.

RMFD [2]

95,000

5,000

90,000

Real-world

- 2] 97.98%

LFW [14]

26,350

13,117

13,233

Synthetic
(adaptable)

- [14] 97%

HMFD [1]

5,280

5,280

Real-world

HMFD was developed, which
incorporates photos of indi-
viduals who are appropriately
wearing masks, ensuring that
the mouth, nose, and cheeks [1] 97%
are totally covered. The
dataset includes a wide vari-
ety of perspectives, ages, and
genders.

COMASK20
(19]

2,754

2,754

Real-world

- [15] 87%

MAFA [16]

35,806

911

30,811

Real-world

- [16] 87.30%

MaskedFace-
Net [17]

133,783

67,049

66,734

Synthetic

The MaskedFace-Net dataset
is specifically designed to
identify faces covered by
masks. The dataset includes
thousands of images covering
thousands of individuals. It
contains images of masked
faces collected from real-life
situations of people wearing
masks in different locations,
lighting conditions, and shoot-
ing angles. It also contains
images of faces of different
ages, genders, and demo-
graphic characteristics, which
helps reduce bias.

[18] 99.92%

CFR[2]

2,549

2,549

Real-world

- 2] 97.98%

MDMFR [3]

6,006

3,174

2,832

Synthetic

- 3] 93.33%

In-house [7]

38,290

28,859

9,431

Real-world

an in-house dataset was de-
veloped of images of 2,500
people: 38,290 facial images,
of which 17,596 have proper [7] 98.56%
masks, 11,263 have partial
masks (improperly worn), and
9,431 have no masks.

ISL-UFMD
(19]

21,816

10,689

10,618

Real-world

- [19] 98.2%

classifiers (SVM, ensemble methods) were employed,
as demonstrated in [4]
2- For real-world deployment, training and evaluation
should be prioritized on real-world datasets (RMFD
[2], MAFA [16] that capture authentic mask variations.
Data augmentation simulating diverse mask materials
and fitting conditions was incorporated to bridge the

3-

simulation-reality gap.

For edge and mobile applications, lightweight archi-
tectures (MobileNet variants [1] that balance accuracy
(97%) with computational efficiency are leveraged, en-
abling real-time performance on resource-constrained
devices.
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4- For open-set applications requiring dynamic identity
addition without retraining, consider metric learning
frameworks [6] that, despite their lower accuracy, pro-
vide inherent scalability and flexibility.

5- For robustness-critical applications, texture-based
methods [7] and RPCA-enhanced pipelines [5]
demonstrate superior resilience to mask variations
and occlusions.

6- Critically, incorporate fairness evaluation into de-
velopment pipelines is critical. Supplement existing
datasets with balanced demographic subsets, and re-
port performance disaggregated by race, gender, and
age group—a practice conspicuously absent from the
current literature.

5.3. STUDY LIMITATIONS

Limitations: temporal scope (2020-2024), metric reliance
(varying protocols), fairness data absence, potential pub-
lication bias, English-only publications.

5.4. CONTRIBUTIONS OF THIS SURVEY

Despite these limitations, this survey makes several orig-
inal contributions to the field:

1- Systematic methodology: Application of PRISMA
guidelines ensures comprehensive, reproducible liter-
ature coverage.

2- Thematic organization: Categorizing approaches
into four methodological themes enables a structured
comparison and reveals patterns obscured in chrono-
logical reviews.

3- Multi-dimensional evaluation framework: Extend-
ing beyond accuracy to consider computational effi-
ciency, model size, robustness, and fairness provides
a more complete picture of model capabilities and
trade-offs.

4- Critical dataset analysis: The categorization of
datasets as synthetic versus real-world, with an ex-
plicit discussion of their respective biases and limita-
tions, informs appropriate dataset selection for differ-
ent development goals.

5- Evidence-based recommendations: Practical guid-
ance for researchers and practitioners based on sys-
tematic analysis rather than anecdotal evidence.

6- Identification of critical gaps: The documentation
of the simulation-reality gap, absence of demographic
fairness evaluation, and scarcity of cross-dataset vali-
dation provides a clear agenda for future research.

5.5. FINAL REMARKS

The field of masked face recognition has advanced re-
markably in response to the COVID-19 pandemic, with
deep learning approaches achieving impressive bench-

mark performances. Hybrid architectures combining
deep feature extraction with classical classifiers currently
represent the state of the art, whereas lightweight mod-
els enable edge deployment, and metric learning frame-
works offer unique advantages for open-set applications.
The MaskedFace-Net dataset provides an unparalleled
resource for initial model development; however, its syn-
thetic nature necessitates validation on real-world data.
However, the transition from laboratory demonstrations to
reliable, equitable, real-world systems requires address-
ing the persistent challenges documented throughout this
review: bridging the simulation-reality gap, systematically
evaluating demographic fairness, developing standard-
ized cross-dataset benchmarking protocols, and moving
beyond accuracy-centric optimization toward more com-
prehensive evaluation frameworks that consider compu-
tational efficiency, robustness, and fairness as first-class
citizens.

This survey provides researchers and practitioners with
a structured roadmap for navigating these challenges,
supporting the development of MFR systems that are
accurate, robust, fair, and deployable in the diverse, un-
controlled conditions of real-world applications.

6. FUTURE RESEARCH DIRECTIONS

The rapid evolution of masked face recognition technolo-
gies opens several promising avenues for enhancing the
performance and applicability of deep learning models.
Future research should build upon the strong foundation
of convolutional neural networks (CNNs) while address-
ing the persistent challenges identified in Section (3.8):
information loss, the simulation-reality gap, demographic
bias, and evaluation protocol inadequacies through the
following directions:

Architectural innovations: adaptive receptive fields,
attention modules, hierarchical fusion

+ Training paradigms: progressive learning, meta-
learning, generative augmentation, domain adapta-
tion

+ Deployment optimization: hardware-aware design,
multi-scale processing, adaptive inference

« Evaluation frameworks: unified benchmarks, fair-
ness metrics, robustness suites, and cross-dataset
standards

+ Fairness and bias: bias-aware datasets, mitigation
techniques, explainability, and ethical guidelines

+ Simulation-reality bridge: photorealistic generation,
domain-invariant learning, hybrid training

Concluding Remarks

The continued advancement of masked face recognition
requires a multi-faceted approach that builds upon es-
tablished CNN methodologies while innovating architec-
tural design, training strategies, deployment optimization,
and evaluation frameworks. Progress demands moving
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Summary of Future Research Priorities

Priority Area

Key Directions

Architectural Innovation

Adaptive receptive fields, attention modules, hierarchical fusion

Training Paradigms

Progressive learning, meta-learning, generative augmentation, do-
main adaptation

Deployment Optimization

Hardware-aware design, multi-scale processing, adaptive inference

Evaluation Frameworks

Unified benchmarks, fairness metrics, robustness suites, cross-
dataset standards

Fairness and Bias S
guidelines

Bias-aware datasets, mitigation techniques, explainability, ethical

Simulation-Reality Bridge

Photorealistic generation, domain-invariant learning, hybrid training

beyond narrow accuracy optimization toward a holistic
conception of system capability encompassing compu-
tational efficiency, demographic fairness, robustness to
real-world variations, and adaptability to evolving condi-
tions. These interconnected directions will enable more
capable and practical systems to address the unique
challenges of facial occlusion scenarios.
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