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Abstract
With the rapid developments in data volume and the complexity of cyber-attacks, attack detection systems face
increasing challenges. This paper presents a model based on a Support Vector Machine (SVM) algorithm to
detect attacks. To improve detection accuracy and reduce computational complexity, the Principal Component
Analysis (PCA) algorithm was used as a first stage to select the most important features in the NSL-KDD dataset.
The proposed model was applied to the NSL-KDD dataset. The results showed that using the SVM and PCA algo-
rithms helps reduce the data dimensions, leading to improved classification accuracy and reduced computational
complexity of the model. This model provides a machine learning-based detection system that can effectively
identify attacks, which leads to enhancing network security against complex threats.
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1. INTRODUCTION

Cyber threats are constantly increasing in the current
era owing to increased reliance on electronic networks
and digital services, which poses major challenges to
cybersecurity. Therefore, it is necessary to develop ef-
fective systems that are capable of detecting attacks.
It helps to protect networks from attacks that can lead
to the loss of sensitive data and information. Intrusion
detection (ID) is a critical component of network secu-
rity that aims to detect and alert malicious activities in
a network [1]. An intrusion detection system (IDS) is a
hardware or software that monitors and analyzes data to
detect threats in a system or network [2]. An IDS alerts
administrators; this alert helps the administrator find and
determine the vulnerability in a system or network [3]. In
addition, an IDS detects cyberattacks in a network using
rule-based or anomaly based methods, and alerts the
cybersecurity team in a company [4]. IDSs use three
techniques for detecting attacks: anomaly based detec-
tion, signature-based detection, and hybrid detection

[5]. Machine learning is used by an IDS to achieve an
accuracy that exceeds the constraints of existing rule-
based techniques [6]. The authors [7, 8] explained many
techniques to detect attacks, including signature-based
detection, Setting Thresholds, Connection Limits, User
Behavior Analysis, and Machine Learning.

Signature-based detection

Signature-based detection systems store known at-
tack patterns, and then match the attacks to the stored
patterns. In this type of system, the known attacks can be
detected more efficiently. [9, 10]. However, new attacks
are not detected, which is a major problem, particularly
in cloud environments where attacks are increasing.

1. Anomaly-based detection

The process of analyzing data to identify patterns devi-
ates from normal behavior [11]. Anomaly based learning
of normal behavior using machine learning algorithms
[12]. Machine learning is a powerful tool for detecting
attacks on networks and devices. Supervised learning
was used to classify attack types based on past data.
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Unsupervised learning is also used to identify anomalies
and abnormal behaviors [13].

Research is ongoing to find an effective way to detect
attacks using machine learning. In this paper, we present
a model based on machine learning for an ID.

The main purpose of the proposed model is to achieve
high performance while reducing the time spent on the
training and testing processes, making the model appli-
cable in environments that require real-time operation.

Contributions of this paper:

1. In the first stage of the model, preliminary analysis
and cleaning techniques were applied to guarantee
the validity of the data, remove inconsistencies, and
prepare for effective training and accurate results.

2. The feature selection stage is presented using the
PCA algorithm.

3. The attack classification stage is presented using the
SVM algorithm.

The remainder of the paper is structured as follows: Sec-
tion II presents related work. Section III provides the
proposed method. Section IV follows this and introduces
the results and discussion. Finally, Section V presents
our conclusions and future work.

2. Related Work
Many studies have provided attack- or intrusion-

detection models. In this section, we summarize some
of these studies.

Sun et al. proposed an IDS for innovative health
platforms that combined AdaBoost and particle swarm
optimization algorithms to detect and classify malware-
related records. This study employed the NSL KDD
dataset [14].

In 2024, Talukder et al. [1] proposed an innovative
approach that combines machine learning (ML) with the
Synthetic Minority Oversampling Technique Tomek Link
(SMOTE-TomekLink) algorithm to detect intrusions. The
results of a balanced dataset significantly improved the
detection accuracy. In addition, the study used feature
scaling by standardization to facilitate precise detection
and training. To counteract imbalanced datasets, the au-
thors employed the SMOTE-Tomek resampling method,
which reduces overfitting and underfitting problems.

Saleh et al. [15] employed Stochastic Gradient De-
scent (SGD) and Gaussian Nave Bayes (GNB) machine
learning algorithms. The authors used PCA and singular
value decomposition on network traffic data to reduce
the burden on the machines. The authors used the
WSN-DS and IoMT datasets to evaluate the proposed
SG–IDS model. The proposed SG-IDS model achieved
96% accuracy, 96% recall, 97% F1 measurement, and
0.87 accuracy and precision of 1.00, respectively.

Ali et al. [16] proposed individual models and an
ACLR model for the botnet identification system using
convolutional neural network (CNN), recurrent neural
network (RNN), long short-term memory (LSTM), and ar-

tificial neural network (ANN) algorithms. The authors con-
ducted a performance comparison between both mod-
els. The UNSW-NB15 dataset was used to evaluate this
model. The experimental results show that the proposed
model achieved an accuracy of 0.9698.

The proposed model [17] presented a cloud IDS
model using random forest (RF), decision trees (DTs),
and SVM algorithms for detecting attacks. In addition,
the authors used graphic visualization for feature engi-
neering. In addition, the model was evaluated using
two datasets, Bot-IoT and NSL-KDD. The results of the
model were 98.3% ACC and 99.99% ACC for both the
datasets.

Logeswari et al. [18] proposed a novel Hybrid Fea-
ture Selection-LightGBM (HFS-LGBM IDS) for Software-
Defined Networking (SDN). For feature selection, a two-
stage hybrid method was used to decrease dimension-
ality and obtain optimal data. The correlation-based
feature selection algorithm was used in the first stage
to extract the initial set of data. In the second stage,
the researchers used a random-forest-based iterative
elimination method. The researcher then applied the
LightGBM algorithm to detect the different types of at-
tacks. The researcher used the NSL-KDD dataset and
adopted accuracy, precision coefficient, recall, and F-
measure metrics to measure the effectiveness of the
proposed model.

To enhance the performance of the IDS, Bakro et al.
[19] proposed an IDS model using a hybrid algorithm
for feature selection by combining a genetic algorithm
(GA) and grasshopper optimization algorithm (GOA). The
authors used random forest (RF) to classify optimal fea-
tures. The authors addressed imbalanced data using a
hybrid approach: the adaptive synthetic (ADASYN) al-
gorithm and random undersampling (RUS). The authors
evaluated the proposed approach using three datasets,
CICDDoS2019, UNSW-NB15, and CIC Bell DNS EXF
2021, with accuracies of 99%, 98%, and 92%, respec-
tively.

Ahmed [20] recommended applying machine learning
methods to detect intrusions in wireless sensor networks(
WSNs). Implementing an SVM with stochastic gradient
descent (SGD) improves the detection precision. To im-
prove the performance of recommendation systems, the
research also suggests integrating context knowledge,
sometimes referred to as context awareness, PCA, and
singular value decomposition (SVD), to reduce the initial
traffic data to decentralize the system’s computational
load. A VG-IDS strategy is used to further classify the
identified network threats. The accuracy, recall, and
F1-measure rates improved to improved results of 98%,
97%, and 96%, respectively.

The authors of [21] proposed a hybrid and layered
(IDS). The author used a combination of naive Bayes,
random forest, fuzzy logic, decision trees, ANN, decision
supporting machines, K Nearest neighbor, and K-means
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machine learning algorithms. The authors used the Cf-
sSubsetEval and WrapperSubsetEval feature selection
algorithms to enhance the ID for different attacks and re-
duce the dataset size. The NSL-KDD dataset was used
to train and test the proposed model.

Jayaraj et al. [5] presented a novel method for select-
ing features called the Cumulative Distribution Function
gradient (CDF-g) algorithm, which researchers used as
a first step in generating a subset and then used the
data perturbation ensemble method to generate other
subsets. In this study, researchers applied SVM, RF, DT,
and ANN algorithms to detect phishing attacks.

Alqahtani et al.[22] employed several popular machine
learning classification techniques, including a Bayesian
Network, Naïve Bayes classifier, RF, Decision Tree, Deci-
sion Table, and ANN, to evaluate ID in cyber security.

A researcher [23] proposed using oversampling and
undersampling to solve the problem of data imbalance
that affects the accuracy of a model. The researchers
also applied five ML algorithms to detect attacks in the
model, where DT and RF, XGBoost, CatBoost, and multi-
layer perception were used.

Alashhab et al. [24] presented a method to im-
prove DDoS detection using online learning to detect
expected attacks, and an ensemble (Passive-Aggressive,
BernoulliNB, SGD Classifier, and MLP Classifier) to clas-
sify attacks. The researchers also used CICDDoS2019,
slow-read-DDoS, and InSDN datasets for training and
evaluating the model on SDN (Mininet and Ryu) simula-
tors. The accuracy is 99.2%.

To build advanced artificial intelligence-based
machine-learning techniques, Raza et al. [25] proposed
a machine learning method to identify threats quickly
and efficiently. The author used the Class Probability
Random Forest (CPRF) technique, and a k-fold strategy
was used to verify the performance on the CICIDS2017
dataset. The results indicated that the performance was
high (99.9%).

Li et al. [26] presented a framework based on the
comparison between selection and extraction feature
techniques in an IoT network and used the decision
tree algorithm for binary and multiclass classification to
classify attacks based on the F1-score and runtime. The
authors used the TON-IoT dataset to test and estimate
the framework.

Suad et al. [2] introduced an ID model using ML and
big data based on the SVM algorithm and the Spark
Big Data Platform. The authors used the ChiSqSelector
algorithm for the feature selection. The KDD dataset was
used to test and train the proposed model. Table 1 shows
a summary of related work based on the dataset used in
the research, the feature selection algorithm used, and
the classification algorithm.

The research [27] developed a model that combines
the PCA algorithm and SVM to detect attacks, and ap-
plied optimization to improve the model’s performance.

The model is tested using the NSLKDD dataset. Despite
the high performance achieved by the model, it did not
address pre-processing steps such as data encoding,
which are necessary when dealing with different types of
data. The results of the model before optimization were
lower than those of the proposed model, indicating that
the model is unable to detect all types of attacks. The
proposed model differs from previous work in that it uses
a smaller number of principal components extracted by
the Principal Component Analysis (PCA) algorithm; only
26 principal components were obtained compared to 31
components in the previous study.

Despite the reduction in the number of components,
the model achieved high performance in attack detec-
tion, indicating a reduction in training and execution time,
making the model more efficient and applicable in cloud
environments that require rapid detection and processing
of large amounts of data in real time.

A researcher [28] applied the SVM algorithm with PCA
to detect attacks. The average accuracy of the model
reached 91%, which indicates that the proposed model
outperforms this model by 10%, in addition to the fact
that the model used multi-classification, while our model
uses binary classification.

3. Proposed Work
The proposed model presents an ML application for

ID using the NSL-KDD dataset. The proposed model
consists of seven steps, as illustrated in Figure. 1. The
following sections explain the model in detail.

One of the most significant considerations in an IDS
is selecting a suitable dataset. Thus, data collection is
a vital task. As network attacks change, the use of old
datasets may not provide the objective and required re-
sults. In this study, the author used an NSL-KDD dataset.

The NSL-KDD dataset is an enhanced version of the
KDD Cup dataset, which is one of the most common
datasets used for assessing performance in IDS. The
NSL-KDD dataset was created to resolve the issues in
the KDD Cup dataset [29].

The NSL-KDD Dataset contains records and a more
balanced attack distribution. The NSL-KDD dataset con-
tains 41 features that define each network connection,
with a label representing whether the connection is an
attack or normal [30].

Attack Categories: Attacks in NSL-KDD are catego-
rized into four categories, as shown in Figure 2.

In the model, the authors began collecting data in
the first stage, which was the basis for training and test-
ing the proposed model. In the second stage, the data
processing step was performed, and missing or empty
values were removed, followed by the data coding and
normalization process. In the next stage, we used the
PCA algorithm to extract features from the data. Sub-
sequently, the authors divided the data into training and
testing datasets. Finally, the training and testing stages
of the model are used to classify and detect attacks using
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Table 1. summary of related works.

paper data Features selection classification
[14] KDD dataset Particle swarm optimization AdaBoost
[31] CSE CIC IDS 2018 Firefly Algorithm Decision Tree (DT)
[15] WSN-DS and an IoMT PCA Stochastic Gradient Descent (SGD) and

Gaussian Nave Bayes (GNB)
[32] BoT-IoT – Random Forest (RF),

An optimized gradient tree boosting system
(XGBoost)

[17] Bot-IoT and NSL-KDD. A graphic visualization random forest (RF), decision trees (DTs),
and SVM algorithms

[18] NSL-KDD The correlation-based feature selec-
tion algorithm

LightGBM algorithm

[19] CICDDoS2019, UNSW-NB15, and
CIC Bell DNS EXF 2021

Genetic algorithm (GA) ,
Grasshopper optimization algorithm
(GOA).

A random forest (RF)

[20] WSN-DS PCA, and a singular value decomposi-
tion (SVD)

SVM

[21] NSL-KDD CfsSubsetEval, WrapperSubsetEval
feature selection algorithms.

Naive Bayes, Random Forest, Fuzzy Logic,
Decision Trees, ANN and Decision Sup-
porting Machines, K Nearest Neighbour,
and K-means machine learning algorithms

[5] Real-CyberSecurity-Datasets Cumulative Distribution Function gradi-
ent (CDF-g) algorithm

SVM, RF, DT, and ANN algorithms

[22] KDD’99 cup datasets – Bayesian Network, Naïve Bayes classifier,
RF, Decision Tree, Decision Table, ANN

[23] IOTID20 dataset. – Decision tree and random forest, XGBoost,
CatBoost, and multi-layer perception

[24] CICDDoS2019, slow-read-DDoS,
and InSDN

– Passive-Aggressive, BernoulliNB, SGD
Classifier, and MLP Classifier

[25] CICIDS2017 – The class Probability Random Forest
(CPRF) technique

[26] TON-IoT Correlation matrix, PCA Decision tree algorithm
[2] KDD ChiSqSelector SVM
[27] NSL-KDD PCA SVM

the SVM algorithm, evaluate the model, and determine
the best performance for detecting attacks.

Data cleaning:
In this step, missing and infinite data were removed.

For increased accuracy and model results, the authors
removed irrelevant data that were non-informative or
incorrect values.

Normalization:
Normalization is a crucial preprocessing technique

used in machine learning and research to scale features
to a typical range, thereby enhancing model performance.
This technique is important when datasets contain fea-
tures with varying amounts, units, or ranges.

In the proposed model, z-score normalization was
applied to each numerical feature using the Standard-
Scaler method provided by the scikit-learn library. This
transformation shifts the distribution of each feature to
have a mean of zero and a standard deviation of one,
while preserving the overall distribution of the variable
and ensuring that all features are on comparable scales.
The normalization of each feature χi is mathematically
performed by:

χ́i =
xi − µi

σi
(1)

where µi and σi are the mean and standard deviation
of the feature i, respectively.

This normalization step improves convergence and
stability in the SVM.

Label Encoding:

Label encoding is a method used to convert categori-
cal data to numerical data suitable for machine learning
that accepts numerical values. These values can be
encoded by various techniques. Among these, one-hot
encoding is the most prevalent method. Hence, the au-
thors converted categorical data into numerical data by
applying the one-hot encoding approach.

Dataset Splitting:

Data splitting is a necessary step in training and evalu-
ating the models [33, 34]. To train and test the model, the
authors split the dataset into training and testing subsets
in a 70:30 ratio, with 70% of the data reserved for training
and the remaining 30% reserved for testing. During the
training phase, the model exclusively accesses the train-
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Figure 1. proposed model.

Figure 2. attacks categories

ing data to learn patterns and relationships, whereas the
test data are introduced through machine learning only
after training is complete.

Feature Selection:
The NSL-KDD dataset contained 41 features. Many

features can considerably affect the performance of
machine-learning development. Feature selection is an
essential step for ensuring the success of machine learn-
ing. Another vital aspect of the effectiveness of an IDS
approach in various situations is the selection of fea-
tures. Generating features through deep-supervised and
unsupervised learning also facilitates model debugging,
making the learning outcomes more interpretable. Ad-

ditionally, it significantly accelerated the model training
process and improved the training accuracy.

To select the features in the proposed model, com-
ponent analysis was used, which is a feature selection
algorithm, and the number of results or components was
equal to 26.

PCA is one of the most widely applied algorithms in
Machine Learning and Data Preprocessing.

This method transforms a large set of correlated fea-
tures into a smaller set of uncorrelated variables called
principal components while retaining most of the vari-
ance (i.e., information) present in the original dataset.

PCA essentially finds the directions in which the data
varies the most and projects it on the same in a simplified
manner.

Standardized network traffic data were projected onto
a low-order subspace using the PCA algorithm, which
retained the most informative and uncorrelated compo-
nents.

The following 26 principal components captured more
than 95% of the total variance and were used as inputs
for the SVM classifier for attack detection.

The integration of these improves classification accu-
racy and reduces computational complexity.

The following algorithm defines how the PCA works
in feature selection.

The following the equations used in PCA algorithm to
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Algorithm for PCA:
Input: NSL-KDD dataset with numerical and categorical
features
Output: Reduced feature set Z
1. Normalize numeric features using StandardScaler

2. Encode categorical features using One-Hot Encoding
3. Combine encoded and scaled features into matrix X′

4. Compute the covariance matrix Σ of X′

5. Calculate eigenvalues and eigenvectors of Σ
6. Sort eigenvectors by descending eigenvalues
7. Select k components that explain ≥ 95% of total variance
8. Project X′ onto selected eigenvectors → Z = X′ × W
9. Return Z as the reduced dataset

select features.
The Standardized Data Matrix:

X′ =


x′11 x′12 . . . x′1d
x′21 x′22 . . . x′2d
...

...
. . .

...
x′n1 x′n2 . . . x′nd

 (2)

Where:
n = number of samples.
d = number of features.
The Compute Covariance Matrix by formula:

C =
1

n − 1
(X′)TX′ (3)

Where:
C = covariance matrix (d×d).
Covariance elements:

cov =
1

n − 1

n

∑
i=1

(x′ij)(x′jk) (4)

Eigen Decomposition:

c ω = λω (5)

Where:
ω : eigenvector.
λ: eigenvalue.
Sort Eigenvalues in Descending Order:

λ1 ≥ λ2 ≥ · · · ≥ λd (6)

Explained Variance of Each Component and Cumula-
tive Explained Variance:

EVRi =
λi

∑d
j=1 λ_j

, CEVRk =
k

∑
i=1

EVRi (7)

Where EVR = Explained Variance Ratio.
Projection to Reduced Feature Space:

Z = X′Wk (8)

Where:

X′: standardized data.
Wk : Eigenvectors (selected PCs).
Z: transformed feature matrix (PC scores).
Model training:
At this stage, the data are passed to training, and the

features obtained in the previous steps are passed to the
training stage in the model. Here, the SVM algorithm is
used to train on the previous data, which represents the
attack data, and then passes it to the testing stage.

An SVM is a set of supervised learning methods used
mainly for classification, outlier detection, and regression.

The advantages of SVM [27]:

• Deliver high efficiency for high-dimensional feature
spaces.

• Performing well when the number of features is
greater than the number of samples.

• Ensuring memory efficiency because the latter re-
quires only a subset of the training points (support
vectors) to make decisions.

• Flexibility by using choice kernel functions in the
decision-making step: Although a standard kernel
is used more often, one can design custom kernels
per particular problem.

The parameter used in the model shown in Table 2.

Table 2. SVM Hyperparameter

parameters value
Kernal type linear
gamma scale
C 1.0

A linear kernel was chosen because it can be scaled
and interpreted in a high-dimensional feature space. The
proposed model performs binary classification.

Algorithm for SVM
Input: Xtrain, ytrain, Xtest

Output: Predicted attack labels ypred

1. Initialize SVM with kernel = linear and C = 1.0.

2. Train classifier: clf.fit(Xtrain, ytrain).

3. Predict labels: ypred = clf.predict(Xtest).

4. Evaluate results using accuracy, precision, recall, and
F1-score.

5. Return ypred and performance metrics.

Model Testing:
The performance of the model was evaluated at this

stage. After the training stage, the model’s performance
must be evaluated based on certain criteria to measure
and improve the efficiency of the model. The model was
tested on the test data and evaluated based on several
criteria, such as accuracy, recall, and F-score.
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Validation:
The goal of the validation in this research is to reveal

that the proposed model reliably detects intrusions. The
metrics used to validate our model are as follows.

Accuracy:
Accuracy measures how closely the predicted values

align with the true values, which helps to assess the
effectiveness of the model in detecting attacks. It is
defined as the level of agreement between the predicted
and actual values, according to Equation Eq. (9).

A =
Tp + Tn

Tp + Tn + Fp + Fn
(9)

Recall
Recall refers to the ability to identify and detect intru-

sions accurately. It is used to calculate the number of true
positives that are correctly predicted and is measured
using Eq. (10).

SN =
Tp

Tp + Fn
(10)

Precision
Precision measures the number of correct positive

predictions in relation to the total positive predictions,
and is calculated using Eq. (11).

P =
Tp

Tp + Fp
(11)

F1-score
The F1-score measurements for identifying the ef-

ficiency of detection intrusions were measured using
Eq. (12).

F-measure =
2 ∗ Tρ

(2 ∗ Tp + Fp + FN)
(12)

2. RESULTS
In this section, we present the most important results
of this study, using the performance criteria described
above. The proposed model was implemented using
Python on Anaconda on a PC with a Core i7 processor
and 16 GB of memory. Table 3 illustrates the results
and Figure 3. Figure 4 shows the confusion matrix of
the model. The comparative analysis of the results of
the proposed model with some previous works that used
the same dataset, which were discussed previously, is
displayed in Table 4.

Table 3. The results of a model

ACCURACY PRECISION RECALL F1-SCORE
99.27 94.31 94.4 94.10

Figure 3. Results of the proposed model.

Table 4. Comparison of the results with other studies

The
study

ACCURACY PRECISION RECALL F1-
SCORE

The
model

99.27 94.31 94.4 94.10

[5] 97.8 – – –
[11] 98 98 96 –
[14] 98.3 96.3 46.0 –
[15] 98.72 97.45 97.92 98.23
[18] 99.8 – – 96.25
[19] 94 99 93 97

Figure 4. The proposed work confusion matrix

3. DISCUSSION

The results obtained from the experiments showed that
the proposed system achieved high performance across
all evaluation metrics. The accuracy was 99.27%, indi-
cating that the system correctly classified most samples.
This high level of accuracy reflects the efficiency of the
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model in distinguishing between classes to detect attacks.
Precision, which reached 94.31%, indicates that a high
percentage of the items classified as positive were cor-
rect. This implies that the model can reduce the number
of false positives, making it useful for attack detection.
The recall was 94.4%, indicating that the system can
identify most of the actual positive items, reducing the
number of false negatives. This is important for attack-
detection systems. Most of the false negatives were dom-
inated by low-frequency or minority attack classes, such
as the U2R and R2L classes, where most benchmark
NSL-KDD datasets normally did not have enough rep-
resentative samples. Therefore, classes with abundant
training samples, such as DoS and Probe classes with
more salient representative feature patterns, reached
higher true-positive rates.

Most were due to the feature overlap between normal
and probing traffic, which showed that benign packets
shared similar statistical patterns with lightweight recon-
naissance flows. PCA helped reduce many redundant
correlations, but attacks with subtle signatures were not
easily separated completely.

Finally, the F1-Score achieved by the proposed model
was 94.10%, showing that the model offers a good bal-
ance between reducing false positives and increasing
the number of true positives detected. Overall, these
results indicate that the proposed system is effective in
attack detection.

Through the comparison shown in Table 3, Study [5]
only presented the accuracy performance measure, and
its result was 97%, indicating that the proposed model
outperformed this study in terms of the accuracy of ID.
In [11], good results were presented in the performance
measures used, but they were relatively lower than the
proposed model in terms of the accuracy measure, as
the proposed model outperformed this Study in terms
of performance. In [14], it is noted that the recall is
very low, and therefore, this model suffers from a major
problem in identifying real cases of intrusion. Therefore,
the proposed model shows high superiority over this
model. In [15], the results demonstrated superiority in all
measures, with the proposed model outperforming the
others in accuracy. In [18], only the accuracy measure
was presented, and the rest of the criteria were not used,
making the comparison incomplete. Finally, the study
[19] presented a high specific accuracy, but the proposed
model outperforms this model in the rest of the criteria,
which makes the proposed system more balanced.

The proposed model is characterized by its ability to
maintain a high performance compared to previous stud-
ies. Applying the Principal Component Analysis (PCA)
algorithm reduced the number of features to 26, leading
to lower computational complexity and improved model
efficiency. This renders the proposed model suitable for
practical applications that require fast response times.

4. CONCLUSION
With the complexity and increase in cyber-attacks at
present, the need for an effective IDS has increased.
This paper presented an ID model based on machine
learning algorithms and feature selection to reduce the
data dimensions and speed up the detection time of at-
tacks. The results demonstrated the effectiveness of the
proposed model, as the accuracy of the model was 99%.
In future work, we will present models for ID using deep
learning and different datasets. The proposed PCA–SVM
model exhibits good accuracy on NSL-KDD. However, its
actual deployment in real-world cloud infrastructure has
several limitations.

• Distribution shifts in data: Real network traffic is more
dynamic and imbalanced than benchmark datasets.

• Scalability constraints: First, PCA transformation and
SVM classification require computational costs re-
lated to the size of incoming data streams.

• Adaptability: The nature of SVM is static; retraining
should be conducted when new types of attacks ap-
pear.

To overcome these problems, in future work, we will im-
plement the proposed model using real cloud computing
data.
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