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ABSTRACT

As cyber threats continue to evolve in sophistication, this study investigates critical vulnerabilities within Cisco
ASA firewalls, with a particular emphasis on the Adaptive Security Device Manager (ASDM) interface. The
research demonstrates how advanced malware can exploit the file-based architecture of ASDM to circumvent
traditional firewall protections. A controlled virtual environment was established using VMware, incorporating a
native Cisco ASA 5512-X firewall running software version 8.6(1), a Windows 10-based victim machine, and a
Kali Linux attacker system.

To facilitate the exploitation process, substantial modifications were applied to the open-source tool “theway”,
enabling it to extract and reassemble the .bin installation package without altering the structure of its internal
components. Additionally, 7-Zip was employed to unpack the embedded .msi installer files, allowing for the
insertion of malicious payloads. The WiX Toolset, used in its unmodified state, was then utilized to rebuild the
.msi packages. These .msi files were selected as the primary attack vector due to their broad compatibility across
ASDM versions and reduced likelihood of detection. In contrast, attempts to inject unsigned Java .class files into
the pdm.sgz archive were unsuccessful, as recent ASDM versions enforce strict digital signature verification.

The attack scenarios simulated in this study included reverse shell injection and credential interception through
a man-in-the-middle (MITM) attack. Results revealed significant weaknesses in Cisco ASA’s file validation pro-
cedures and outbound traffic monitoring mechanisms. To address these issues, a comprehensive multi-layered
defense strategy is proposed, incorporating SIEM/EDR integration, robust digital signature enforcement, and
internal network segmentation. The findings of this research contribute to both academic and practical efforts to
enhance the security posture of enterprise firewall deployments against sophisticated malware threats.

ARTICLE INFO
Keywords:

Firewall Bypass, Malware Injection, MITM At-
tack, Reverse Shell Attack, WiX Toolset, Adap-
tive Security Device Manager (ASDM), MSI
File Manipulation.

Article History:

Received: 26-May-2025,
Revised: 20-June-2025,
Accepted: 15-July-2025,
Available online: 28 August 2025.

1. INTRODUCTION (ASA) is one of and government sectors [1]. Its com-
prehensive feature set, including packet filtering, VPN
support, and integrated intrusion detection/prevention
systems (IDS/IPS)—combined with high configurability,
makes it a preferred choice in complex network envi-
ronments [2]. However, despite its advanced security

mechanisms, the Cisco ASA is not impervious to ex-

As digital infrastructure continues to permeate all aspects
of modern life, ensuring the confidentiality, integrity, and
availability of network systems has become a fundamen-
tal priority for organizations. One of the cornerstone tech-
nologies in defending against cyber threats is the firewall,

which serves as a critical gatekeeper between internal
trusted networks and untrusted external sources, such
as the Internet. The Cisco Adaptive Security Appliance

ploitation. Multiple vulnerabilities have surfaced in recent
years, some of which have exposed critical flaws in in-
ternal services and configuration logic. A particularly
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sensitive component is the Adaptive Security Device
Manager (ASDM), which is a graphical interface used
to manage ASA configurations via a local web interface.
The ASDM’s role as a trusted administrative tool makes it
an attractive target for adversaries to infiltrate network de-
fenses. This study investigates how malicious actors can
exploit ASDM to execute sophisticated attacks, such as
reverse shell injections and man-in-the-middle (MITM) ex-
ploits [3]. While these attack techniques are not novel in
themselves, their specific application to Cisco ASA, par-
ticularly through ASDM file manipulation, remains largely
underexplored in academic and practical domains. This
gap forms the foundation of this study’s originality and
relevance.

In addition to emerging attack vectors, Cisco ASA
devices have historically been vulnerable to a range of
threats, including dDenial-of-sService (DoS) attacks, re-
mote code execution (RCE), unauthorized configuration
changes, and remote access violations. These cate-
gories highlight the risks of relying solely on default con-
figurations and underscore the need for comprehensive
security assessments and proactive defense strategies.

2. RESEARCH CONTRIBUTION

This study offers several key contributions that enhance
both theoretical understanding and practical defense
mechanisms in the context of Cisco ASA firewalls:

2.1. DiscovERY OF NOVEL VULNERABILI-
TIES IN ASA FiLE VALIDATION MECHA-
NISMS

The reveal critical flaws in Cisco ASA’s internal file verifi-
cation system, particularly in its insufficient enforcement
of digital signatures [4]. Injection of malware into the
system. msi and .bin files using customized tools such
as the WiX Toolset and a modified version of "theway"
[5], the study demonstrated that malicious files could
bypass integrity checks, revealing a fundamental design
weakness.

2.2. PRACTICAL SIMULATION OF SOPHISTI-
CATED ATTACK VECTORS

Through real-world simulations of reverse shell and man-
in-the-middle (MITM) attacks in a controlled virtual lab,
the study revealed the ASA firewall’s inability to detect or
prevent threats that target internal system components,
such as ASDM, even when the system is fully updated

[6].

2.3. DEVELOPMENT OF AN UNCONVEN-
TIONAL ATTACK MODEL

Unlike conventional methods that rely solely on exploiting
software bugs, this study introduces an innovative model
that manipulates the structural design of legitimate Cisco
installation files. This approach broadens the scope of
attack analysis by examining the file-based infiltration
paths that are often overlooked.

2.4. PRoPOSAL OF A COMPREHENSIVE SE-
CURITY FRAMEWORK

The research presents a set of actionable security en-
hancements, including

- Integration with endpoint detection and response
(EDR) tools is based on behavioral analysis [7].

- Reinforcement of outbound traffic policies and digital
signature enforcement.

- Adoption of a Defense-in-Depth model featuring in-
ternal segmentation and real-time intrusion detection.

2.5. CONTRIBUTION TO ACADEMIC LITERA-
TURE AND INDUSTRY PRACTICE

The findings are documented in a detailed white paper
that not only serves as a scholarly reference, but also of-
fers scalable insights applicable to other firewall systems
with similar architectural designs.

Collectively, these contributions bridge the gap be-
tween theory and application, equipping researchers and
practitioners with deeper insights and practical method-
ologies for enhancing firewall resilience.

3. PROBLEM STATEMENT

Cisco ASA firewalls are widely deployed in enterprise
networks as primary defense mechanisms against ex-
ternal threats. The Adaptive Security Device Manager
(ASDM), a core component of their management inter-
face, relies on the installation packages in .bin and .msi
format for deployment and update. However, a critical
security concern arises from insufficient validation and
verification of these installation files.

The ASA platform fails to enforce strong integrity
checks and digital signature validations on these files,
making it possible for adversaries to inject malicious code
into legitimate ASDM installation packages without de-
tection. Additionally, the ASA lacks a comprehensive
outbound traffic inspection, which allows reverse shell
connections to be established from compromised sys-
tems without raising alarms. This combination of weak-
nesses presents a high-risk scenario in which trusted
administrative tools become vector for malware deploy-
ment [8].

This study seeks to address this gap by simulating
realistic attack scenarios that exploit these vulnerabilities
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and by analyzing ASA’s default behavior of the ASA in
response. The objective was to demonstrate how file-
based attacks can bypass existing security controls and
propose effective mitigation strategies.

4. TECHNICAL CHALLENGES

Throughout the execution of this research, several tech-
nical challenges emerged that impacted the design and
implementation of the simulated attack scenarios. One
of the primary difficulties was the inability to execute un-
signed Java. class files in the ASDM environment. Mod-
ern versions of the Cisco ASDM strictly enforce digital
signature verification, preventing the successful injection
of custom Java payloads into the pdm.sgz archive. This
limits the ability to explore client-side exploits through
traditional Java-based methods.

Another major challenge involved the handling of
Cisco’s proprietary file structures, particularly ASDM . bin
installation packages. Publicly available tools, such as
theway and Getchoo, were not fully compatible with the
internal packaging format used by Cisco. This required
significant modifications to the open-source method to
enable proper extraction and repackaging of bin files
while preserving the file integrity.

In addition, payloads are injected into . msi installers
pose compatibility and validation issues. Manual unpack-
ing with 7-Zip, combined with rebuilding the packages
using the WiX Toolset, requires careful structuring to
ensure that tampered installers would still be accepted
and executed by the ASDM installer without errors or
crashes.

These challenges highlight the technical complexity of
exploiting ASDM in a realistic manner, and underscore
the necessity of deep protocol understanding, custom
tool development, and iterative testing in cybersecurity
research involving real-world enterprise-grade systems.

5. RESEARCH OBJECTIVES

This study was designed with the following core objec-
tives:

1. To analyze the internal architecture of Cisco ASA
firewalls, focusing on their operational mechanisms and
packet-handling logic [9].

2. To assess the effectiveness of ASA firewalls in
detecting and mitigating advanced malware threats by
examining both real-world and simulated attack scenar-
ios in whichere traditional defenses awere bypassed [10].

3. To simulate reverse shell-based attack scenarios
in order to demonstrate how adversaries can craft and
deploy malware capable of evading the ASA’s built-in
security validations [11].

4. To conduct man-in-the-middle (MITM) simulations
that reveal how authentication credentials can be inter-
cepted within a network protected by Cisco ASA.

5. To propose practical solutions and technical coun-
termeasures aimed at strengthening the ASA’s overall
security posture, including configuration enhancements
and integration with tools such as EDR and SIEM sys-
tems [12].

6. To raise awareness about the limitations of rely-
ing solely on firewalls as a security perimeter, and to
emphasize the need for a layered defense approach in-
corporating internal segmentation, behavioral analysis,
and real-time monitoring.

6. EXPERIMENTAL SCENARIO AND AT-
TACK SIMULATIONS

The test environment featured a Cisco ASA 5512-X fire-
wall running software version 8.6(1)2, which reflects a
commonly deployed configuration in real-world enter-
prise environments. This version was chosen because
of its compatibility with the ASDM interface and expo-
sure to exploitable vulnerabilities through installation file
manipulation.

To evaluate the real-world applicability of the proposed
attack models, a virtual testbed was designed and imple-
mented using VMware [13]. The environment consisted
of two virtual machines: one emulating a typical victim
system running Windows 10, and the other serving as
the attacker platform running Kali Linux.

Both machines were connected to a real Cisco ASA
firewall through a managed network environment, config-
ured with default settings to mirror the typical deployment
scenarios.

Within this setup, a series of attack simulations was
conducted to test the response of the firewall to advanced
malware techniques.

a
s HaNTER7

Install ASDM La

Run Cisco ASDM as a Java Web

Figure 1. Modified HTML interface within the ASDM instal-
lation package displaying a custom message, demonstrating
successful injection and tampering with the installer’s visual
components.

These simulations were divided into two main sce-
narios: reverse shell exploitation through modified in-
stallation files, and a man-in-the-middle (MITM) attack
targeting credential interception.

©2025 JAST

Sana’a University Journal of Applied Sciences and Technology 935


https://journals.su.edu.ye/index.php/jast
https://journals.su.edu.ye/index.php/jast

‘ Malek Algabri et al.

Victim Windows
10 VMware

Reverse Shell Attack

Attacker
Kali VMware

Firewall
192.168.1.1

Figure 2. Visualization of the reverse shell attack where the victim’s execution of a tampered ASDM installer results in a command-

line session with the attacker.

6.1. REVERSE SHELL EXPLOITATION ScCE-
NARIO

The reverse shell attack simulation commenced with the
use of a custom-modified tool named theway, which was
employed to extract, alter, and recompile. bin installation
file used by the Cisco ASA. The process involved analyz-
ing the internal manifest and injecting a malicious Java
.class file into the pdm.sgz archive, which serves as the
graphical interface for the ASDM.

Figure 3. Successful reverse shell connection established
between the victim machine and the attacker using a modified
ASDM installer file.

However, this approach was rendered ineffective be-
cause of Java’s strict signature enforcement, which pre-
vented the execution of unsigned classes within the
ASDM environment. During the initial stage of the ex-
periment, an attempt was made to inject unsigned Java.
class file into the pdm.sgz archive, which forms a part of
the graphical interface of the ASDM. The objective was
to exploit ASDM’s internal Java execution environment
to establish a reverse shell session.

However, the approach failed because of Cisco
ASA’s strict enforcement of digital signature vali-
dation for Java files. The ASA platform uses a Java se-
curity model that restricts the execution of any unsigned
or self-signed Java classes embedded in the ASDM com-
ponents. As a result, the injection. class file was rejected
at runtime, and the graphical interface failed to be loaded
properly.

In addition, this method is only applicable to older
versions of ASDM, where digital signature verification
is either absent or loosely implemented. Modern ver-
sions explicitly enforce code signing using certificates
issued by Cisco or trusted Certificate Authorities (CAs),
effectively blocking any unauthorized modification of Java
archives.

This limitation highlights the need to shift toward
more viable attack vectors, leading to the adoption of
. msi-based payload injection, which bypasses signa-
ture checks at a different levels of the ASDM deployment
pipeline.

In response to this limitation, the methodology was
refined to focus on a more viable vector that embeds
legitimate malware. msi installation files, specifically
asdmb50-install. msi and dm-launcher.msi. Tools such as
7-Zip and the WiX Toolset have been utilized to extract,
modify, and rebuild MSI packages while preserving their
original structure [14].

The modified MSI files were reintegrated into . bin
package using a refined version of theway. Upon deploy-
ment to the ASA firewall and subsequent download via a
victim machine, the malicious installer executed success-
fully, establishing an outbound reverse-shell connection
to the attacker’s host.

Notably, no alerts or warnings were generated by the
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Table 1. Summary of Simulated Attack Scenarios and Their Outcomes

Attack Scenario Tools Used Target Component Outcome
Reverse Shell via MSI Injection WiX Toolset, 7-Zip, the- | asdm50-install.msi \/ Reverse connection established;
way ASA failed to detect the threat
Java Class Injection (ASDM GUI) | Getchoo, modified the- | pdm.sgz Execution blocked; ASA re-
way jected unsigned Java class
MITM via SSL/TLS Exploitation MITMweb ASDM login portal v/ Credentials intercepted; ASA
failed to enforce certificate valida-
tion

ASA during this process, indicating a critical flaw in its file
integrity verification and outbound connection monitoring
capabilities.

The outcomes illustrated in Table 1 reflect the varying
levels of susceptibility within the Cisco ASA architecture
when subjected to targeted attack scenarios. Notably, re-
verse shell injection via MSI files was the most effective
method, fully bypassing ASA signature validation and
traffic filtering. While the Java class injection was unsuc-
cessful owing to signature enforcement, the MITM attack
proved the inadequacy of the ASA’s SSL/TLS configura-
tions in protecting credential exchanges. These findings
reinforce the need for a defense-in-depth approach that
addresses vulnerabilities across system configurations
and communication protocols.

6.1.1. Toolchain Customization and Workflow
Overview

To successfully craft and deploy the malicious ASDM

installer, a chain of tools was used each serving a distinct

role in the attack simulation process:

- theway (Modified Version)

Originally developed for unpacking and repackaging
. bin files, this tool requires substantial modifications to
suit the ASDM structure of Cisco. The original version
created entirely new package structures rather than pre-
serving and rebuilding the existing ones. The customized
version was enhanced for extraction . bin contents as
is, and reassemble them accurately without altering the
metadata or directory layout. It was used both at the
beginning to extract the ASDM installation bundle and at
the end—to rebuild the final . bins after modification.

- 7-Zip:

After extraction .bin file using this method, 7-Zip was
used to manually unpack the embedded file. msi installer
files (e.g., asdm50-install. msi). This allowed full access
to the internal file structure of the MSI package, where
malicious payloads (such as reverse- shell scripts) were
added to specific directories within the installer.

- WiX Toolset (Standard Use)

Once malicious components were added, the WiX
Toolset was used to recompile and regenerate . msi file,
preserving its original structure and appearance. No-
tably, no changes were made to the tool. The . The
msi vector was selected over Java-based injection be-

cause of its compatibility with all ASDM versions and
lower detection risk. Unlike .class injection into pdm.sgz,
which is restricted to older ASDM builds and requires
unsigned Java execution (which is blocked in most mod-
ern versions). Thus, the msi method proved to be more
reliable.

This multi-tool pipeline enabled the successful cre-
ation of a tampered ASDM installer that retained Cisco’s
expected file formats and structures while embedding
functional malware. The integration of modified and stan-
dard tools was key to bypassing Cisco ASA file validation
routines, highlighting a critical weakness in its internal
package handling mechanisms.

Unlike .bin file tampering, the .msi-based method
offered broader compatibility and easier bypassing
of digital signature checks, making it the more reli-
able vector.

6.2. MITM EXPLOITATION SCENARIO

The second simulation focused on exploiting man-in-
the-middle (MITM) vulnerabilities to compromise the
sensitive authentication data transmitted within a Cisco
ASA-—protected network. The objective was to assess
whether improperly configured encryption protocols [15]
could be leveraged to intercept user credentials without
triggering security mechanisms.

In this scenario, the attacker, positioned within the in-
ternal network, utilize the MITMweb tool to exploit weak-
nesses in outdated or misconfigured SSL/TLS settings.

These vulnerabilities allow the attacker to intercept
HTTP-based authentication traffic between internal users
and the ASDM management interface of the ASA.

The attack was executed by spoofing the firewall’s cer-
tificate and establishing a transparent proxy to relay and
decrypt encrypted credentials in real time. Consequently,
sensitive information such as usernames and passwords
was clearly captured without any detection from the ASA
device.

This experiment underscores the critical importance
of enforcing modern encryption protocols (e.g., TLS 1.2
or higher) [16], disabling insecure legacy protocols (SSL,
TLS 1.0/1.1)., and employing certificate validation and
multi-factor authentication to mitigate MITM risks.

It should be emphasized that the attack simulations
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Figure 4. Graphical representation of the MITM attack where the attacker intercepts ASDM login credentials over a spoofed TLS
connection.
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Figure 5. Captured ASDM login credentials during a man-
in-the-middle (MITM) attack using MITMweb, illustrating suc-
cessful interception of authentication data over an insecure or
misconfigured SSL/TLS channel.

conducted in this study were based on a single controlled
scenario designed to assess the feasibility and uncover
exploitable weaknesses. The goal was not to produce
statistically generalized results but rather to validate a
focused proof-of-concept model that reflects real-world
risk exposure.

It is important to note that the simulation experiments
conducted in this study were based on a single, con-
trolled environment. The goal was not to produce statis-
tically generalized results, but rather to demonstrate a
proof-of-concept model that reflects potential real-world
risk exposure under specific conditions.

7. PROPOSED SOLUTIONS AND SECU-
RITY ENHANCEMENTS

7.1. COUNTERMEASURES
SHELL EXPLOITATION

FOR REVERSE

To mitigate the risks posed by reverse shell attacks ini-
tiated through manipulated ASDM installation files, the
following technical countermeasures are recommended.:

1. Integration with SIEM Platforms

Cisco ASA should be integrated with a Security Infor-
mation and Event Management (SIEM) systems such as
Wazuh or Splunk. This allows for real-time monitoring
of file uploads, configuration changes, and anomalous

events within the ASA. Custom alerts should be con-
figured to flag any attempt at uploading . bin or .msi
files, particularly those that did not originate from trusted
sources.

2. Restricting Access to the ASDM Interface

Limits administrative access by enforcing IP-based
access control lists (ACLs). Only trusted subnets or ded-
icated management networks must be granted access.
In addition, ASDM access via HTTP/HTTPS from public
or external networks should be disabled.

3. Egress Traffic Monitoring and Control

Because reverse shell connections rely on outbound
traffic initiated from a compromised host, implementing
robust monitoring of egress connections is essential. So-
lutions such as NetFlow, Cisco Stealthwatch, or behavior-
based detection tools should be used to identify abnor-
mal traffic patterns. Access Control Lists (ACLs) should
also be used to restrict communications with unknown
or high-risk external IP addresses.

4. File Integrity Verification and Digital Signature
Enforcement

All uploaded the ASDM and . bin files must be veri-
fied prior to installation. This includes enforcing SHA256
checksum validation and rejecting files that are not digi-
tally signed by Cisco. Manual verification steps should
be incorporated into the update procedures.

5. Endpoint Detection and Response (EDR) for
Internal Devices

Because the reverse connection is initiated from a
host device inside the network, deploying EDR solutions,
such as CrowdStrike, Velociraptor, or similar tools, is
essential. These tools can detect unusual behaviors,
such as PowerShell or CMD-based remote connections,
and can be configured to automatically send alerts or
trigger isolation policies.

7.2. COUNTERMEASURES FOR MAN-IN-THE-
MippLE (MITM) EXPLOITATION

To prevent credential interception and unauthorized ac-
cess resulting from MITM attacks targeting Cisco ASA en-
vironments [17], the following security measures should
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be implemented:

1. Enforce Modern Encryption Protocols

Only strong encryption standards such as TLS 1.2
or TLS 1.3 should be permitted. All legacy protocols,
including SSL, TLS 1.0, and TLS 1.1, must be explicitly
disabled on both the ASA and client systems to reduce
susceptibility to downgrade attacks [18].

2. Implement Strong Certificate Validation Prac-
tices

Digital certificates used by the ASDM interface must
be signed by a trusted Certificate Authority (CA). Self-
signed or expired certificates were disallowed. Addi-
tionally, it enables strict certificate validation of all client
systems accessing the firewall management interface.

3. Enable Multi-Factor Authentication (MFA)

Access to the ASDM interface should be protected
using multi-factor authentication mechanisms. This adds
an additional layer of security beyond password-based
login, making it significantly more difficult for attackers
to gain administrative access, even if the credentials are
compromised.

4. Adopt a Defense-in-Depth Security Architecture

Organization should not rely solely on the ASA as a
single point of defence. Deploying internal Intrusion De-
tection and Prevention Systems (IDPS), such as Snort
or Suricata, can help monitor lateral movement and sus-
picious activities within the network [19]. In addition,
network segmentation should be enforced using internal
ACLs to restrict unnecessary communication flows.

5. Establish a Dedicated Management Network
(Out-of-Band)

Administrative access to the ASA device should be
isolated from the primary data network. Using a separate,
secured out-of-band management network helps prevent
attackers from reaching the ASDM interface, even if in-
ternal systems are compromised.

8. CONCLUSION

This study uncovered critical security weaknesses in the
Cisco ASA firewalls, particularly within the ASDM man-
agement interface. Through controlled simulations of
reverse shell and man-in-the-middle (MITM) attacks, it
was demonstrated that adversaries could exploit deficien-
cies in file validation, digital signature enforcement, and
outbound traffic monitoring. The ability to manipulate .
msi files without detection, along with the interception of
authentication credentials, highlights serious gaps in the
platform’s default security posture.

Additionally, the research emphasized the effective-
ness of tool chain customization in circumventing built-in
safeguards, ultimately enabling the deployment of suc-
cessful, undetected payloads. In response, the study
proposed a comprehensive multi-layered security frame-
work that incorporates SIEM/EDR [20] integration, robust
encryption enforcement, internal segmentation, and be-

havioral endpoint monitoring.

The findings offer both theoretical insights and practi-
cal value to the cybersecurity field, particularly in the con-
text of securing enterprise firewall environments against
sophisticated malware threats [21].

Ultimately, this research successfully demon-
strated how ASDM vulnerabilities can be leveraged
in real-world attack scenarios and provided effec-
tive countermeasures that enhance the resilience of
Cisco ASA deployments.
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