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Abstract
Phishing attacks continue to be a persistent and critical challenge in the cybersecurity landscape, exploiting weak-
nesses in Internet security through sophisticated tactics, such as social engineering, deceptive domain names,
and URL obfuscation. Traditional detection systems often fail to identify these evolving threats because of their
limited adaptability and high false positive rates. In this study, a deep learning approach is proposed to enhance
the accuracy of phishing detection and minimize erroneous classifications. Leveraging a comprehensive dataset
composed of key URL-related features, including URL structure, domain age, presence of HTTPS, and lexical
patterns, we implemented and compared the performance of four deep learning models: Convolutional Neural
Network with Bidirectional Long Short-Term Memory (CNN-BLSTM), Self-Normalizing Neural Network (SNN),
Transformer, and Deep Belief Network (DBN). Among these, the CNN-BLSTM model achieved the highest ac-
curacy of 81%, demonstrating its superior ability to capture sequential and spatial patterns inherent in phishing
URLs. The experimental results confirm that deep-learning methods outperform conventional techniques in de-
tecting phishing attempts. However, challenges such as high computational complexity limit real-time deployment.
This study highlights the transformative potential of deep learning for strengthening online threat detection and
enhancing cybersecurity defenses.
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1. INTRODUCTION

Attackers, as trustworthy organizations, trick users to
share sensitive information, such as passwords and bank
account details. These attacks result in significant fi-
nancial losses, identity theft, and damage to a person’s
reputation. As Internet access and digital services have
rapidly increased, phishing attacks have become a signif-
icant cybersecurity priority because of their widespread
influence. Phishing remains a major cybercrime compo-
nent, causing millions of users to incur financial losses
[1],[2]. The higher the threat count frequency is, the
more critical it is to have stronger detection systems.
These systems must be capable of pinpointing millions
of threats with finely tuned accuracy and speed, espe-
cially when infiltrators adopt smarter evasion tactics.

Traditional phishing detection systems use rule-based
filters and heuristic-based methods that identify common
indicators such as IP addresses, email headers, and
keywords. Although these systems have some success,
their reliance on predetermined criteria and signatures
limits their ability to adapt to the new phishing techniques
that conventional systems often overlook [3]. Phishing
attacks can utilize obfuscation techniques such as URL
shortening or encoding, which may deceive traditional
filters [4]. Current detection methods are struggling to
cope with today’s complex phishing attacks. Furthermore,
reliance on signature-based approaches leads to an in-
crease in false positives, which degrades users’ trust in
security alerts over time, and reduces the effectiveness
of these systems [3].
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However, deep learning has emerged as the most promis-
ing approach for overcoming the limitations of current
work, improving accuracy, and providing far superior
modeling capabilities. Deep learning models can un-
cover complex patterns and extract insights from large
datasets, revealing hidden connections in phishing data
that traditional methods often miss because they rely
solely on rule-based systems [5]. Advanced deep learn-
ing architectures, such as convolutional neural networks
(CNNs), recurrent neural networks (RNNs), and, more re-
cently, transformers, have been utilized to analyze URLs,
email content, and website information. These models
are more effective in identifying phishing attempts [6].
Numerous studies have demonstrated that deep learning
models enhance the detection rates for known and un-
known phishing behaviors, which are crucial in a dynamic
threat environment [7].
One of the most challenging steps in phishing detection
is URL parsing, as attackers modify URLs to make them
resemble legitimate domains. Attackers often use a com-
bination of URL shortening, domain obfuscation, and
random string generation to deceive consumers while
evading detection systems. In the real world, these tac-
tics should be handled using phishing detection deep
learning models to ensure their accuracy [3], [8]. Real-
time performance experiments that use deep learning
methods are complex in terms of resource computation,
and current real-time detection models are not optimal.
Achieving a balance between the detection accuracy and
computational requirements is essential when develop-
ing deep-learning-based phishing detection systems for
large-scale use.
This study aims to address these problems by building a
phishing detection model using deep learning to enhance
accuracy. This study explored multiple deep learning ar-
chitectures, considering the cost (inference time), accu-
racy, and recall for phishing detection. Previous studies
dealing with testing using the deep learning-based sys-
tem and its detection rates against more traditional meth-
ods provide context to clarify how improved performance
can result from using the cognitive mechanism. This
study aims to improve the process of phishing detection
by offering a scalable solution that can be adapted to the
evolving cyber threat landscape. The proposed model
is considered scalable for several reasons. First, the
architecture was designed using modular deep-learning
components (e.g., CNN for spatial features and BLSTM
for sequence learning), which can be efficiently paral-
lelized on modern GPU hardware. Second, the model
was trained and evaluated on a relatively large, balanced
dataset of 50,000 URLs, demonstrating its capability to
process high volumes of data without performance degra-
dation. Finally, the feature extraction process relies solely
on lightweight URL-based attributes, making it feasible
to integrate the system into real-world, high-throughput
environments, such as email gateways or browser exten-

sions, without significant computational overhead.

2. LITERATURE REVIEW

2.1. Background

Based on three convolutional neural networks (CNN),
bidirectional long short-term memory networks (BLSTM),
and transformers in deep learning techniques that have
improved detection accuracy and adaptability as phishing
attacks are increasing their complexity. CNNs offer a high
level of performance in phishing detection by extracting
the page content structure. Even for a Zero-day attack-
related case, Convolutional Neural Networks (CNNs) can
recognize phishing websites by distinguishing malicious
and safe URLs because they can learn local patterns in
the URL structures [1], [9]. Meanwhile, LSTM networks
that can handle temporal data have proven their useful-
ness in email, text, and URL strings over time to learn
sequential patterns from phishing attacks [10].

One of the main challenges in phishing detection is to se-
lect which attributes represent those traits that best cap-
ture the properties of actual examples. Phishing URLs
often contain altered formats and deceptive properties,
such as unusual keywords and subdomains. Features
may be derived from raw data using deep learning mod-
els such as CNN and BLSTM. Human feature engineer-
ing can be reduced and detected, and the performance
will increase. Transformers take one step further and pro-
vide the means for models to evaluate individual pieces
of URLs in online content, which makes them particu-
larly resistant to sophisticated phishing attacks such as
domain obfuscation and homograph attacks [11], [12].

This study concentrates on deep-learning models such
as transformer models, Spiking Neural Networks (SNN),
and Deep Belief Networks (DBN). They are trained to
recognize common patterns found in phishing URLs.The
former facilitates time-based learning to promote its just-
in-time detection capacity in SNN, and the latter targets
discovering complex phishing patterns through hierarchi-
cal pattern discovery by correlating URL features across
levels of hierarchy DBN [13]. These models were trained
with large, diverse datasets consisting of legal and phish-
ing URLs to boost robustness in detection across differ-
ent types of phishing strategy learning features that can
considerably separate classes [14].

This meant using many models to take advantage of their
pros, and, as phishing tactics evolved, try permutations
against new trends. By integrating the CNN, LSTM, and
Transformer architectures, the system benefits from the
spatial feature identification experience of CNNs with
sequential data processing capabilities in LSTMs (Long
Short-term Memory) and attention-based feature extrac-
tion techniques related to transformers. The former ap-
proach minimizes the false positive progress of HMM and
reduces the risks from sophisticated phishing, whereas
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a combination improves the detection accuracy. Testing
models across several phishing scenarios validated the
system’s high detection rates, with few false positives for
attack types [15], [16].
Addressing the limitations of standard models by com-
bining deep learning-based solutions for iris scanners
provides a comprehensive solution to the problem of de-
tecting phishing. This could help cybersecurity analysts
tackle new variants of attacks that surface, frequently
created because of such a high real-time nature.

2.2. Related work

In [1], a model based on deep learning was introduced
with a combination of five different architectures to predict
phishing attacks: ANN, CNN, RNN, BRNN, and atten-
tion networks. However, because the system evaluates
the URLs by embedding characters, it is independent.
Created a large, well-balanced dump of over 5.1 mil-
lion URLs consisting of 2.32 M phishing URLs (about
ten percent more) from Common Crawl with valid con-
tent. Within 32 months, the model defeated the symmet-
ric and asymmetric encryption schemes for classifying
phishing attempts with a wide margin of accuracy and
performed well against zero-day attacks. However, it was
not faultless for more sophisticated attacks such as URL
hijacking.
Machine learning algorithms ( Naive Bayes and Multino-
mial Naive Bayes) are used to analyze URL links [15].
The URL is broken into the following features: IP address
characteristics, domain characteristics, and elements in
the link. The system categorizes links into three classes:
phishing, legitimate, and suspicious links. The models
were trained using a dataset from UC Irvine that con-
sisted of 31 features per link. Bernoulli Naive Bayes is
mostly used for false positive rate reduction (phishing
links) detection. Its main disadvantage is that it requires
frequent updating to conform to the most recent phishing
trends and zero-day attacks. In [17], machine learning
was utilized to identify phishing attacks through URL
analysis. A model was built using a dataset of over 11
K websites. It extracted (from Google) and predicted
phishing on every website by testing a set of features in
30 dimensions. Neural networks achieved an accuracy
of 90.23%, Naïve Bayes 92.97%, and the AdaBoost al-
gorithm achieved 95.43% accuracy, utilizing these three
machine learning algorithms.

In [11], a robust hybrid phishing detection model using
machine and deep learning was presented. They utilized
two Kaggle datasets: one contained 11,430 unique URLs
and 87 features, and the other was a collection of dif-
ferent labels for a subset of those same URLS, totaling
up to 651,191 entries with only two features. This can
be interpreted as a combination of random forests and
a CNN. The hybrid model yields an accuracy of 97%. It
does not test against more advanced threats, such as

GANs, as shown in Table 1.

3. MATERIALS AND METHODS
To ensure that phishing detection correctly detects at-
tacks and achieves high accuracy with low false positive
rates. The ability to distinguish real attacks from benign
attacks offers several advantages. This includes data
preparation and model training methods to evaluate the
developed models, as shown in Figure 1.

3.1. Research Design

A large URL dataset of real and phishing judgments was
utilized to develop a robust Phishing Detection Algorithm.
The dataset was populated from the parents of the main
sources of legitimate URLs based on Common Crawl
to complement PhishTank and OpenPhish [1]. A clean-
up routine was performed on the dataset to improve
consistency across training samples, which involved nor-
malizing the URL text data, removing duplicate entries,
and enforcing a standardized format for URLs. Features
were selected using recursive feature elimination, which
is an iterative process that excludes less critical aspects
while retaining the most essential aspects for phishing
detection. This feature selection technique enhances
the model’s ability to focus on important indicators, such
as URL length, domain authority, and location in the
URL path, which are known to be effective in distinguish-
ing phishing URLs from legitimate ones [14], [18]. The
dataset was compiled from PhishTank, OpenPhish, and
Common Crawl. After cleansing and normalization, we
acquired a balanced dataset comprising 50,000 URLs
evenly distributed between phishing and legitimate cat-
egories (25,000 phishing URLs and 25,000 legitimate
URLs). The record preprocessing steps included the dis-
posal of reproduction entries, changing all URLs to low-
ercase, and implementing a standardized shape through-
out the dataset. We extracted a preliminary set of 30 fea-
tures specializing in lexical, structural, and area-based
attributes. Examples of extracted features are as follows:

• Lexical features: URL length, presence of special
characters (e.g., @, -, %, =), number of dots, number
of subdomains, and use of suspicious keywords (e.g.,
"login,” "secure,” "account").

• Structural and protocol features: Use of IP address,
HTTPS presence, and position of keywords in the
path.

• Domain-based features: domain age and authority
domain(retrieved using WHOIS and Alexa Rank data).

This procedure selected the top 15 most crucial features,
optimizing the study efficiency of the version while pre-
serving key phishing indicators. These subtle capabilities
were then used as inputs to teach and evaluate the deep
learning models.
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Table 1: Comparison of Existing Phishing Detection Approaches

Study Model / Technique Dataset Accuracy Strengths Limitations
[1] Sahingoz et al.
(2024)

CNN, RNN, BRNN,
Attention

5.1M URLs from Com-
mon Crawl

∼97% Handles zero-
day attacks;
ensemble of DL
models

Computationally
expensive; lim-
ited handling of
URL hijacking

[15] Shoaib &
Umar (2023)

Naive Bayes, Multino-
mial NB

UCI URL dataset (31
features)

∼92% (Ad-
aboost)

Clear categoriza-
tion into phishing,
legitimate, suspi-
cious

Requires fre-
quent updates;
slow training

[17] Mosa et al.
(2023)

NN, NB, Adaboost 11K websites from
Google

95.43% (Ad-
aboost)

High accuracy
with ensemble
methods

Ineffective for
short links

[11] Sawant et al.
(2024)

Hybrid (ML + DL) –
RF + CNN

Kaggle datasets
(11,430 + 651,191
entries)

97% Combines
strengths of ML
and DL

Not tested
against adversar-
ial or GAN-based
threats

[13] Kocyigit et al.
(2024)

Genetic Algorithm +
ML

Phishing URL dataset Not stated Enhanced fea-
ture selection

Generalizability
not discussed

3.2. Procedures

The preprocessed data were split into training, validation,
and testing to aid in model training and evaluation. The
data was divided as follows: 70% for training, 25% for
testing, and 5% for validation. Training was used to teach
the algorithm to identify phishing from URL structures
and an independent validation set (not involved in bot
detection). It aims to adjust the parameters without over-
fitting [10], [16]. Testing this on different datasets enabled
the correct evaluation of whether the model generalizes
for new phishing cases.

3.3. Algorithms and Tools

The phishing detection model was developed using the
Python software. To construct and optimize deep learn-
ing models, a set of experiments with various model
architectures (CNN, BLSTM, and Transformer networks)
were conducted by utilizing libraries such as TensorFlow
and Keras [11]. Libraries are essential tools for managing
rich data operations, model layers, and activation func-
tions. Model training was performed using Google Col-
Lab. Google Collab functions as a cloud-based platform,
offering free access to GPU resources. This substantially
reduces the training time and enhances the computa-
tional speed (throwable error). The model parameters
are the tweaking components that can be adjusted in
real time during training because of Google Collab’s in-
tegration with Python libraries, ensuring a blazing fast
model modification [19].

3.4. Model Tuning and Evaluation

To enhance the model performance, hyperparameter tun-
ing played a significant role in obtaining the best batch
size, learning rate, and number of epochs to run on
our training dataset. Determining the best combinations

of these parameters. The employed methods such as
grid and random search resulted in a model that per-
formed well without overfitting [15]. The model was eval-
uated based on its performance in identifying phishing
URLs with fewer false positives and controlled by mea-
sures such as accuracy, precision, recall, and F1-score.
However, accuracy is a high-level metric [9], [13]. This
study helps the phishing detection model enhance accu-
racy and adversarial robustness to prevent cyber-attacks
through spears. Phishing.

4. RESULTS AND DISCUSSION

The evaluation of each deep learning model indepen-
dently details its assessment metrics and respective per-
formance results, along with their strengths and weak-
nesses. The accuracy, precision, recall score, and F1
score were used for each model.

4.1. Hybrid CNN-BLSTM Model

The CNN-BLSTM network was proposed, which takes
advantage of both the LTSM in learning sequential data
and CNNs on feature maps. The model architecture
included a temporal layer (LSTM). Feature extraction
using convolutional D1. The performance metrics of the
CNN-BLSTM model are listed in Table 2.

Table 2: CNN-BLSTM Model Evaluation Metrics
Metric Class 0 (Legiti-

mate)
Class 1 (Phish-
ing)

Average

Precision 0.80 0.82 0.81
Recall 0.87 0.73 0.80
F1-
Score

0.83 0.77 0.80

Accuracy 0.81

The overall metrics for the CNN-BLSTM model, dis-
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Figure 1. Deep Learning Framework for Phishing Detection

played in Table 3 and Figure 2, confirm balanced perfor-
mance across all metrics.

The CNN-BLSTM model performed well in terms of pre-
cision and recall, highlighting its effectiveness in accu-
rately identifying phishing URLs while minimizing false
positives. However, the model’s high computational cost
owing to its complex architecture may limit its practicality
in resource-constrained environments.

Table 3: Overall Metrics for CNN-BLSTM Model

Metric Value
Accuracy 0.81
Macro Avg Precision 0.81
Macro Avg Recall 0.80
Macro Avg F1-Score 0.80
Weighted Avg Precision 0.81
Weighted Avg Recall 0.81
Weighted Avg F1-Score 0.80

4.2 Self-Normalizing Neural Network (SNN) Model

This model uses scaled exponential linear units as acti-
vation functions to obtain the self-normalizing properties.
This instability makes this easier for large networks. It
is built for tasks in which the activation functions remain
constant, as shown in Table 4.

The overall performance metrics for the SNN model
are presented in Table 5 and Figure 3.

The SNN model demonstrated balanced accuracy,

Table 4: CNN-BLSTM Model Evaluation Metrics
Metric Class 0

(Legiti-
mate)

Class 1
(Phishing)

Average

Precision 0.80 0.79 0.80
Recall 0.84 0.74 0.79
F1-Score 0.82 0.76 0.79
Accuracy 0.80

Table 5: Overall Metrics for the SNN Model
Metric Value
Accuracy 0.80
Macro Avg Precision 0.80
Macro Avg Recall 0.79
Macro Avg F1-Score 0.79
Weighted Avg Precision 0.80
Weighted Avg Recall 0.80
Weighted Avg F1-Score 0.80

precision, and recall, demonstrating generalization for
phishing detection. However, despite its stability, it
slightly underperforms compared to the CNN-BLSTM
model in recall, which indicates a moderate limitation in
identifying all phishing instances.
4.3 Transformer Model
The Transformer model leverages self-attention mecha-
nisms to capture complex relationships in the data, mak-
ing it particularly adept at handling sequential dependen-
cies on the URLs. This model is effective in identifying
phishing attempts with sophisticated patterns. The eval-
uation metrics for the transformer model are listed in
Tables 6, 7, and Figure 4, which provide the overall per-
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formance metrics for the transformer model.

Table 6: Transformer Model Evaluation Metrics
Metric Class 0

(Legitimate)
Class 1
(Phishing)

Average

Precision 0.80 0.80 0.80
Recall 0.85 0.74 0.79
F1-Score 0.83 0.77 0.80
Accuracy 0.80

While the Transformer model performs well, its high
computational demand owing to the multihead attention
mechanism poses a limitation. Although effective in cap-
turing complex relationships, it requires substantial com-
putational resources, which can be challenging for real-
time applications.

Table 7: Overall Metrics for Transformer Model
Metric Value
Accuracy 0.80
Macro Avg Precision 0.80
Macro Avg Recall 0.79
Macro Avg F1-Score 0.80
Weighted Avg Precision 0.80
Weighted Avg Recall 0.80
Weighted Avg F1-Score 0.80

4.4 Deep Belief Network (DBN) Model

The DBN model combines restricted Boltzmann ma-
chines (RBM) with a multilayer perceptron (MLP) for
hierarchical feature extraction and classification. This
model is particularly suited for capturing high-level pat-
terns in phishing URLs. The performance metrics of the
DBN model are presented in Table 7.

Table 8: DBN Model Evaluation Metrics
Metric Class 0 (Le-

gitimate)
Class 1
(Phishing)

Average

Precision 0.70 0.81 0.75
Recall 0.90 0.51 0.71
F1-Score 0.79 0.63 0.71
Accuracy 0.73

The overall performance metrics for the DBN model
are shown in Table 9

Table 9: Overall Metrics for the DBN Model
Metric Value
Accuracy 0.73
Macro Avg Precision 0.75
Macro Avg Recall 0.71
Macro Avg F1-Score 0.71
Weighted Avg Precision 0.75
Weighted Avg Recall 0.73
Weighted Avg F1-Score 0.71

The DBN model, which is capable of capturing high-
level patterns, underperforms relative to the CNN-LSTM

and Transformer models, particularly in terms of recall
for phishing instances. This lower recall indicates a lim-
itation in the ability of the model to identify all phishing
URLs, suggesting the need for further optimization or
hybridization with other models.

4.5 Comparative Summary

The overall comparison, shown in Table 10 and figure
5, highlights the performance of each model across key
metrics.

Table 10: Comparative Summary of Model Performance
Model Accuracy Precision Recall F1-

Score
CNN-
BLSTM

0.81 0.81 0.80 0.80

SUN 0.80 0.80 0.79 0.80
Transformer 0.80 0.80 0.79 0.80
DBN 0.73 0.75 0.71 0.71

4.6 Discussion
These results provide insights into the performance anal-
ysis of each model for use in phishing detection systems.
Every deep-learning model has advantages and disad-
vantages. The CNN BLSTM model demonstrated a com-
parability balance between precision and recall with 81
% accuracy, reduced to false positives at the highest.
Because CNN is good at detecting the spatial features of
URLs, it can help capture complex dependencies among
sequences, which is critical for phishing detection [1].
However, implementing the CNN-BLSTM model is com-
putationally expensive and highly unscalable in resource-
constrained scenarios.
The model Self-Normalizing Neural Network (SNN) also
achieved an accuracy of 80%. Similarly, the self-
normalizing properties of SELU improve overfitting by
promoting fast convergence and stability during training
to generalize well to novel phishing patterns [20]. While
the SNN has a recall that is slightly lower than that of the
CNN-BLSTM model, it may not support more complex
phishing URLs to the degree being presented, and its
simpler structure makes an acceptable tradeoff between
precision and computational resource consumption ef-
fectiveness, meaning it can be deployed in resource-
constrained environments.
The Transformer model, known for its self-attention mech-
anism, showed a strong capability to learn about multiple
phishing patterns with reasonable accuracy (80%) and re-
call (79%). It is used to focus on different segments of the
URL [21]. This makes it particularly suitable for detecting
complex patterns. The complicating factor here is the
multi-head attention layers, which are time-consuming
to compute and can degrade the performance at infer-
ence time. While this strategy may need to be optimized
for effective real-time applications, it remains effective in
high-stakes work, where sufficient computing resources
justify the cost.
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Figure 2. Performance of CNN-LSTM Model

Figure 3. Performance of SNN Model

Figure 4. Performance of Transformer Model

The Deep Belief Network (DBN) model demonstrated the ability to learn hierarchical feature representations
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Figure 5. Comparative Performance of All Models

better than other models in our evaluation, but its ac-
curacy was lower compared to all votes, and the Deep
Belief Network (DBN) model demonstrated the ability
to learn hierarchical feature representations better than
other models, but its accuracy was lower than that of all
votes. While the DBN’s stacked Restricted Boltzmann
Machines (RBMs) can capture a large amount of infor-
mation, its recall rate is low, and it missed a few phishing
ones. Future extensions with more layers or hybrid inte-
gration of other models may enhance the effectiveness
of the DBN, which is designed for applications where
resource efficiency has more priority over detection accu-
racy owing to its lower computing requirement compared
with CNN-BLSTM and Transformer models [22].
From a feature-selection standpoint, it was necessary
to optimize the model and enhance its efficiency. The
Recursive Feature Elimination (RFE) approach is used
to select relevant features to ensure that each model
focuses [9], [23] on essential signals while ignoring noise.
The structural attributes of phishing URLs, such as the
number and length of subdomains and unusual charac-
ters, are more important to detect than the URL structure
itself because our dataset contained numerous phishing
domains that used normal tiny-like blogspots or Word-
Press names. CNN and Transformer models were able
to successfully understand these spatial and sequen-
tial patterns [24]. In particular, when working with data
that are not ordinally distributed, such feature selection
helped to reduce the number of false positives in the
DBN and SNN models [6]. The official-looking emails
strung users to URLs. It had HTTPS, or IP addresses
common indicators of playful-rendering phishing attacks.
Thus, the model learned to identify URLs for hacking
purposes without a learning process [25]. Take keyword
analysis, for example, key phrases comprising a high
percentage of attack websites can be discovered, as
seen in an attention mechanism-focused use case like
the transformer model on textual patterns [26].
This experiment proves the efficiency of the models com-
pared with techniques such as Naïve Bayes and Logistic
Regression [1]. Traditional machine learning models
showed low-performance metrics with an accuracy of
61%, precision of 66%, and recall of Naïve Bayes of

around (62%), signifying their limited efficacy in complex
phishing detection settings. The design of conventional
models restricts them from being adaptable to a type of
phishing attack, owing to their predefined set features
and rudimentary pattern analysis. On the other hand,
deep learning models such as CNN-BLSTM and trans-
formers are good at capturing more complex patterns
without human-defined features. The performance of
CNN-BLSTM, with an accuracy of 81%, substantially
exceeded the Naïve Bayes algorithm [7].
The study showed that deep learning models success-
fully improve phishing detection by eliminating false posi-
tives and adapting quickly to new types of attacks. In this
area, their ability to learn complex high-dimensional prop-
erties allows them flexibility in behaviors and yields more
accurate and informed classification of samples. While
deep learning is more compute-hungry, a comparison
with traditional models reflects improvements.
Although the proposed models demonstrated consider-
able accuracy, precision, and recall, some challenges
must be addressed for effective real-time phishing de-
tection. Although powerful, CNN-LSTM and Transformer
models require significant computing resources owing
to their complex topologies. Multi-head attention layers
in the transformer likely take longer to run and process
sequentially through the data with a CNN-LSTM, which
could introduce a lag for real-time systems. Although
these models form an interpretable ensemble immedi-
ately, they are infeasible for real-time applications without
speed optimization.
In such cases, simple models, such as SNN or opti-
mized DBN, require far less computing power and could
be more desirable. The SNN model achieves a favor-
able trade-off between the computational efficiency and
precision. This allows real-time deployment. Real-time
detection can be achieved with additional performance
enhancements, such as model quantization or pruning,
and can reduce the computational overhead [27].
Balancing speed and accuracy are key factors. In con-
trast, even though the Transformer and CNN-BLSTM
models exhibit superior detection performance (Table 3),
they are not fast enough to comply with the real-time
demands of this type of system. Hybrid models that
combine the precision of deep learning with improved ef-
ficiency from simple approaches can provide a workable
solution. For instance, lightweight models may be used
as an initial filter and can perform full CNN-BLSTM or
Transformer analysis for flagged URLs. By balancing the
trade-offs in terms of speed and detection efficacy, Own
et al. proposed that this hybrid method would enable
timely high-quality phishing identification.

5. CONCLUSION AND FUTURE WORK
This study concentrated on supplying a comparative
evaluation of deep getting-to-know fashions for phish-
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ing attack detection using URL-primary-based functions.
Four architectures—CNN-BLSTM, Transformer, Self-
Normalizing Neural Network (SNN), and Deep Belief
Network (DBN)—were implemented and evaluated using
a balanced dataset of 50,000 URLs. Among these, the
hybrid CNN-BLSTM version achieved the highest detec-
tion accuracy of 81%, demonstrating advanced ability.
The Transformer version also produced robust results,
leveraging self-attention mechanisms for complex pattern
reputations. In contrast, the DBN version exhibited de-
creased consideration of phishing URLs, indicating barri-
ers in identifying diverse phishing behaviors. The results
verify that deep mastering methods outperform tradi-
tional machine-gaining knowledge of processes in phish-
ing detection by improving the accuracy and decreasing
fake positives. The study also highlighted exchange-offs
between performance detection and computational per-
formance, specifically in real-time situations. Despite
these promising findings, several obstacles remain. The
models, mainly CNN-BLSTM and transformers, require
extensive computational resources, which may constrain
actual-time deployment. The dataset focused on URL
functions and did not include webpage content or e-mail
metadata, which can similarly enhance detection. A light
architecture adapted to promote future work will be cre-
ated via the integration of real-time data from browser
plugins or e-post clients, and will also be considered to
improve the accuracy of the dynamic environment. Unfa-
vorable training and interpretable AI techniques will be
explored to enhance the robustness and interpretability
of the model, ensuring safer and more transparent safety
systems.
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