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Abstract
Strong cybersecurity measures are becoming vitally crucial as cloud computing utilization rises. Advanced and
dynamic cyberthreats are frequently difficult for traditional intrusion detection systems (IDS), which rely on preset
signatures and rules, to identify. This study improves the detection of known and unknown intrusions in cloud
systems using Machine Learning (ML) methods. The UNSW-NB15 dataset was used to train and assess a num-
ber of ML classifiers, including Random Forest (RF), Decision Tree (DT), XGBoost, Naïve Bayes (NB), Support
Vector Machine (SVM), Logistic Regression (LR), and Gradient Boosting (GB). It uses full feature training across
several classifiers and also investigates the implications of feature reduction, in contrast to many other studies
that mainly employ full feature sets to train RF alone. Critical metrics including accuracy (ACC), precision, recall,
and F1-score are used to analyze classifier performance and provide a thorough evaluation of their efficacy in in-
trusion detection. The findings show that using all characteristics the RF and DT obtained perfect accuracy (1.00).
In the case of less characteristics when using feature selection techniques (RF-based selection, information gain,
or mutual information), the RF retained the best accuracy (0.94), whereas NB performed the worst overall. This
study emphasizes the significance of feature selection in enhancing IDS performance and shows that ML-based
techniques may greatly increase threat detection in cloud settings, even when feature dimensionality is lowered.
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1. INTRODUCTION

Modern Internet-based technology known as CC pro-
vides a variety of IT resources and services, including
operating systems, storage, hardware, network infras-
tructure, and software programs, at affordable prices.
It provides a number of advantages, including as de-
creased management costs, faster development, en-
hanced cost-effectiveness, and scalability. But because
CC infrastructure is so complicated, it is vulnerable to a
number of security flaws. The handling and storage of
customer data in distant data centers raises concerns
about potential dangers. CC choices may be influenced
by a number of reasons, such virtualized security threats,
difficulties locating physical data storage, potential weak-
nesses in online storage systems, system compatibility
problems, and legal or regulatory constraints [1] [2]. Se-

curity is one of the primary issues with cloud systems
[3].In reaction to these difficulties [4]. IDSs often priori-
tize event logging above proactive intrusion prevention,
even though they are frequently employed to monitor net-
work activity. Conventional intrusion detection systems,
which frequently employ preset rules or signatures, have
a tendency to overfit to known threats and may produce
a significant number of false alarms when confronted
with new attack patterns. Moreover, they cannot react
to changing threat circumstances since they are static.
By allowing IDSs to identify possible threats through pat-
tern recognition and predictive analysis, ML methods, on
the other hand, provide a proactive model. By adjusting
to changing behaviors over time rather than depending
just on pre-established signatures, ML-driven systems
lessen the need for human updates and increase their
resistance to threats that have not yet been identified [5].
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In some sectors, ML has recently shown to be a useful
technology, providing solutions for problems with poor
detection rates and a high number of false alarms. ML
techniques have been widely used to proactively detect
and remove threats and address security flaws in cloud
systems [1] [6]. Cybersecurity uses ML, a subfield of
artificial intelligence, for prediction systems and zero-day
attack detection [7] . The term ML refers to a collection
of algorithms that can analyze data, spot trends, and
forecast future events based on those trends [6] . Three
main learning categories are included in ML: supervised
learning, unsupervised learning, and semi-supervised
learning [7] . While supervised learning uses labeled
training data, unsupervised learning uses unlabeled train-
ing data. On the other hand, when training data contains
both labeled and unlabeled examples, semi-supervised
learning takes place. Numerous IDS techniques are of-
ten employed, such as Ensemble Methods, K-Nearest
Neighbor (KNN), K-Mean Clustering, Random Forest
(RF), XGBoost, Decision Tree (DT), and Support Vec-
tor Machine (SVM) [6] [8]. The cybersecurity experts
suggested incorporating ML into the design of the IDS
to improve its reliability in preventing network intrusions.
By using ML, the IDS may improve categorization and
handle malware detection issues. As a result, ML-based
IDSs provide several benefits, including improved accu-
racy, more precision in identifying possible threats, and
the capacity to identify novel assaults [9]. This study
uses sophisticated ML algorithms, such as Random For-
est, Decision Tree, XGBoost, and others, to improve
cloud security. It uses feature selection methods and
the UNSW-NB15 dataset to address the security risks
in cloud systems. CC offers scalable and cost-effective
services, but it is susceptible to various threats that might
compromise data security.

1.1. Problem statement:

Due to the accessibility and usefulness of online services,
CC has emerged as a vital tool for both consumers and
businesses. The increasing use of cloud services has
made them easy targets for hackers that try to steal
private and corporate information. Notwithstanding the
advancements in IDS designed to monitor and prevent
unauthorized access, conventional systems that depend
on preset criteria or signatures are becoming outdated
and fail to recognize new and advanced assault methods.
While ML techniques provide a promising solution by
analyzing past attack patterns and detecting unknown
threats, the optimal performance of ML-based IDS in
cloud environments has not yet been fully realized. There
is a critical need for a comprehensive evaluation of dif-
ferent ML algorithms and feature selection techniques to
enhance detection accuracy, reduce false alarms, and
ensure operational efficiency in cloud computing environ-
ments.

1.2. Objective:

The aim of this study is to enhance IDS in cloud com-
puting by evaluating the impact of feature selection tech-
niques on the system’s accuracy, in order to improve
the detection of both known and unknown cyber threats
using machine learning approaches.

1.3. Contributions:

The Contributions of this study are:
• Comprehensive Evaluation of Classifiers: Conduct a

comprehensive study for seven ML classifiers, includ-
ing RF, DT, XGBoost, NB, SVM, LR, and GB, using
the UNSW-NB15 dataset various feature selection
techniques. The dataset mimics simulation network
traffic and attack scenarios, it offers a trustworthy
baseline for assessing IDSs.

• Impact on Cloud Security: enhanced capability to
identify both known and unknown attack patterns
through an innovative dual-detection mechanism.
This analysis provides practical insights for optimiz-
ing IDS performance in resource-constrained cloud
environments

1.4. The paper’s structure:

The rest of paper is organized as follows: Background
information is given in section 2. Related works are
assessed under section 3. The UNSW-NB15 dataset,
feature selection, classifiers used, performance evalua-
tion techniques, and experimental setup are all covered
in the description of the suggested model in section 4.
and the findings and analysis are covered in section 5.
section 6 presents the conclusion and future work.

2. BACKGROUND

2.1. Intrusion Detection System:

IDS is a part of a system that keeps an eye on data flow
and system operations without actively averting prob-
lems. It searches for abnormalities that could indicate
technical problems or unusual use, rather than precisely
identifying criminal activity or breaches. Instead of im-
mediately alerting users, it creates records when it finds
specific patterns. By providing insights rather than imme-
diately addressing threats, an IDS indirectly enhances
network security in contrast to proactive solutions like
firewalls, antivirus programs, or access control systems
[10] [11]. Monitoring tools are frequently employed in
place of active defensive techniques like honeypots, in
conjunction with IDS. IDSs use numerous approaches
to identify suspicious traffic [12] .Host-based IDS (HIDS)
and network IDS (NIDS) are the two primary forms of
IDS development that are often recognized. On a sin-
gle system with host-level changes, HIDS mainly ex-
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amines internal operations and file integrity. However,
host-specific events may be missed by NIDS for net-
work traffic monitoring. Many times, NIDS detection
uses established methods or statistical deviations to
identify abnormalities. [13].. IDS can be divided into
two broad categories: pattern-matching and behavior-
based. Even while behavior-based IDS may not always
employ ML or DL algorithms, they rely on departures
from predicted activities. Instead of employing dynamic
analysis, pattern-matching IDSs look through a library of
recognized behaviors to discover matches. Some IDS
systems only alert users when specific criteria or condi-
tions are satisfied, rather than running constantly. Based
on their responses, IDS systems may be divided into two
groups: To prevent such assaults, an active IDS not only
identifies threats but also rejects questionable communi-
cations. Passive IDS: This kind of IDS only monitors and
analyzes traffic, alerting the administrator to threats and
possible vulnerabilities but does nothing to fix them. [13]
[14]

2.2. Machine Learning

ML is a subfield of artificial intelligence (AI) that lever-
ages mathematical models and algorithms to enable
computers to learn and make choices by evaluating large
amounts of data and coming to important conclusions
on their own [15]. ML may employ several techniques to
produce distinct models, and there may be a variety of
methods to engage with these models. Depending on the
dataset, a network operator may use semi-supervised
learning when there is insufficient labeled data or su-
pervised learning when there is a lot of labeled data to
train a predictor [16]. ML is commonly divided into three
primary categories: supervised learning, unsupervised
learning, and reinforcement learning. Supervised ML Al-
gorithm: This method trains on labeled data, where each
piece of data has a predefined label. The algorithm uses
this tagged data to provide predictions or classifications.
For supervised learning to be effective, the data must
be accurately labeled. Classification is a crucial tactic in
this area. Labels in the training data are not used by the
unsupervised ML algorithm. The system automatically
identifies structures and patterns in the data, frequently
utilizing cosine similarity to evaluate relationships be-
tween data points. Clustering is a popular strategy in
unsupervised learning.
Reinforcement Learning: This technique teaches an
agent how to accomplish certain goals through inter-
actions with the environment. Through trial and error,
the agent constantly enhances its performance based on
input or incentives from the environment. Reinforcement
learning works especially well in dynamic and compli-
cated contexts. For IDS, ML may address a number
of issues, including boosting processing speed, cutting
down on calculation time, and enhancing security threat

detection accuracy [17] [18] [19] [20] .

2.2.1. ML-Based IDS:
Some benefits of integrating ML with IDS include the
following:
• Supervised ML-based IDS: These systems can detect

a range of assaults by monitoring traffic flow patterns.
IDS based on unsupervised ML can identify unknown
or novel assaults.

• Resource Efficiency: IDS based on ML usually re-
quire little to moderate processing power. Advanced
Detection: These systems can detect complex attack
behaviors more precisely and respond faster by rec-
ognizing them.

• Adaptability: When new threat types appear, ML-
based IDS that use clustering and outlier detection
algorithms don’t need to update attack datasets fre-
quently [21].

2.3. Cloud computing :
CC is a notion of service that provides customers with
on-demand access to resources via the Internet, typ-
ically with a pay-per-use pricing structure. It enables
users to utilize shared computer resources, including as
servers, storage, and software, without having to manage
or maintain the infrastructure [22]. CC consists of five key
players, each with a unique role. The Cloud Consumer
(or Cloud Service Consumer, CSC) is the company that
acquires and uses the services of a cloud provider, pay-
ing on a use-based basis. The cloud provider, sometimes
referred to as the cloud service provider or CSP, is in
charge of offering cloud services to customers. The
cloud auditor conducts an unbiased evaluation of the
functionality, security, and performance of cloud services
and information systems. The Cloud Broker enables
commercial transactions by serving as an intermediary
between the customer and the cloud provider. The Cloud
Carrier also makes sure that the provider provides the
user with a connection and cloud services [23].

2.3.1. CC Security
Cybersecurity is the protection of systems and data from
inside and outside the organization, from human and non-
human threats, in both the digital and physical domains.
According to the CIA triad, it is frequently characterized
as:
• Confidentiality refers to preserving user privacy and

limiting access to information by unauthorized individ-
uals.

• Integrity: Verifying that data is accurate and, since its
creation, hasn’t been altered or tampered with.

• Making sure that data is always available to autho-
rized users when they need it is known as availability.

In order to protect user data, CC must incorporate cy-
bersecurity. By giving cybersecurity first priority in cloud
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settings, businesses can reduce the risk of cyberattacks
while still adhering to relevant security regulations and
guidelines [24], [25].

3. RELATED WORK:

To address the problems IDS face, a profusion of re-
search and practical solutions employing AI and ML have
lately been proposed.
The study [1] proposed employing an ensemble-based
deep learning technique to identify assaults in cloud sys-
tems with an SDN-based cloud architecture. In this case,
the ensemble model is constructed using K-means and
deep learning classifiers. This method reduces the com-
puting costs of deep learning.
classifiers while improving their performance. Two
datasets, the SDN-based DDOS attack dataset and the
CICIDS 2018 dataset, are used to train and assess this
model. In terms of F1 measure, precision, accuracy, and
recall, the suggested strategy outperforms previous intru-
sion detection methods. The recommended technique
produced accuracy and precision scores of 99.685 and
0.992, respectively.
Devi and A. Jain et al. [26] Examine the security prob-
lems that CC confronts as a result of its dispersed nature,
focusing on the complexity of protecting cloud resources.
The study focuses on the application of Deep Learning
(DL) techniques to improve intrusion detection in cloud
systems. As network infrastructures expand, the ne-
cessity for effective IDS becomes increasingly crucial.
The study also emphasizes the need of expanding the
datasets used to train IDS, since more data improves
detection accuracy. The research proposes using strong
deep learning techniques to improve cloud security by
evaluating publicly accessible IDS data. The study found
that feature learning algorithms such as soft-max re-
gression (SMR) and STL achieved over 98% accuracy
in multi-class identification, solving anomaly detection
concerns caused by inadequate normal data patterns in
training.
Sanagana et al. [27] Examine security challenges in
CC owing to the massive amounts of data handled and
stored. IDS are vital for monitoring network traffic and
identifying malicious activity. The article offers a new
SSAFS-DLID strategy that uses the Salp Swarm Algo-
rithm (SSA) for efficient feature selection, Long Short-
Term Memory (LSTM) for anomaly detection, and the
Adam optimizer for model optimization. This strategy low-
ers computing complexity while retaining good accuracy.
Empirical results reveal that the model has a 99.71%
accuracy rate, suggesting its ability to improve cloud
security while reducing false positives. The approach
offers a viable solution for protecting cloud infrastructures
against cyber threats.
Kumar Samriya et al. [28] provided an enhanced Net-
work IDS (NIDS) to address security issues in CC, which

faces increasing cyber dangers due to its dispersed na-
ture. To improve efficiency, the system uses Support
Vector Machine (SVM) and XGBoost methods, which
have been augmented with a Crow Search Algorithm.
XGBoost-based feature selection improves classification
accuracy. The system is evaluated on the NSL-KDD and
UNR-IDD datasets, and it outperforms earlier systems,
proving its suitability for contemporary NIDS applications.
Mghames et al. [29] Developed an ML-based IDS to iden-
tify Distributed Denial of Service (DDoS) threats. They
trained and tested on the CIC-IDS-2018 dataset with five
distinct ML techniques: DT, RF, LR, SVM, and multi-layer
neural networks. To boost performance, dimensionality
was reduced using principal component analysis (PCA).
The multi-layer neural network outperformed all other
models, with a classification accuracy of 99.9992% for
detecting DDoS attacks.
Eluri et al. [30] addressed the challenge of spotting
disturbances in organizational networks by categorizing
network activity as normal or abnormal and attempting
to eliminate misclassification. They applied two power-
ful data mining algorithms, SVM, DT, and K-Means, to
enhance data organization. This approach was devel-
oped and tested on the KDDCUP99 dataset. The results
showed that the proposed approach surpassed previous
tactics in terms of precision and processing time, imply-
ing that it is particularly effective in detecting new threats.
Vibhute et al. [31] studied cloud data security and cre-
ated a network ID based on the well-known NSL-KDD
dataset. They created an ensemble learning-based RF
approach to identify the most significant features. The
system discovered and diagnosed network intrusions us-
ing three ML models: SVM, LR, and K-nearest neighbors
(KNN), with validation accuracies of 87.58%, 88.86%,
and 98.24%, respectively. The suggested approach has
showed potential in detecting cyberattacks in real-time.
Attou et al.[32] recommended a feature-engineered
cloud-based IDS based on the Random Forest (RF) clas-
sifier. The addition of the RF model significantly improves
the accuracy of the recommended detection technique
(ACC). The Bot-IoT and NSL-KDD datasets were used to
validate the model, which achieved 98.3% and 99.99%
accuracy, respectively.
Al-Sharif et al. [4] established an IDS framework for
handling security challenges in cloud settings, where
standard IDS solutions frequently fail owing to increased
complexity and numerous attack vectors. Instead of us-
ing a single powerful classifier, they suggested a collec-
tive learning approach that combines numerous weaker
models to create a more reliable detection system. Their
strategy used bagging with Random Forest as the prin-
cipal model and compared its efficacy to three boosting
variants: Ensemble AdaBoost, Ensemble LPBoost, and
Ensemble RUSBoost. Evaluations were conducted utiliz-
ing several divisions of the CICID2017 dataset. Among
the investigated models, Ensemble RUSBoost had the
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Figure 1. Proposed model

greatest average accuracy at 99.821%, while the bag-
ging approach performed particularly well on the DS2
subgroup, with an accuracy of 99.997%. To further test
their technique, the researchers compared their model
to an existing solution, emphasizing its comparative ben-
efits and enhanced detection capacity.

4. PROPOSED MODEL

This section explains a ML -based IDS that uses the
UNSW-NB15 dataset to identify unusual network activity
in cloud settings. Among the methods are:

• Class imbalance may be addressed and model per-
formance enhanced by using data preparation tech-
niques like normalization, encoding, and Rando-
mOverSampler.

• Feature selection methods use all of the UNSW-NB15
dataset’s features, and algorithms including Informa-
tion Gain, Mutual Information, and RF-based signifi-
cance are used to find pertinent qualities.

• Model Training and Evaluation: Classifiers like RF, DT,
SVM, XGBoost, LR, GB, and NB are trained and as-
sessed using metrics like accuracy, precision, recall,
and F1-score in order to efficiently categorize network
traffic. By taking these steps in a methodical way, the
ML-IDS seeks to enhance security threat detection
and mitigation in CC settings.

4.1. UNSW-NB15 dataset:

Using the well-known UNSW-NB15 dataset, which was
produced by the University of New South Wales (UNSW)
in Australia, we investigated and evaluated intrusion de-
tection techniques in this study. This dataset is a real-
time benchmark that simulates actual network traffic and
contains a range of attack scenarios that contemporary
networks may face. It was created to overcome the

NSL-KDD dataset’s drawbacks, which include low attack
variability and a lack of diversity in traffic patterns. The
testing environment is more difficult and representative
as the UNSW-NB15 dataset has a wider range of attack
characteristics and traffic patterns [33]. Normal, fuzzers,
analysis, backdoors, dos, exploits, generic, reconnais-
sance, shellcode, and worms are the ten categories
into which the UNSW-NB15 dataset is divided. Without
labels, it contains forty-two attributes. The testing set
has 82,332 instances, whereas the training set contains
175,341 occurrences. Furthermore, the training and test-
ing sets have a skewed distribution of classes. [34], [35],
[36].

4.2. Data preprocessing:

The data preparation script will be used to load, clean,
normalize, and balance the UNSW-NB15 data set. The
following is a summary of the steps:
Data Loading: The load_data() method is used to read
datasets from CSV files. It handles mismatched column
names by dynamically changing the list of columns and
ensuring that the dataset loads properly.
Data Categorization Cleaning: The
clean_column_values() method is used to clean
and standardize the values of category columns ("proto,"
"service," "state," and "attack_cat"). It ensures that the
data is consistent and properly arranged by eliminating
extraneous characters like newlines and extra spaces.
Label Encoding: The label_encode_columns() method
uses LabelEncoder to translate category properties into
numerical labels. This is important for ML models that
need numerical input. Feature Normalization: scikit-
learn’s StandardScaler is used by the normalize_data()
method to normalize the feature set (X). Normalization
enhances the performance of a number of methods,
such as logistic regression and support vector machines,
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by guaranteeing that each feature has the same scale.

Class Distribution and Sampling: Before training
the model, the script verifies the target variable’s (y)
class distribution. To balance the uneven dataset, the
RandomOverSampler function of the imblearn module is
utilized to oversample the minority class.
Merging Features: To get the final features
(X_combined), all normalized features are combined.
The completed dataset is in the unsw_45features.csv
file. This pretreatment technique makes sure the data is
clean, properly structured, standardized, and balanced
before it is utilized for ML tasks .

4.3. Features selection:

This method is used to find and describe the relation-
ships between significant data pieces. It makes it easier
to simplify the model and reduces the amount of time
required to test and train for a range of results [37]. This
study makes use of all attributes, as well as those chosen
through the application of Random Forest features and
filtering methods. Mutual information and information
gain. Mutual Information (MI)-based feature selection,
a classifier-independent filter strategy for dimensionality
reduction, attempts to address these issues by selecting
a substantial subset of features [38]. Mutual information-
based feature selection is a popular filter method for
improving IDS effectiveness. By analyzing the connec-
tion between each characteristic and the class label, it
ascertains which features have the strongest reciprocal
reliance [39]. Information Gain reduces the influence of
irrelevant features by classifying them according to their
importance. It locates the feature on a given class with
the most information [40]. Information Gain (IG) mea-
sures the amount of information by using the concepts
of entropy and conditional entropy. Random Forest is a
popular ML technique for classification and regression.
An ensemble approach aggregates forecasts from many
decision trees to improve accuracy. Random Forest op-
erates using the bagging technique, which mixes many
models to improve overall performance [41].

4.4. Employed classifiers:

Random Forest:
RF is one kind of supervised ML model. It is based on
the principles and concepts of classification algorithms
for decision trees [42]. It is a cooperative classifier that
enhances accuracy by combining two distinct phases:
feature selection and classification [43]. RF constructs a
large number of decision trees during the training phase
in order to provide predictions for either regression or
classification problems. It then provides the mean or
mode prediction for each tree independently. [44] RF is
a fantastic choice for IDS because of its ability to han-

dle noisy data. Compared to other techniques, RF’s
high accuracy and low false detection rate make it a
useful tool for processing noisy data in network packets.
Effective data processing may allow RF to regulate con-
tinuous data properties in network packets and produce
better results [45]. The ability of RF to handle scenar-
ios requiring both regression and classification is one of
its numerous advantages. It effectively arranges large,
multi-dimensional datasets. Furthermore, Random For-
est resolves the overfitting issue and increases model
accuracy. The useful information it provides on the rel-
ative feature significance makes it easy to choose the
most relevant characteristics for the classifier [46].
Naïve bayes :
NB, a variation of Bayes’ Theorem, makes the assump-
tion that the qualities are very unrelated to each other.
Based on Bayes’ theory of probability, this classification
approach makes the assumption that the presence of
one characteristic has no effect on the probability of an-
other [47]. The foundation of the Naïve Bayes technique
is the idea that characteristics are independent and have
conditional probability. The classifier assigns the sample
to the class with the highest probability after calculating
the conditional probabilities for each class for each input
[13].
Decision Tree
DT is a commonly used approach for classification is-
sues. It uses a tree structure to arrange data, with clas-
sifications based on choices made at each stage. The
final categorization is displayed by the leaf nodes, the
branches display the test results, and each non-terminal
node indicates a test or decision point [47].
Support Vector Machine
For binary classification, SVM is thought to be the best
ML technique. IDS uses a binary classification system
that classifies transactions as either regular or intrusions,
regardless of the attack method [48] . Finding a hyper-
plane in the n-dimensional feature space that maximizes
the margin of separation is the main task of SVMs. SVMs
have the advantage of producing results that are accept-
able even with short training datasets since they only
use a small number of support vectors to build this hy-
perplane. It is important to remember, nevertheless, that
noise close to the hyperplane may have an impact on
SVM performance [9] By using kernel functions to trans-
form the original feature space into high-dimensional
feature spaces with linearly separable instances, SVM
may also address non-linear classification problems [44]
[49].
Logistic Regression:
LR is a classification method that may be used for both
binary and multiclass classification jobs since it predicts
categorical results. It evaluates the likelihood of an event
happening using the logistic function, with results ranging
from 0 to 1. Two classes are distinguished by a 0.5
threshold: a result is classed as class 1 if it is greater
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Table[1]: Confusion Matrix for Intrusion Detection Classification

Actual

Predicted
Anomaly Normal

Normal FP (False positive) TN (True negative)
Anomaly TP (True positive) FN (False negative)

than 0.5 and as class 0 if it is less than 0.5. Using
this method, observations are categorized into several
groups. The sigmoid function, F(x) = 1 / (1 + e−x), uses
input x to output a value between 0 and 1. In contrast,
logistic regression uses the logistic sigmoid function to
determine the probability of classifying data into several
groups [50].
XGBoost:
DTs are used as baseline learners in the boosting tech-
nique known as XGBoost. The GR framework serves as
the foundation for this incredibly scalable tree-building
system. A ML technique called GR is used to solve
issues with grouping, regression, and classification [50].
Gradient Boosting:
GB is an ensemble learning technique that builds a more
potent and precise prediction model by utilizing several
decision trees. ML techniques known as decision trees
provide a structure resembling a tree with binary options
at each node. Based on the provided data, the final
nodes, referred to as leaves, show the anticipated re-
sults. With gradient boosting, the model produces trees
incrementally, fixing the shortcomings of the ones that
came before it, improving prediction performance overall
[51].

4.5. Performance evaluation metrics:

A confusion matrix comparing the expected and pre-
dicted categories is shown in Tab 1. Four critical states
are calculated, and it is divided into two categories: cor-
rect and wrong. Critical performance metrics including
accuracy (ACC), precision, recall, and the F1-score are
computed using these states. The following is a list of
concepts used in the confusion matrix. True Positive
(TP): The model correctly identifies an assault as such.
True Negative (TN): Normal behavior is appropriately
defined by the model as normal. A false positive (FP)
occurs when the model misinterprets typical behavior as
an attack. False Negative (FN): The model incorrectly
classifies an assault as normal because it fails to detect
it [52] [32] [42] [53] .
F1-score, accuracy, precision, and recall are examples
of performance evaluation measures.

accuracy =
TP + TN

TP + TN + FN + FP
(1)

precision =
TP

TP + FP
(2)

recall =
TP

TP + FN
(3)

F1 − score = 2 × precision × recall
precision + recall

(4)

4.6. Experimental Environment:

The system is equipped with two AMD EPYC 7742 pro-
cessors (64 cores @ 2.25 GHz) and 1 TB of DDR5 ECC
memory. It has eight NVIDIA, A100 GPUs (40 GB each),
163,840 CUDA cores, and 6,400 Tensor cores for high-
performance computation. The connection is controlled
by NVIDIA NVSwitch and routed across four InfiniBand
200 Gbps and two 25GbE ports. Storage consists of
six 2.4 TB NVMe SSDs arranged in RAID 0, for a total
capacity of 14.4TB.

5. RESULTS AND DISCUSSION

This section summarizes the Individual Classifiers’ find-
ings, which were assessed using the UNSW-NB15
dataset. It evaluates the performance of several clas-
sifiers, such as RF, DT, GB, XGBoost, NB, SVM, and LR.
The assessment is based on standard metrics such as
accuracy, precision, recall, and F1-score, and it takes
three approaches: complete features, feature selection
techniques such as Information Gain and Mutual Infor-
mation, and Random Forest. These results will be ad-
dressed as follows:

’id’, ’dur’, ’proto’, ’service’, ’state’,
’spkts’, ’dpkts’, ’sbytes’, ’dbytes’, ’rate’,
’sttl’, ’dttl’, ’sload’, ’dload’, ’sloss’,
’dloss’, ’sinpkt’, ’dinpkt’, ’sjit’, ’djit’,
’swin’, ’stcpb’, ’dtcpb’, ’dwin’, ’tcprtt’,
’synack’, ’ackdat’, ’smean’, ’dmean’,
’trans_depth’, ’response_body_len’,
’ct_srv_src’, ’ct_state_ttl’, ’ct_dst_ltm’,
’ct_src_dport_ltm’, ’ct_dst_sport_ltm’,
’ct_dst_src_ltm’, ’is_ftp_login’,
’ct_ftp_cmd’, ’ct_flw_http_mthd’,
’ct_src_ltm’, ’ct_srv_dst’, ’is_sm_ips_ports’,
’attack_cat’, ’label’
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Figure 2. DT Figure 3. DT

Figure 4. LR
Figure 5. LR

5.1. Individual Classifiers using full
features

The performance of standalone classifiers shows that
ensemble models routinely beat simpler models in terms
of accuracy, precision, recall, and F1-scores.

a. DT
The DT classifier also functioned flawlessly, with an
accuracy of 1.00, precision of 1.00, recall of 1.00,
and F1-score of 1.00, showing that it can accurately
identify both positive and negative examples, as
seen in Figure 2 and 3.

b. LR
Figure 4 and 5 demonstrate that the LR had an
accuracy of 0.94, as well as a balanced precision,
recall, and F1-score.

c. NB
The NB fared the worst, with an accuracy of 0.86
and balanced metrics (precision, recall, and F1-
score all 0.86), showing that it struggles with the
dataset’s intricacies and is less fit for the task than
the other classifiers, as seen in Figure 6 and 7.

d. RF
The RF performed flawlessly, with 1.00 accuracy,
recall, and F1-score, accurately predicting all out-
comes and true positives, as seen in Figure 8 and
9.

e. SVM
Figure 10 and 11 demonstrate that the SVM per-
formed well, with 0.94 accuracy and balanced met-
rics, indicating that it is a dependable but not top-
performing classifier for intrusion detection.

f. XGBoost
The XGBoost obtained remarkable results with
0.99 accuracy, recall, and F1-score, however it
performed somewhat worse than Random Forest
and Decision Tree, as seen in Figure 12 and 13.

g. GB
The GB achieved an accuracy of 0.9669 and good,
albeit somewhat lower, precision, recall, and F1-
score. While not as perfect as the best models,
it is nonetheless helpful, particularly in cases de-
manding great accuracy, as seen in Figure 14 and
15.

The following table shows the performance metrics (ac-
curacy, precision, recall, and F1-score) for the several
classifiers used in the challenge. Table 2 focuses on
individual classifiers.

Table 2 shows the performance evaluation of different
classifiers based on Accuracy, Precision, Recall, and
F1-score. In all measures, the Random Forest and Deci-
sion Tree classifiers obtained perfect 1.00 ratings. With
scores of 0.99 for each criteria, XGBoost did somewhat
worse. Naive Bayes had the weakest performance, with
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Figure 6. NB

Figure 7. NB

Figure 8. RF

Figure 9. RF

Figure 10. SVM

Figure 11. SVM

values around 0.86. Support Vector Machine, Logistic
Regression, and Gradient Boosting produced consistent
results, with scores ranging from 0.94 to 0.97 across the
four criteria.

5.2. Individual Classifiers by using
Gain Information and Manual
Information

This section compares numerous classifiers using met-
rics like as accuracy, precision, recall, and F1-score,
providing insight into their benefits and downsides for a
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Figure 12. XGBoost
Figure 13. XGBoost

Figure 14. GB
Figure 15. GB

Table[2]: Classifier Performance Evaluation using Accuracy, Precision, Recall, and F1-Score

Classifiers Accuracy Precision Recall F1-score

Random Forest 1.00 1.00 1.00 1.00

Decision Tree 1.00 1.00 1.00 1.00

XGBoost 0.99 0.99 0.99 0.99

Naive Bayes 0.86 0.87 0.86 0.86

Support Vector Machine 0.94 0.94 0.94 0.94

Logistic Regression 0.94 0.94 0.94 0.94

Gradient Boosting 0.9669 0.9682 0.9669 0.9669

variety of classification problems. Here’s a list of features:

’sjit’, ’dload’, ’dinpkt’, ’sload’, ’id’,
’rate’, ’sinpkt’, ’dur’, ’sbytes’,
’labelsjit’, ’dload’, ’dinpkt’, ’sload’,
’id’, ’rate’, ’sinpkt’, ’dur’, ’sbytes’,
’label’

Individual classifiers were assessed based on four es-
sential metrics: accuracy, precision, recall, and F1-score.
The findings provide important insights into the efficacy
of classifiers and the advantages of combining multiple
models.

a. XGBoost
The XGBoost model performed perfectly, with 0.98

accuracy, 0.98 precision, 0.98 recall, and 0.98 F1
score. This demonstrates that, while not perfect,
XGBoost has strong performance and dependable
threat detection capabilities, as seen in Figure 16
and 17.

b. DT
The DT classifier performed flawlessly, with 1.00 ac-
curacy, precision, recall, and F1-score, accurately
classifying both positive and negative examples, as
seen in Figure 18 and 19.

c. RF
Figure 20 and 21 show that the RF classifier per-
formed flawlessly, with 1.00 accuracy, precision,
recall, and F1-score, correctly recognizing all posi-
tive instances and separating them from negatives.
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Figure 16. XGBoost

Figure 17. XGBoost

Figure 18. DT Figure 19. DT

Figure 20. RF Figure 21. RF

d. SVM
The SVM performed well, with 0.90 accuracy, preci-
sion, recall, and F1-score, but was somewhat less
effective than models such as Random Forest and
Decision Tree, as illustrated in Figure 22 and 23.

e. NB
The NB classifier scored the worst, with 0.77 accu-
racy, 0.83 precision, 0.77 recall, and 0.76 F1-score,
showing that it struggled to recognize threats and

was less trustworthy for the job, as seen in Fig-
ure 24 and 25.

f. GB
The GB classifier obtained 0.91 accuracy, preci-
sion, recall, and F1-score, suggesting a balanced
and successful threat detection. Figure 26 and 27
indicate that it outperformed Naive Bayes and Lo-
gistic Regression while falling significantly behind
XGBoost.
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Figure 22. SVM
Figure 23. SVM

Figure 24. NB
Figure 25. NB

Figure 26. GB

Figure 27. GB

g. LR
Figure 28 and 29 indicate that Logistic Regression
works pretty well, with reduced Accuracy (0.83)
but acceptable Precision (0.86), Recall (0.83), and
F1-Score (0.83).

Table 3 compares individual classifiers’ performance in
terms of accuracy, precision, recall, and F1-score, as
well as their efficiency.
Table 3 shows that individual classifiers perform differ-

ently, with Random Forest and Decision Tree getting
perfect scores (1.00 across all categories), indicating
flawless classification. XGBoost outscored Naive Bayes,
which had a 0.77 accuracy and lower related metrics.
Support Vector Machine and Logistic Regression had
reasonable accuracy scores of 0.90 and 0.83, respec-
tively.
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Figure 28. LR

Figure 29. LR

Table[3]: Classifier Performance Evaluation using Accuracy, Precision, Recall, and F1-Score

Classifiers Accuracy Precision Recall F1-score

Random Forest 1.00 1.00 1.00 1.00

Decision Tree 1.00 1.00 1.00 1.00

XGBoost 0.98 0.98 0.98 0.98

Naive Bayes 0.77 0.83 0.77 0.76

Support Vector Machine 0.90 0.90 0.90 0.90

Logistic Regression 0.83 0.86 0.83 0.83

Gradient Boosting 0.91 0.91 0.91 0.91

5.3. Individual Classifiers by using
Random Forest

’sttl’, ’ct_state_ttl’, ’dload’, ’rate’,
’dmean’,’dttl’, ’tcprtt’, ’log_duration’,
’sload’, ’dinpkt’, ’attack’

The features picked by RF are noted below.This study
compares the performance of individual classifiers us-
ing RF-selected features based on accuracy, precision,
recall, and F1-score.
a.DT
The DT classifier had an accuracy of 0.93, with preci-
sion, recall, and F1-score values around 0.92. These
data reveal that Decision Tree is a high performer, how-
ever its recall of 0.92 indicates that it may miss a few
occurrences, as seen in Figure 30 and 31.
b. RL
Logistic Regression achieved 0.92 accuracy, 0.93 preci-
sion, 0.88 recall, and a 0.90 F1-score. While it scored
well in accuracy, its lower recall shows that the model
may have missed certain incursions, despite providing a
balanced overall performance, as seen in Figure 32 and
33.
c. NB
Naive Bayes fared badly, with 0.89 accuracy, 0.89 pre-
cision, 0.86 recall, and a 0.87 F1 score. Its poor recall
indicates that it misses many genuine threats, rendering
it unsuitable for efficient intrusion detection, as seen in

Figure 34 and 35.
d. RF
Random Forest had 0.94 accuracy, 0.94 precision, 0.92
recall, and a 0.93 F1-score. These findings demonstrate
that it effectively identifies most infiltration attempts while
balancing precision and recall, with high precision sug-
gesting a good capacity to reduce false positives, as
seen in Figure 36 and 37.
e. GB
Gradient Boosting achieved 0.9308 accuracy, 0.9524
precision, 0.8922 recall, and a 0.9150 F1-score. Despite
having the best precision, the lower recall indicates that
it may be more cautious in spotting threats. However, its
overall performance remained outstanding, particularly
in terms of accuracy, as seen in Figure 38 and 39.
f. SVM
The Support Vector Machine attained an accuracy of
0.87, with precision, recall, and F1-score of 0.86. While
its accuracy was adequate, its lower recall rendered it
more susceptible to false negatives, making it unsuitable
for intrusion detection, where strong recall is critical, as
seen in Figure 40 and 41.
g. XGBoost
XGBoost worked well, with 0.94 accuracy, 0.94 precision,
0.92 recall, and 0.93 F1-score. Its constant performance
across all parameters demonstrates that it is very de-
pendable for intrusion detection, comparable to Random
Forest and Decision Tree in terms of accuracy and threat
identification, as seen in Figure 42 and 43.
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Figure 30. DT Figure 31. DT

Figure 32. LR Figure 33. LR

Figure 34. NB Figure 35. NB

Table 4 compares the performance of individual classi-
fiers in terms of accuracy, precision, recall, and F1. This
table compares the advantages and disadvantages of
each intrusion detection model

The performance of several classifiers is compared in
Table 4 according to F1-score, recall, accuracy, and pre-
cision. With precision, recall, and F1 values high and
accuracy scores of 0.94, Random Forest and XGBoost
demonstrated excellent performance. Despite having far
worse outcomes, Decision Tree also did well. Across

all categories, Naive Bayes performed the worst, while
Support Vector Machine and Logistic Regression had
average scores. Gradient Boosting received high scores
on every evaluation criteria, performing comparable to
Random Forest and XGBoost.
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Figure 36. RF Figure 37. RF

Figure 38. GB
Figure 39. GB

Figure 40. SVM Figure 41. SVM

Table[4]: Classifier Performance Evaluation using Accuracy, Precision, Recall, and F1-Score

Classifiers Accuracy Precision Recall F1-score

Random Forest 0.94 0.94 0.92 0.93

Decision Tree 0.93 0.92 0.92 0.92

XGBoost 0.94 0.94 0.92 0.93

Naive Bayes 0.89 0.89 0.86 0.87

Support Vector Machine 0.87 0.86 0.86 0.86

Logistic Regression 0.92 0.93 0.88 0.90

Gradient Boosting 0.9308 0.9524 0.8922 0.9150
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Figure 42. XGBoost Figure 43. XGBoost

5.4. Comparison of Accuracy and Fea-
ture Selection Methods Across
Different Studies and the Pro-
posed Model on the - UNSW-NB15
dataset

The UNSW-NB15 dataset has been used in a number
of studies to examine the effectiveness of different ML
models and feature selection techniques for intrusion
detection.RF consistently performed exceptionally well,
occasionally achieving 100% accuracy. An accuracy
of up to 98.39% was attained by a research [54] that
examined RF employing a range of feature sets, includ-
ing entire features and selected features using Particle
Swarm Optimization (PSO), Correlation-based Selection
(CS), Information Gain (IG), and combinations of these
approaches. In comparison to classifiers like Logistic
Regression (LR), K-Nearest Neighbors (KNN), Decision
Tree (DT), and Extra Trees using a K-best feature selec-
tion approach (K-FS), a research [55] found that Extra
Trees obtained 97.53% accuracy.

Study [34] indicated that when ensemble techniques
such as RF, Adaboost, Bagging, and LogitBoost were
compared with PCA, RF outperformed Adaboost by
100%, but Adaboost’s performance was much inferior
(67.9%).

In a research [56] that compared RF to Naive Bayes (NB)
utilizing full features, RF scored 87.08% while NB came
in second at 46.16%.

The proposed model evaluated a number of classifiers,
including RF, DT, XGBoost, NB, SVM, LR, and GB. Both
RF and DT achieved perfect accuracy (1.00) using all
criteria. When certain features were used (either through
mutual information, information gain, or RF-based selec-
tion), there was a little drop in performance; NB remained
the poorest overall, while RF continued to perform best
with 0.94.

6. CONCLUSION AND FEATURES:

The CC offers scalable and affordable services, its
complexity exposes it to a number of security threats. By
identifying unauthorized access and harmful behavior,
the IDS helps safeguard cloud infrastructures. However,
standard IDS are useless due to the constantly shifting
nature of cloud settings. This study tries to enhance
intrusion detection in CC security by using multiple
ML approaches to detect both known and novel cyber
threats. We examine a variety of popular classifiers using
the UNSW-NB15 dataset, such as RF, DT, XGBoost, NB,
SVM, LR, and GB. The study’s conclusions demonstrate
the significant benefits of using ML methods for cloud
intrusion detection. With nearly flawless accuracy,
precision, recall, and F1-scores especially when using
the whole feature set ,RF and DT were the classifiers
that performed the best across all feature selection
techniques. Although Random Forest-based selection
maintained high accuracy, feature selection techniques
had an impact on performance, with complete features
often producing superior outcomes. These findings
highlight how ML models outperform rule-based systems
in identifying both conventional and new attack patterns.
The security of cloud-based systems may be greatly
improved by utilizing datasets such as UNSW-NB15 and
putting strong ML techniques into practice. To further
increase detection rates and flexibility, future research
may employ deep learning models and real-time IDS
deployment.
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Table[5]: Comparison of feature selection and ML techniques on UNSW-NB15 dataset

Research Dataset ML Technique Accuracy Feature selection

[54] UNSW-NB15 RF
96.49
98.02
97.61
97.99
98.39

Full features
18 features by IG
32 features by CS

25 features by PSO
21 features by
IG+CS+PSO

[55] UNSW-NB-15 LR
KNN
DT

Extra Tree

92.85
95.04
96.33
97.53

K-fS(K-best features)

[34] UNSW-NB-15

Random Forest
Adaboost
Bagging

Logitboost

100
67.9
93.4
88.7

PCA

[56] UNSW-NB15 RF
NB

87.08
46.16 Full features

Proposed
model

UNSW-NB15

RF
DT

XGBoost
NB

SVM
LR
GB

1.00
1.00
0.99
0.86
0.94
0.94

0.9669

Full features

RF
DT

XGBoost
NB

SVM
LR
GB

1.00
1.00
0.98
0.77
0.90
0.83
0.91

Selected features used
mutual information and gain

information

RF
DT

XGBoost
NB

SVM
LR
GB

0.94
0.93
0.94
0.89
0.87
0.92

0.9308

Selected features by
Random forest
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