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ABSTRACT

One of the most popular IT subfields today is cloud computing. With a simple Internet connection, it enables users
to access cutting-edge information, technology, and infrastructure. Because of the numerous benefits offered,
most international organizations have started to move toward cloud computing environments during the last few
decades. Companies and organizations find cloud computing appealing because it eliminates the need to plan
for provisioning and enables them to start with modest resources and progressively raise them as service demand
increases. Cloud computing presents opportunities for research as well as obstacles. The security and privacy
of data in cloud systems are important issues. Now that cloud computing technology is developing quickly, it is
more convenient for businesses to move their workload there. It asks for a smaller investment and guarantees
quick delivery of cutting-edge technologies. Cloud security is of the utmost importance. It is susceptible to
cyberattacks that exploit its vulnerabilities in an insecure cloud environment. This puts the cloud environment’s
assets, resources, and data in danger. In this paper, we reviewed some cloud computing studies about various
attacks on cloud computing services. This paper's main objective is to give readers a better understanding of

security issues and solutions.
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1. INTRODUCTION

In the IT sector, cloud computing is becoming more and
more significant. With its on-demand access to shared
computing resources like servers, storage, and apps,
it is advantageous for a range of computing tasks and
business support [1]. Currently recognized as private,
public, hybrid, and multi-cloud cloud computing are the
four primary categories [2]. In essence, cloud storage
is a platform that allows users to share and store data
online. Cloud storage has many advantages, such as
inexpensive usage, simple, secure, and efficient file ac-
cessibility, limitless data storage capacity, and remote
backup [3]. Based on the real-world uses of cloud stor-
age, five categories can be identified: Cloud storage
options: shared, private, hybrid, individual, and public
[3]- Notwithstanding its advantages, cloud computing
presents serious security risks. Data security, or assur-
ing the confidentiality, integrity, and availability (CIA) of

information, is the main worry. Furthermore, network
security is essential for preventing cyberattacks on the
cloud infrastructure [4], security issues are brought up by
cloud computing, despite its accessibility and flexibility.
Data breaches, leaks, and unauthorized access pose se-
rious risks across multiple cloud layers due to the ease
of accessing resources from any location. By utilizing
a variety of data encryption methods, strict access con-
trols, and key management, cloud computing offers great
security [5]. The security is low in a public cloud, high in
a private cloud, and moderate in a Hybrid Cloud [5]. Pub-
lic clouds are regarded as being less secure since it is
more challenging to protect data from hostile attacks [6].
Private clouds are those that the owner or a third party
manages. The security levels can be changed in this
way to suit the requirements of the business. The hybrid
cloud is a conglomeration of various models. Unfortu-
nately, all of the security flaws in the other cloud models
are carried over to this one. The community cloud is
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Table 1. Comparison of this study to other surveys

SOLUTIONS FOR

CLOUD
Work Cloud Security /Sxft::;:;y COMPUTING
Overview Issues
SECURITY

[12] v~ X v~ x

[13] x X x v~

[141 v x v v

[15] 1 v~ X X

[16] v v x v

[11 v~ v~ v~ x

[7] v~ v~ v~ v~

[17] v~ v~ v~ v~
This Survey v~ v~ v~ v~

one that numerous organizations implement while split-
ting configuration responsibilities. This may result in the
improper management, mitigation, and application of
security protocols [6].

Numerous threats, including DoS and DDoS, can com-
promise cloud security. Defensive strategies require ro-
bust intrusion detection systems (IDS). Although Al and
ML can greatly enhance IDPS detection and preven-
tion, traditional security measures remain insufficient to
counter sophisticated attacks. Nevertheless, effective
data mining and intrusion detection necessitate a thor-
ough evaluation of the advantages and disadvantages of
Al [7].

2. RELATED WORKS

There are various studies in the literature discussing the
security issues and security attacks of cloud computing.
The authors in [8] have addressed the security vulnerabil-
ities with cloud computing and some of the subsequent
proposed models to address them in this study, in [9] they
have talked about a few cloud computing-related prob-
lems and difficulties, provided a comprehensive analysis
of data protection, security, and cloud-related challenges
and specified the literature review on cloud computing
problems and risks, and it also discusses several security
difficulties, in [10] looked into pertinent research and sur-
veys on dangers and outlooks and provided an overview
of nature-inspired algorithms, their uses, and their value,
focusing on issues with cloud computing, in [11] the main
objective of the authors are to identify important secu-
rity risks and concerns that must be taken into account
during the sending and development of cloud administra-
tions, as well as the best course of action for reducing
those risks and issues. Table 1 provides a comparison
between this survey and other surveys. The symbols "v™"
and "x" indicate whether or not the domain listed in the
column has been discussed in the poll.

3. CLOUD COMPUTING DEPLOYMENT
MODELS

Cloud deployment models are the processes that make
cloud services available to users. The four deployment
models linked to cloud computing are as follows:

3.1. PuBLic CLoup

Computer resources, such as software and hardware,
can be shared via public clouds. Applications like file
sharing and email, as well as testing and development,
frequently use them. The resources are located at the
provider’s facility, and users pay for each use or occa-
sionally use them for free [18].

3.2. PRIVATE CLOuUD

Even if they are run by a third party, private clouds are ex-
clusive to a single company. Sensitive data is protected
by strong security and control thanks to this [19].

3.3. HyBRID CLOUD

Hybrid clouds provide flexibility and scalability by combin-
ing private and public cloud environments. Applications
can migrate between these environments, giving busi-
nesses greater control over sensitive information while
utilizing public clouds’ affordability and scalability. Ap-
proximately 58% of multinational corporations employ
hybrid cloud models, frequently under the supervision of
a single client [14].

3.4. CommuniTYy CLOUD

This sort of cloud is jointly built by many organizations,
and it shares the same cloud architecture along with the
same requirements, values, and concerns. The cloud
community influences the equilibrium between demo-
cratic and economic stability [9]. The four cloud comput-
ing deployment options are compared in Table 2 in terms
of some parameters.
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Table 2. Comparison among Public, Private, Hybrid, and Community Clouds [5, 18]

Parameter/Type Public Cloud Private Cloud Hybrid Cloud Community Cloud
Scalability Very High Limited Very High Limited
Reliability Moderate Very High Medium to High Very High

Security Depending entirely on High-class security Secure Secure
the service provider
Performance Low to medium Good Good Very Good
Cost Cheaper High Cost Costly Costly
Examples Amazon EC2, GoogleVMWare, Microsoft, IBM, HP, VMWare Solas Community

AppEngine

KVM, Xen

vCloud, Eucalyptus Cloud, VMWare

Table 3. cloud computing models security [20]

Cloud model Security Implication Security Disadvantages
Scalability Very High Limited
Public Cloud Despite possible security issues, your data is currently Public cloud security depends on

safeguarded by a strong firewall and the knowledge of

regulations and provider security and is

service provider's personnel. You can be sure that your data risky because of global access and shared

is secure.

resources.

Private Cloud

The private cloud offers high security as the organization
controls the servers and access, with data behind the firewall
and a custom architecture.

Due to labor-intensive maintenance and
specialized staff, private cloud security

is costly. Consequently, when selecting

this strategy, cost and possible return on
investment are crucial considerations.

Hybrid Cloud

Because it concentrates on particular threats, targeted
security is both efficient and economical.

Hybrid cloud security is difficult to
manage and detect possible threats
because of its complexity.

Community Cloud

availability.

Draws financial institutions with improved security and
shared security responsibility, as well as high data

In every security breach, you
yourself.

4. CLOUD COMPUTING DEPLOYMENT
MODELS SECURITY

Each of these four deployment and provisioning models
has different effects on security. In Table 3, all of these
models are briefly examined along with their security
concerns.

5. CLOUD COMPUTING SERVICES

The three primary models available in cloud computing
are laaS (infrastructure), PaaS (platform), and SaaS
(software). Each offers particular services and means of
access [21].

5.1. INFRASTRUCTURE AS A SERVICE (IAAS)

laaS stands for Infrastructure as a Service. It provides
on-demand access to servers, networking, and storage,
among other cloud computing resources. Amazon Web
Services is a well-known laaS provider (AWS) [22]. The
user faces mostly data storage-related security issues at
this level [15].

5.2. PLATFORM AS A SERVICE (PAAS)

Platform as a Service, or PaaS, offers a cloud-based en-
vironment for application development and deployment
without requiring infrastructure management. Develop-
ers can concentrate on creating their applications since
the provider handles everything. Well-known PaaS exam-
ples are AWS Elastic Beanstalk and Google App Engine
[22]. PaaS security is centered on three main areas: ser-
vice resilience and uptime, secure authentication, and
platform vulnerabilities [7]. Users with this degree of
security are in danger when accessing various software
platforms [15].

5.3. SOFTWARE AS A SERVICE (SAAS)

Users can download apps via the Internet using a
subscription-based model from SaaS (Software as a Ser-
vice). The administration process and user experience
are streamlined by doing away with the requirement for
local software installations and updates [22]. "Security
issues in the SaaS are authentication, approval, data
privacy, availability, and network security"[7]. The user
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Figure 1. Security Attacks on Cloud Services

faces mostly data storage-related security issues at this
level [15]

6. CLOUD COMPUTING SERVICES AT-
TACKS

Figure 1 and Table 4 list and describe various security at-
tacks on cloud computing services, along with prevention
guidelines.

7. EMERGING THREATS

Cloud environments face risks from new threats and vul-
nerabilities, requiring proactive security measures. Re-
search highlights dangers such as social engineering,
insider threats, and targeted attacks on sensitive data
[23]. Security challenges in cloud computing are ex-
acerbated by dynamic cyber threats such as malware,
phishing, man-in-the-middle attacks, and SQL injections.
An essential security strategy is needed to address differ-
ences in security abilities among providers in multi-cloud
environments, which offer new opportunities for attacks
and vulnerabilities [23, 24]. By tackling these emerging
threats and less common vulnerabilities with comprehen-
sive risk analysis, prioritized mitigations, and adaptive
security strategies, organizations can strengthen their
resilience against evolving cyber threats in cloud environ-
ments.

8. DATA SECURITY IN CLOUD STORAGE
REQUIREMENTS

Although cloud storage provides data access services,
it also presents security and privacy issues. Crucial
prerequisites consist of [3]:

» Privacy: Data is only accessible to those who are

+ Sniffer attacks
s  Malicious Insider

authorized.

* Integrity: Information is reliable and unaltered

+ Availability: Data is always available for users to view
and edit.

» Fine-grained access control: Exact management of
who has access to what.

» Secure data sharing preserves privacy by only shar-
ing information with authorized groups.

» Users have the option to completely delete their data
from the cloud.

 Protecting user data from unwanted access is known
as privacy protection.

9. TYPES OF CLOUD COMPUTING SECU-
RITY [25, 26]

Five main categories can be used to categorize cloud
security:

9.1. IDENTITY SECURITY

Complete security, with a focus on user and cloud
provider authentication. It is described as a privacy and
professional methodology that enables authenticated per-
sons to access resources at the proper time and for the
right goals. It improves access to certified users while
maintaining the privacy and security of data and apps.

9.2. INFRASTRUCTURE SECURITY

Protect all of the cloud’s hardware, including the switches,
routers, networks, devices, and data. Companies must
confirm their security before doing business. Compo-
nent isolation is also essential to preventing unrestricted
access to sensitive resources.
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Table 4. Attacks in Each Service Model [13-15, 17]

Sr.NO Attack Description

Prevention

1 DoS DoS attacks flood the cloud service

with bogus requests, consuming the

bandwidth and preventing can identify

them early and respond effectively.

laaS and SaaS services.

DoS attacks flood the cloud service
plan. With real-time traffic monitoring, your team

can identify them early and respond effectively.

2 SQL Injection SQL injection in SaasS lets attackers

steal sensitive data.

An organization’s response to disruptions that affect
project processes is outlined in a business continuity

plan.

3  Authentication By attempting every possible

Attack password in an attempt to obtain
unauthorized access, SaaS
authentication attacks jeopardize

authentication attacks jeopardize

Use strong encryption, and change passwords from

time to time.

4 DataBreaches  The increased risk of personal data
exposure, the loss of encryption
keys, shared vulnerabilities, and the
necessity of regular backups make
cloud data breaches a serious

concern. SaaS attack.

For optimal cloud security, data encryption and
utilizing a CASB for user alerting, auditing, and

monitoring are crucial.

4  Authentication By attempting every possible

Attack password in an attempt to obtain
unauthorized access, SaaS
authentication attacks jeopardize

data security and integrity.

For optimal cloud security, data encryption and
utilizing a CASB for user alerting, auditing, and

monitoring are crucial.

5 Internet Protocol SaaS attacks involve IP flaws like
IP spoofing and ARP, which let
hackers pretend to be trustworthy

devices and possibly steal data

Multi-tenancy cloud providers safely share
resources such as orchestration, monitoring, and

hypervisors.

6 Phishing Phishing is a tactic used to trick
users into clicking links, which
gives attackers posing as reliable
sources control over the system,

a PaaS attack.

Use a secure web address.

7  Sniffer attacks  Attackers can eavesdrop on network

VPN secures traffic by encrypting all incoming and
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traffic by intercepting unencrypted
data through sniffing attacks.
Sniffer could be a script,

application, service, or SaaS attack.

outgoing data.

8 Backdoor Hypervisor attacks in laaS

Channel Attacks compromise data fundamentally

affecting every virtual machine.

A firewall and antivirus program for double

security.

9 Man-in-the

middle attack eavesdrops on communication, giving the

impression that parties are speaking
with one another when it's the attacker.

attacker.

PaaS assault, A man-in-the-middle attack

Stronger internal security & thorough
employee/contractor checks prevent

MITM attacks.

10  Port Scanning Attackers utilize application

Attack scanning attacks to take advantage

of holes in the system, PaaS attacks.

Use firewalls and TCP wrappers for network
security and access control for improved cloud

security.

11 Malicious Insider The potential for wide-ranging
access and covert tracking makes
cloud insiders a serious threat. In
particular, when users give up key

control, system security largely
depends on the provider. Insiders
can access critical systems and data

with unprecedented ease across all

service models.

Organizations should concentrate on holistic
analysis that integrates data correlation, application
monitoring, and threat prioritization to detect insider

threats in the cloud.

12 VM rollback Via an outdated snapshot, an
attacker can gain access to a
different user’s virtual machine
(VM) and potentially change user
permissions. This is known as a VM

rollback attack (laas).

Suspend and restart use.

13 Metadata Someone attempted to use another

spoofing user’s IP address without that

attack person’s consent. PaaS attack.

Secure API: Encrypted information, strong

authentication.

14 VM escape Harmful software that could affect

attack the hypervisor or other guest virtual .

machines

Isolate virtual machines (VMs), use a secure.
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9.3. INFORMATION SECURITY

Systems for processing and storing data should only
be accessible to authorized personnel, and verify that
third-party suppliers have robust security protocols and
unambiguous data handling agreements.

9.4. NETWORK SECURITY

By defending the infrastructure against intrusions and
attacks, network security ensures the safety of devices
and services. It is essential for web systems, to avoid
latency and performance problems.

9.5. SOFTWARE SECURITY

From design to implementation, security considerations
must be integrated into every step of the software de-
velopment process to ensure security. Regardless of
project complexity, each step depends on the others to
provide the best protection.

10. CLOUD SECURITY ISSUES

The section focuses on security problems and solutions.
It discusses security concerns in cloud computing and
their responses. Security issues affect assets through
various means. Cloud-specific and universal issues differ
greatly. NIST-defined characteristics of distributed com-
puting contribute to cloud-related problems. The cloud
environment poses challenges for implementing security
measures. [27].

10.1. DATA STORAGE AND COMPUTING SECU-
RITY ISSUES

In cloud computing, data is extremely important. Lack
of knowledge of cloud location and security procedures
by the client. One problem with remote storage is the
lack of client awareness. Distributed storage requires
reliable management. Client data is kept on cloud server
farms. Affordable distributed storage is provided by sev-
eral providers. To maximize cloud space utilization, data
is shared widely and kept in several locations. Excellent
data accessibility is ensured by backup servers. Cryp-
tographic methods are used to secure cloud data. En-
cryption key implementation is necessary for security.
Estimating plain content data is not feasible. It is crucial
to apply cryptography precisely.

10.2. VIRTUALIZATION SECURITY ISSUES

The sector is adopting virtualized cloud computing. Vir-
tual machines are something that cloud providers need
to have faith in. In cloud management, virtualization is
essential. Virtualization and having several tenants in-
crease profit, but there are drawbacks. To gain access

to services, many attackers use coordinated attacks. In
search of virtually and legally acceptable segregation,
people search this area.

10.3. SECURITY CONCERNS RELATING TO
THE INTERNET AND SERVICES

Widespread adoption is made possible by virtualized
cloud computing. In cloud infrastructure, data transfer
requires a transporter. Digital data packets are sent from
source to destination over the Internet. Data that travels
via several hubs is insecure. New dangers arise from
Web 2.0-related problems such as malware injections
and MitM attacks. Cloud services are Internet-accessible
and present security risks to end users. Many people be-
lieve that exchanging information online is unsafe, even
with security precautions in place.

10.4. DIFFICULTIES WITH NETWORK SECU-
RITY

The network is a major component of cloud computing,
so network issues could have a ripple effect on the entire
system. In addition to network congestion, data transfer
delays, and even problems with administration access,
these problems can be internal, external, or even the
result of malevolent users.

10.5. IssuEs WITH TRUST MANAGEMENT

In cloud computing, trust is essential for the resources
used, such as processing power and storage, as well as
between the client and the provider. However, trust can
be hard to maintain for a variety of reasons.

11. SOLUTIONS FOR CLOUD COMPUT-
ING SECURITY

Increased security risks accompany cloud scalability and
flexibility. This section addresses current and future cy-
bersecurity strategies for safeguarding cloud-based sys-
tems [28].

11.1. INTRUSION DETECTION IN CLOUD
SYSTEMS

Vulnerabilities grow when more systems are moved to
the cloud. Permissions, whitelisting, multi-factor authenti-
cation (MFA), patching, firewalls, and intrusion detection
systems (IDS) are critical security techniques for safe-
guarding cloud environments [28].

11.2. COLLABORATIVE IDS IN CLOUD
SYSTEMS

The goal of Collaborative Intrusion Detection Sys-
tems(CIDS) is to increase overall network security by
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combining several separate Intrusion Detection Sys-
tems (IDSs). CIDS can identify sophisticated threats like
DDoS and zero-day attacks that could elude a single IDS
by exchanging attack data.

11.3. FIREWALLS

Data is safeguarded by cloud firewalls (through ACLSs)
that filter network traffic and limit app access [16].

11.4. STAFF TRAINING

To raise the general level of information security, ongoing
security training on technical proficiency must be offered
[20].

11.5. DATA ENCRYPTION

Securing sensitive data in the cloud is advised using
data protection techniques like encryption, passwords,
firewalls, and data storage. Without the encryption key,
encrypted data is unusable since it cannot be accessed.
Data encryption is the process of utilizing secret keys to
transform data into a secret code. Decrypting the data
requires an encryption key [29].

11.6. IDENTITY AND AcceEsSs MANAGEMENT
(IAM)

In a cloud environment, IAM guarantees authorized ac-
cess to resources. Effective passwords with expiration
dates are essential to identity management. Authenti-
cation uses multi-factor authentication or biometrics to
confirm the identity of users. Authenticated users are
granted access to resources through authorization. IAM
preserves cloud security and protects data [14].

12. TAILORING CLOUD STRATEGIES
FOR INDUSTRIES

Strategies for effectively managing various cloud deploy-
ment models, including public, private, and hybrid, can be
tailored to meet specific industry requirements, thereby
enhancing their effectiveness [30, 31]. For instance, sec-
tors dealing with confidential information may perceive
the private cloud paradigm as beneficial owing to its
enhanced security and governance attributes [30]. In
contrast, sectors that require scalability and flexibility in
computing resources might benefit from a hybrid cloud
approach, which combines both public and private cloud
services [31]. While beneficial, strategies may have lim-
ited applicability in regulated industries such as health-
care or finance due to strict compliance requirements
that can restrict the use of specific cloud models or con-
figurations [30]. Therefore, it is crucial for organizations
to carefully assess their industry-specific needs and reg-
ulatory constraints when implementing cloud strategies

to ensure compliance and optimal performance.

13. APPROACHES FOR ENHANCING SE-
CURITY IN CLOUD ENVIRONMENTS

Numerous proposals have been made to improve secu-
rity in cloud environments through case studies and mod-
els. The Atrtificial Intelligence-Based Architecture (AIBA)
model utilizes artificial intelligence to identify, stop, and
reduce security risks in cloud systems [32]. The Optimal
Risk Access Control Model (ORACM) is an approach
that validates risk decisions in cloud computing by con-
sidering environment, resource, and subject attributes
[33]. The HHODL-IDA utilizes machine learning and
anomaly detection to detect security attacks in cloud
environments proactively [34]. The models focus on real-
time monitoring, adaptive responses, and automated
intrusion detection to enhance cloud security. They aim
to protect sensitive data and services from cyber threats
[35, 36].

14. END-USER CLOUD SECURITY

End-users are vital in cloud security as they must trust
service providers with their data, despite limited control
over security measures [37]. User-centric approaches
enable users to manage their security and privacy in un-
trusted cloud and loT environments [37]. Encryption, bio-
metric authentication, and MAC address security are cru-
cial for protecting user data in cloud storage. These so-
lutions help prevent unauthorized access and breaches
[38]. Furthermore, involving end-users in loT device pro-
gramming can help manage security risks by expanding
rules to include security aspects and assisting users in
creating custom security rules [39].

15. RECOMMENDATIONS FOR CLOUD

The significance of appropriate device security and con-
trol mechanisms for efficient access management. To
prevent data breaches, user awareness is essential and
calls for funding for workshops, safety training, and in-
formation security courses. Because data is stored on
several servers, including cloud servers, regular backups
are imperative. Even if security measures are unsuc-
cessful, encryption must be used to prevent unwanted
access to data.

16. RESULTS

Since the cloud is susceptible to hacking, the services it
provides to individuals and businesses are what makes
it so important. To stop hackers from causing harm,
cloud computing security must be increased. The goal
of cloud computing security research is to identify coun-
termeasures for cloud attack threats. Numerous cloud
computing security issues and solutions were covered.
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The private cloud is the most secure, while the public
cloud is the least secure. Community clouds and hybrid
clouds have a medium level of security. A few assaults fo-
cus on certain service layers, with software-as-a-service
(SaaS) being the most susceptible because of popular
apps like Gmail.

17. CONCLUSION

With the majority of multinational corporations switching
to cloud-based systems, cloud computing has become
omnipresent in the modern world. To reduce the organi-
zation’s vulnerabilities to cyber assaults, which can result
in the loss of data and property and a significant financial
cost in damage, such a system must be as reliable and
safe as feasible. The most common security vulnera-
bilities that a cloud computing system encounters were
discussed in this study, along with remedies to minimize
those threats and limit assaults and financial losses.
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