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ABSTRACT

Cell-free massive multiple-input multiple-output (MIMO) improves user fairness by allowing many distributed
access points (APs) to cooperatively serve users without fixed cell boundaries. Its practical reliability, however, is
limited by pilot contamination, pilot spoofing, channel-state-information (CSI) uncertainty, inter-user interference,
and inefficient power consumption. This paper proposes an Al-driven secure channel estimation and energy-
efficient power allocation (Al-SCE-EEPA) framework for uplink cell-free massive MIMO. The Al component is
a lightweight supervised anomaly classifier trained on synthetically generated pilot observations representing
clean and spoofed/contaminated CSI conditions. Its output is used as a soft reliability gate before minimum
mean-square error (MMSE) channel refinement. The refined secure CSl is then used by an adaptive regularized
MMSE receiver and an energy-efficient power allocation rule. A reproducible Monte Carlo simulation is conducted
under distributed APs, Rayleigh fading, large-scale path loss, log-normal shadowing, QPSK transmission, pilot
contamination, and active pilot spoofing/eavesdropping stress. The proposed framework is compared with MR,
conventional LMMSE, and adaptive R-MMSE baselines using bit error rate (BER), normalized mean-square error
(NMSE), spectral efficiency (SE), energy efficiency (EE), secrecy rate, and power-allocation behavior. At 30 dB,
Al-SCE-EEPA improves the reported NMSE, BER, SE, EE, and secrecy-rate indicators over fixed-power LMMSE
baselines. The results indicate that combining trainable CSI anomaly detection with interpretable model-based
estimation and energy-aware power allocation is a practical direction for secure and green cell-free massive
MIMO.
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1. INTRODUCTION

faces three coupled challenges that must be addressed.
First, obtaining an accurate CSl is difficult because the

Massive MIMO is a key technology for modern and
beyond-5G wireless systems because it provides array
gain, spatial multiplexing, and interference suppression
using large antenna arrays [1-3]. Cell-free massive
MIMO extends this concept by distributing many APs
over the coverage area and allowing them to jointly serve
the users through a central processing unit or edge cloud
[4-7]. This architecture reduces cell-edge limitations and
provides more uniform service, which is important for
dense deployments and future ubiquitous-connectivity
scenarios [8—10].

Despite these advantages, cell-free massive MIMO

coherence interval provides a limited number of orthog-
onal pilots, and pilot reuse creates pilot contamination
[11-13]. Second, the distributed training phase increases
security exposure because an adversary may inject pi-
lot contamination, perform pilot spoofing, or exploit in-
accurate CSI for eavesdropping [14—17]. Third, power
allocation must be energy-efficient because many APs
and users may be active simultaneously, and network
sustainability is now a central design target [18-20].

Artificial intelligence (Al) can support physical-layer
design by detecting abnormal channel patterns, tuning re-
ceiver parameters, and accelerating resource-allocation
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decisions [21-23]. However, a purely black-box design
can be difficult to justify in a physical-layer paper if the
training process, validation data, and baseline compar-
isons are not clearly reported. Therefore, this work uses
a hybrid approach: a trainable lightweight anomaly classi-
fier identifies suspicious pilot observations, while MMSE
estimation and regularized combining preserve physical
interpretability. The Al module is trained only on pilot-
observation features generated from the training channel
model; the reported test simulations use independent
channel and noise realizations.
The main contributions are summarized as follows.

i. A secure uplink cell-free massive MIMO model is
formulated under pilot contamination, pilot spoofing,
inter-user interference, and eavesdropping stress.

ii. A trainable CSI anomaly gate is introduced. The
gate uses supervised pilot-observation features to as-
sign a reliability coefficient to each user before MMSE
channel refinement.

iii. An energy-efficient power allocation rule is cou-
pled with the secure CSI estimate to improve useful
throughput per Joule while respecting per-user power
limits.

iv. The framework is evaluated against MR, LMMSE,
and adaptive R-MMSE baselines using BER, NMSE,
SE, EE, secrecy rate, and ablation-oriented interpreta-
tion.

The rest of this paper is organized as follows. Section
2 reviews the related work and identifies the research
gap. Section 3 presents the system model. Section 4
describes the proposed Al framework. Section 5 formu-
lates the optimization problem. Section 6 presents the
proposed algorithm. Section 7 discusses the complex-
ity. Section 8 presents the simulation setup. Section 9
reports and discusses the results. Section 10 concludes
the paper and outlines the limitations and future work.

2. RELATED WORK

Classical massive MIMO studies established that large
arrays can achieve high spectral and energy efficiency
using linear processing [24-27]. Cell-free massive MIMO
later emerged as a user-centric distributed alternative
to conventional cellular and small-cell architectures [4—
7, 28]. The foundations of user-centric cell-free mas-
sive MIMO include channel estimation, uplink combining,
downlink precoding, pilot assignment, dynamic coopera-
tion clustering, and power optimization [7].

Pilot contamination remains a major limitation in time-
division duplex massive MIMO because users sharing
the same pilot create coherent interference in the chan-
nel estimate [11-13]. Recent research has considered
spatially correlated fading, Rician fading, statistical chan-
nel estimation, and Al-assisted channel estimation [23,
29-31]. Deep-learning-aided channel estimation and

pilot assignment methods have also been investigated
for cell-free networks [32]. These studies demonstrate
the value of learning-based tools; however, they often
focus on estimation accuracy or pilot assignment without
explicitly connecting CSI security, eavesdropping stress,
and energy-aware power control.

Recent 2025 studies provide stronger evidence for
learning-assisted and scalable cell-free processing.
Abueida et al. synthesize current signal-processing
trends in channel estimation, detection, and precoding
[33]. Sande and Binini report a deep-neural-network
channel-estimation scheme for cell-free massive MIMO
[34], while Mohammadzadeh et al. jointly optimize pi-
lot and data powers for scalable uplink operation [35].
Together, these studies motivate validated learning and
energy-aware control, but they do not jointly address
pilot-spoofing-aware reliability gating, secure MMSE re-
finement, and EE-oriented allocation in one pipeline.

Two recent studies in the Sana’a University Journal
of Applied Sciences and Technology provide comple-
mentary regional evidence. Al-Hamadi et al. reviewed
machine- and deep-learning anomaly-detection meth-
ods for lIoT security and emphasized robustness and re-
source constraints [36]. Al-Matari and Zahary proposed
an Al-assisted, security-aware architecture for dynamic
spectrum access in 6G cognitive-radio loT networks, il-
lustrating the value of jointly considering intelligence,
security, and resource management [37]. Although these
studies did not directly solve cell-free channel estima-
tion, they strengthened the motivation for the secure and
interpretable hybrid design adopted here.

Power allocation in cell-free massive MIMO has been
studied using convex optimization, fractional power con-
trol, deep reinforcement learning, and multi-task deep
learning [18—20, 38]. Secure cell-free massive MIMO re-
search has also considered active eavesdropping, AP se-
lection, and secrecy-oriented optimization [17, 39]. How-
ever, many secure designs focus on optimization-based
secrecy enhancement, whereas many Al-based power-
control papers focus on throughput or fairness. The gap
addressed here is the lack of a compact and reproducible
framework that links trainable pilot-spoofing-aware CSI
filtering, model-based MMSE refinement, adaptive com-
bining, and EE-oriented power allocation in one simula-
tion pipeline.

3. SYSTEM MODEL

Consider an uplink cell-free massive MIMO system with L
distributed APs, each equipped with N antennas, serving
K single-antenna users. The total number of distributed
receive antennas is M = LN. Let p; denote the trans-
mit power allocated to user k, x; the normalized data
symbol of user k with E{|x;|?>} = 1, and h, € CM*! the
distributed channel vector between user k and all AP
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antennas. The received uplink data vector y € CM*1 is

K
y= Y Vohxi+yi+ye+n, (1)
k=1

where y; is the inter-user or inter-cluster interference
term, yr represents the adversarial eavesdropping/pilot-
spoofing influence, and n ~ CN(0,01y) is additive
white Gaussian noise with variance ¢? per antenna. The
received-signal model in Eq. (1) is the basis for channel
estimation, combining, and power allocation.

The user channel is modeled as

he = \/Bisg, )

where By is the large-scale fading coefficient includ-
ing path loss and log-normal shadowing, and g, ~
CN(0,1) is the small-scale fading vector. The chan-
nel decomposition in Eq. (2) separates large-scale and
small-scale fading. During pilot training, the contami-
nated least-squares (LS) observation is written as

His = H+ pyH; + p.Hg + N, (3)

where H = [hy, ..., hg] is the true channel matrix, p, is
the pilot-contamination factor, H; is the contaminating
channel component, p, is the spoofing strength, Hf is the
eavesdropper-related channel component, and N, is the
pilot-estimation noise matrix. The objective is to recover
a reliable secure channel estimate H, combine the uplink
data streams, and allocate the user powers efficiently.
Fig. 1 summarizes the considered cell-free architecture
and the threat setting used in the simulations.

Cell-free massive MIMO processing chain

Distributed APs Pilot observations Al security
+ LS Csl controller

MMSE/R-MMSE
receiver

|

Aftacker/eavesdroppér EE power
allocation

Legitimate users

Figure 1. Cell-free massive MIMO architecture considered
in this work, including distributed APs, legitimate users, a
central security and power controller, and eavesdropping/pilot-
spoofing stress during uplink training.

4. PROPOSED Al FRAMEWORK

The proposed AI-SCE-EEPA framework is shown in
Fig. 2. It combines a trainable CSI anomaly detector
with model-based MMSE estimation, adaptive regular-
ized combining, and energy-efficient power allocation.
The purpose of the Al module is not to replace the physi-

cal channel model, but to provide a data-driven reliability
score for each pilot observation.

4.1. TRAINING DATASET AND Al ANOMALY
GATE

For each user k, a feature vector u, € R? is extracted
from the LS pilot estimate. In this implementation, the
features are computed from the column energy of the
contaminated pilot observation. Let ¢, = Hﬂk,LS”Z and
me = median(ey,..., ex). The Al input is defined in
Eqg. (4) as

T
Lk lex — me| o’

me’ me €%+€

(4)

where € is a small numerical constant. These features
describe abnormal CSI energy, deviation from the pilot-
block median, and a noise-normalized residual proxy. A
labeled synthetic training set is generated by simulating
clean pilot observations and attacked pilot observations
under different values of p;, o, o2, and Bi. The label
¢ = 1 denotes a reliable pilot observation, while ¢, = 0
denotes a suspicious observation. Table 1 summarizes
the training and validation protocol used for the Al gate.
The validation data are generated independently from
the final Monte Carlo test channel realizations; hence,
the gate threshold is not selected on the reported test
curves.

Table 1. Al anomaly-gate training and validation protocol.

Item Setting
Classifier type Regularized logistic anomaly
classifier

Training samples
Validation samples
Input features

6000 synthetic pilot blocks
2000 independent pilot blocks
Normalized energy, median
deviation, residual proxy

Labels Reliable pilot / spoofed-
contaminated pilot

Loss Regularized  cross-entropy,
Eq. (5)

Threshold selection Validation set only; no test-set
tuning

Test reporting Independent Monte Carlo

channel/noise realizations

A logistic anomaly classifier is trained by minimizing
the regularized cross-entropy loss in Eq. (5):
1 M )
in —— logg; + (1 —¢;) log(1 — g; A ,
min — o ; [cilog g + (1 — c;)log(1 — q;)] + Allw|3
®)
where Ny is the number of training samples, A is the
regularization coefficient, and
1
T 1l4e: ©)
returns the reliability probability assigned by the Al gate
in Eq. (6). The decision threshold is selected on a val-

gi=oc(wh+b), o(z)
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idation set, not on the test set used for reporting BER,
NMSE, SE, EE, and secrecy-rate results.

4.2. SECURE MMSE CHANNEL REFINEMENT

Let g, € [0,1] be the reliability coefficient predicted for
user k. The secure refined channel estimate is

Be =
k QkﬁkJrgz/Tp k,LS/ (7)

where T, is the pilot length and ﬂk,LS is the kth column
of Hig. The scalar MMSE factor reduces estimation
noise, while g suppresses suspicious pilot observations
that are likely to be affected by spoofing or abnormal
contamination.

4.3. ADAPTIVE REGULARIZED COMBINING
The receiver uses a regularized MMSE combining matrix
o~ -1 _.
V, = (HHH + zszM) H, 8)

where « > 0 is selected from a finite grid to balance noise
enhancement and interference suppression. This adap-
tive selection is based on the estimated post-combining
signal-to-interference-plus-noise ratio (SINR) and there-
fore does not require test-label information.

Proposed Al-SCE-EEPA framework

1. LS pilot 2. Feature
observation extraction

3. Trained Al
anomaly gate

/

5. Adaptive

4. MMSE CSI

— refinement

=

6. EE power

3 allocation

Figure 2. Flowchart of the proposed AI-SCE-EEPA frame-
work: LS pilot observation, feature extraction, trained anomaly
gating, secure MMSE CSiI refinement, adaptive R-MMSE com-
bining, and energy-efficient power allocation.

5. PROBLEM FORMULATION

For a given combining vector vy, the uplink SINR of user
k is expressed as
e = pilvi e
Yk Pilvihy 2 + o2 vi 3
The achievable spectral efficiency follows from the user
SINR in Eq. (9):

9)

o\ K
SE = (1 — l) Y log, (1+ ), (10)
¢/ k=1

where 7. is the coherence-block length. Eq. (10) is used
to compute the SE curves reported later. The energy
efficiency in Eq. (11) is then computed as
B BSE
 Pac+ LR+ I i
where B is the system bandwidth, Py, is fixed cir-
cuit/backhaul power, and P is the circuit power per AP.

EE (11)

The secrecy-rate indicator is
Rs = [R, — R.] ", (12)

where R;, is the achievable rate of the legitimate link, R, is
the estimated eavesdropper rate, and [x]* = max(x,0).
Eq. (12) is used as the secrecy-rate indicator. The design
objective can be written as

max EE
{r}HV
st. 0<py <Pmax, k=1,...,K, (13)
Rs > Rs,min/

H = Farwmse(His),

where Pnax is the maximum user power, Rgmin IS
the minimum acceptable secrecy-rate indicator, and
Far-mmske(+) denotes the proposed Al-gated MMSE es-
timator. Eq. (13) summarizes the joint design goal. Be-
cause this joint problem is nonconvex, the paper uses a
low-complexity sequential design: Al-gated CSI estima-
tion, adaptive combining, and channel-quality-based EE
power allocation.

The normalized mean-square error in Eq. (14) is used
to evaluate CSl accuracy:

5112
|[H — HJ|7

NMSE =
I3

(14)

6. PROPOSED ALGORITHM
The proposed algorithm proceeds as follows.

i. Generate or receive pilot observations and com-
pute the contaminated LS estimate using (3).

ii. Extract pilot-observation features uy for every user.
iii. Use the trained logistic anomaly classifier in (6) to
compute the reliability coefficient gy.
iv. Apply the secure MMSE refinement in (7) to obtain
H.

v. Select the regularization factor « and compute the
adaptive R-MMSE combiner using (8).
vi. Allocate user powers using the secure-channel
quality metric in Eq. (15):

S = qilhel3, (15)

then set the transmit power according to Eq. (16):

. 8k
px = min | Ppax, max | Pyin, Pmax——=—— | | ,
< max ( min max Ele g] + €
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where P, is the minimum scheduled power and e
avoids division by zero.

vii. Detect data symbols and evaluate BER, NMSE,
SE, EE, secrecy rate, and power-allocation behavior.

7. COMPLEXITY ANALYSIS

The proposed framework adds a low-complexity Al gate
to conventional model-based processing. Feature extrac-
tion requires O(MK) operations. The logistic anomaly
gate requires O(dK) operations, where d is the feature
dimension. MMSE refinement is linear in the number
of channel coefficients, i.e., O(MK). The dominant op-
eration is the R-MMSE matrix inversion in (8), whose
direct implementation has approximately O(M?) com-
plexity. In practice, this cost can be reduced using it-
erative solvers, matrix identities, or user-centric cluster-
ing. The EE power-allocation step requires O (MK + K)
operations. Therefore, the Al module itself is not the
computational bottleneck; the main complexity remains
in the linear receiver.

8. SIMULATION SETUP

The simulation follows six steps. First, independent cell-
free channel realizations are generated using Rayleigh
small-scale fading, distance-dependent large-scale fad-
ing, and log-normal shadowing. Second, LS pilot
observations are corrupted using pilot contamination,
spoofing/eavesdropping components, and thermal noise.
Third, the Al anomaly gate is trained and validated on
synthetic pilot observations that are independent of the
test trials. Fourth, secure MMSE channel refinement and
adaptive R-MMSE combining are applied. Fifth, QPSK
data symbols are transmitted and detected under the
same channel realizations for all compared schemes.
Sixth, BER, NMSE, SE, EE, secrecy rate, and power-
allocation metrics are averaged over Monte Carlo trials.
The main numerical settings used for this evaluation are
summarized in Table 2.

9. RESULTS AND DISCUSSION
9.1. PERFORMANCE EVALUATION

Fig. 3 shows the BER versus SNR. The proposed Al-
SCE-EEPA framework achieves a lower BER than the
fixed LMMSE baseline at medium and high SNR val-
ues because suspicious CSI components are attenuated
before receiver combining. Fig. 4 reports NMSE per-
formance. The proposed method reduces the channel-
estimation error by combining the Al reliability coefficient
with MMSE refinement.

Fig. 5 shows the spectral efficiency. The proposed
framework improves SE compared with MR and LMMSE
because the refined CSI and adaptive regularization re-
duce interference and noise enhancement. Fig. 6 reports

Table 2. Main simulation parameters used for the reproducible

Monte Carlo evaluation.
Parameter
Distributed APs / anten-
nas
Users / modulation
SNR range
Monte Carlo trials / sym-
bols
Pilot and
lengths
Bandwidth
Transmit-power limits
Circuit power
Pilot contamination /
spoofing
Channel model

coherence

Compared methods

Metrics

Value
L=16, N =4, M =64

K =8, QPSK

0:5:30 dB

250 trials, 150 QPSK symbols
per user

T = K, 7. =200

B =20 MHz

Poin = 0.02 W, Ppax = 02 W
Pg =8 W, P. = 0.35 W/AP

pp = 0.03, p, = 0.08 in the test
stress case

Rayleigh fading, distance path
loss, log-normal shadowing
MR, LMMSE, A-RMMSE with-
out Al gate, AI-SCE-EEPA
BER, NMSE, SE, EE, secrecy-
rate indicator

™.

10-14

1024

Bit error rate (BER)

—o— LMMSE
Proposed AI-SCE-EEPA

15 20 25 30
SNR (dB)

Figure 3. BER versus SNR for the fixed LMMSE baseline and
the proposed AlI-SCE-EEPA framework under pilot contamina-

tion and spoofing stress.

10-1

Normalized MSE (NMSE)

—o— LMMSE
Proposed AI-SCE-EEPA

1‘5 Zb 2‘5 3‘0
SNR (dB)

Figure 4. NMSE versus SNR. The Al-gated MMSE estimator
suppresses suspicious pilot observations before MMSE refine-

ment.

energy efficiency. The EE gain is obtained by allocating
power according to secure channel quality rather than
using a fixed equal-power rule.

Fig. 7 shows the secrecy-rate indicator under
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Figure 5. Spectral efficiency versus SNR for MR, LMMSE,
and the proposed Al-SCE-EEPA framework.

'S
o

| —e— LMMSE
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\

Energy efficiency (Mbit/J)
N
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Figure 6. Energy efficiency versus SNR. AI-SCE-EEPA im-

proves useful throughput per Joule by coupling secure CSI
with EE-oriented power allocation.

eavesdropping/pilot-spoofing stress. The proposed
method improves this indicator because suspicious pi-
lot observations are downweighted before they affect
channel estimation and power allocation. Fig. 8 illus-
trates the power-allocation behavior at a high SNR. Users
with stronger secure-channel quality receive more power,
whereas weak or suspicious links are prevented from
dominating the power budget. The numerical perfor-
mance comparison at 30 dB is reported in Table 3,
and the corresponding SE/EE summary is visualized
in Fig. 9. The gap between the A-RMMSE and AI-SCE-
EEPA rows isolates the benefit of adding a trainable
anomaly gate and secure-channel-quality power alloca-
tion to the strongest non-Al model-based receiver.

Table 3. Numerical comparison at SNR = 30 dB. Dashes
indicate metrics that are not applicable to the MR-only or non-
secure summary row.

Method BER NMSE SET
MR 1.19 x 10~ = 188 157 -
LMMSE 146 x 1073 29x1072 453 37.8 24.1
A-RMMSE (no Al)  1.46 x 1073 = 454 379 -
Al-SCE-EEPA 48x107* 90x103 521 443 3138

—e— LMMSE -
1 ==~ Proposed AI-SCE-EEPA -

= = N N w
o % o « =]

Secrecy rate (bit/s/Hz)

v

6 _;: 1‘0 1‘5 2‘0 2‘5 3‘0
SNR (dB)

Figure 7. Secrecy-rate indicator versus SNR under eaves-
dropping and pilot-spoofing stress.

0.16 1 mmm Equal power
W Proposed EEPA

0.08 q

Allocated power (W)
S
o

o

o

=
L

o
o
]

o
o
S

1 2 3 4 5 6 7 8
User index

Figure 8. Comparison of equal power allocation and the
proposed EEPA allocation across users.

Value

A-RMMSE

Proposed

Figure 9. Summary of SE and EE at 30 dB for the compared
methods.

9.2. EXTENDED BENCHMARKING

Fig. 10 illustrates the beamforming pattern of a large
antenna array and confirms the spatial focusing principle
used by massive MIMO receivers. Fig. 11 shows that
increasing the number of receive antennas improves
BER by increasing the array gain. Fig. 12 shows the
effect of active users on SE; as K increases, spatial
multiplexing improves throughput, but interference and
pilot pressure also increase.
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Massive MIMO Beamforming Pattern

Normalized Gain (dB)

-100 -80 -60 -40 -20 0 20 40 60 80 100
Angle (degrees)

Figure 10. Massive MIMO beamforming pattern showing
spatial focusing capability.

BER versus Number of Antennas

—8— MMSE+MR
~®— MMSE+LMMSE
10-14 ~@— Proposed A-RMMSE
10—2 -
o
@
1073 4
1074 4
10—5 <

20 40 60 80 100 120
Number of BS Antennas

Figure 11. BER versus number of receive antennas in the
baseline massive MIMO benchmark.

Spectral Efficiency versus Number of Users

70 | =@= MMSE+MR
~&— MMSE+LMMSE
@~ Proposed A-RMMSE

60
50

40

4 6 8 10 12 14 16
Number of Users

Spectral Efficiency (bit/s/Hz)

Figure 12. Spectral efficiency versus number of active users.

9.3. ABLATION STUDY AND VALIDATION Dis-
CUSSION

The ablation interpretation in Table 4 explains the role of
each component. Conventional MMSE reduces estima-

tion noise, the Al anomaly gate suppresses suspicious
pilot observations, adaptive R-MMSE balances interfer-
ence suppression and noise enhancement, and EEPA
improves the useful bits per Joule. The Al threshold is se-
lected on validation samples only, while the reported per-
formance curves use independent test channel realiza-
tions. This separation reduces the risk of test-time leak-
age. Additional validation curves are reported in Fig. 13
for pilot-contamination SE degradation and Fig. 14 for
pilot-contamination BER behavior. The adaptive regu-
larization factor is selected from a fixed grid and is also
saved by the companion simulation code for reproducibil-
ity.

Impact of Pilot Contamination on SE

-~ MMSE+MR
=&~ MMSE+LMMSE

~@— Proposed A-RMMSE
354

30

25

20 A

Spectral Efficiency (bit/s/Hz)

15 A

10 4

0.0 0.2 0.4 0.6 0.8 1.0
Pilot Contamination Factor

Figure 13. Impact of pilot contamination on spectral efficiency.

BER Error Floor under Pilot Contamination

e
10-11 ./
« 10724
m
o
10—3 4
8~ MMSE+MR
~®- MMSE+LMMSE
~@~ Proposed A-RMMSE

0.0 0.2 0.4 0.6 0.8 1.0
Pilot Contamination Factor

Figure 14. BER error-floor behavior under pilot contamination.
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Table 4. Ablation interpretation of the proposed framework.
Conventional Reduces estimation noise com-
MMSE CSI pared with LS estimation.

Al anomaly gate Suppresses suspicious CSI com-
ponents caused by spoofing or ab-
normal pilot contamination.

Adaptive R-MMSE Balances noise enhancement and

combining interference suppression.

EE power alloca- Improves useful bits per Joule by

tion assigning power according to se-

cure channel quality.

Evaluates robustness against wire-

tap and pilot-spoofing stress.

Secrecy-rate moni-
toring

10. CONCLUSION

This paper presented Al-SCE-EEPA, an Al-driven se-
cure channel estimation and energy-efficient power al-
location framework for uplink cell-free massive MIMO.
The framework combines a trainable CSI anomaly gate,
MMSE channel refinement, adaptive regularized com-
bining, and secure-channel-quality-based power allo-
cation. Simulation results under pilot contamination
and spoofing/eavesdropping stress show that the pro-
posed framework improves BER, NMSE, SE, EE, and
secrecy-rate indicators compared with conventional fixed-
power LMMSE baselines. The main limitation is that
the current evaluation uses synthetic Rayleigh fading
and synthetic attack generation rather than measured
channel data. Future work should extend the model
to 3GPP-compliant channel models, mobility-induced
channel aging, hardware impairments, fronthaul con-
straints, multi-antenna AP cooperation, and measured
cell-free datasets. Additional work should also compare
the proposed lightweight anomaly gate with deeper neu-
ral networks and reinforcement-learning-based resource-
allocation methods under the same training and valida-
tion protocol.
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