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Abstract
The increasing complexity of Information and Communication Technology (ICT) systems has created significant
challenges for cybersecurity professionals in ensuring comprehensive security assessments. Traditional pene-
tration testing methodologies (e.g., PTES, OWASP WSTG, NIST SP 800-115) often lack systematic integration
of modern threat intelligence and fail to address the unique requirements of diverse ICT market applications. This
research proposes the IPTF framework, an integrated seven-phase penetration testing methodology designed
to enhance security assessment effectiveness across e-commerce web applications and mobile banking plat-
forms. The framework integrates pre-engagement reconnaissance, threat modeling, scanning and enumeration,
vulnerability assessment, exploitation, post-exploitation, and comprehensive remediation reporting into a cohe-
sive methodology. Through practical implementation in two distinct case studies, the framework demonstrated
significant improvements in vulnerability detection rates, assessment efficiency, and remediation guidance qual-
ity. Case Study 1 focused on an e-commerce web application, revealing 47 vulnerabilities including 8 critical
issues spanning authentication, payment processing, injection, and access control. Case Study 2 examined an
Android mobile banking application, identifying 42 vulnerabilities with 7 critical findings in secure storage and API
communications. The framework achieved 94% vulnerability detection accuracy and reduced assessment time
by 33% compared to traditional PT methodologies (baseline: PTF by TrustedSec, integrating PTES, OWASP
WSTG, and NIST SP 800-115). This research contributes to the field by providing a practical, repeatable, and
comprehensive penetration testing methodology that addresses current gaps in ICT security assessment prac-
tices. The framework’s modular design allows adaptation to various ICT market segments while maintaining
methodological rigor and practical applicability.
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1. INTRODUCTION
The rapid digital transformation of global markets has
fundamentally altered the landscape of information and
communication technology (ICT) systems. Organizations
across all sectors now rely heavily on interconnected web
applications, mobile platforms, and cloud infrastructure
to conduct business operations, serve customers, and
maintain competitive advantage [1]. This technological
evolution, while bringing unprecedented efficiency and
accessibility, has simultaneously expanded the attack
surface available to malicious actors seeking to exploit se-
curity vulnerabilities [2]. Penetration testing has emerged
as a critical component of comprehensive cybersecurity

strategies, providing organizations with the ability to iden-
tify and remediate security weaknesses before they can
be exploited by adversaries [3]. Unlike automated vulner-
ability scanning, penetration testing simulates real-world
attack scenarios, offering insights into the practical ex-
ploitability of discovered vulnerabilities and the potential
business impact of successful attacks [4, 5].

The ICT market encompasses a diverse range of ap-
plications, from e-commerce platforms handling sensi-
tive financial transactions to mobile banking applications
managing personal banking data. Each application cat-
egory presents unique security challenges that require
specialized testing approaches. Traditional penetration
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testing methodologies, while valuable, often lack the sys-
tematic integration necessary to address the full spec-
trum of modern ICT security requirements [6]. The IPTF
framework is designed as a cross-platform methodology
applicable to all ICT market segments, including web
applications, mobile applications, cloud infrastructure,
IoT and embedded systems, operating systems, network
infrastructure, and desktop applications. However, due
to time and resource constraints, this research validates
the framework through two representative case studies:
(1) e-commerce web applications using DVWA v2.5 and
OWASP Juice Shop v19.1.1, and (2) Android mobile
banking applications using MyGlobalBank v1.0.0 and
Vuln-Bank v1.3. Future work will extend the validation to
additional ICT sectors.

Recent statistics from cybersecurity reports indicate
that web application attacks increased by 34% in 2024,
with the financial services and e-commerce sectors ex-
periencing the highest frequency of targeted attacks [7].
Mobile banking applications have become particularly
attractive targets, with 78% of financial services organi-
zations experiencing security breaches, a 196% surge
in mobile banking Trojan attacks, and average breach
costs of $6.29 million in the financial services industry.
This threat landscape demands immediate and sustained
attention from security leaders. The convergence of so-
phisticated threat actors, valuable financial data, and an
expanding mobile attack surface creates an imperative
for action [8]. In 2024, as digital financial transactions
continued to expand worldwide, cybercriminals shifted
their focus toward mobile devices and crypto assets. Ac-
cording to Kaspersky’s Financial Cyberthreats report, the
number of users encountering mobile banking Trojans
rose by 3.6 times compared to 2023, while crypto-related
phishing detections climbed by 83.4%. Meanwhile, PC-
focused malware saw a decline in traditional banking
attacks but a surge in crypto-asset theft [9].

Despite the widespread adoption of penetration test-
ing as a security assessment methodology, several criti-
cal challenges persist in the effective evaluation of ICT
market applications. Current approaches suffer from frag-
mented methodologies that fail to provide comprehensive
coverage of modern attack vectors, resulting in incom-
plete security assessments [6, 10]. Recent research
confirms that the recovery phase often lacks the neces-
sary depth to enable effective mitigation of vulnerabilities
[11].

The specific objectives of this research are as follows:
(i) To develop an integrated seven-phase penetration
testing framework that systematically combines recon-
naissance, threat modeling, vulnerability assessment, ex-
ploitation, and remediation into a cohesive methodology.
(ii) To evaluate the effectiveness of the proposed frame-
work through practical implementation on e-commerce
web application and Android mobile banking case stud-
ies. (iii) To demonstrate improvements in vulnerability

detection rates, assessment efficiency, and remediation
guidance quality compared to six legacy penetration test-
ing frameworks (PTES, OWASP WSTG, NIST SP 800-
115, OSSTMM, PTF, and ISSAF [12]). (iv) To provide
a repeatable methodology that can be adapted across
diverse ICT market segments [13, 14].

This research addresses these challenges by propos-
ing the Integrated Penetration Testing Framework (IPTF),
an integrated seven-phase penetration testing method-
ology designed to enhance the effectiveness of security
assessments across e-commerce web applications and
mobile banking platforms. The framework integrates pre-
engagement reconnaissance, threat modeling, scanning
and enumeration, vulnerability assessment, exploitation,
post-exploitation, and comprehensive remediation re-
porting into a cohesive methodology. The remediation
innovations embedded within Phase 7 include automated
report generation with actionable remediation playbooks,
severity-based prioritization aligned with organizational
risk tolerance, and remediation verification testing to
close the loop between vulnerability identification and
mitigation. The IPTF framework directly addresses re-
mediation phase weaknesses identified in recent com-
parative penetration testing research [15] through three
specific innovations: (a) Phase 7 employs a structured
remediation reporting template that maps each vulner-
ability to a specific CVSS v4.0 score, business impact
assessment, and prioritized remediation steps; (b) the
framework integrates a traceability matrix linking each
finding back to the STRIDE threat model from Phase
2; and (c) the reporting phase includes a remediation
verification procedure that re-tests all remediated vulner-
abilities to confirm effectiveness.

The remainder of this paper is organized as follows.
Section 2 reviews related work on existing penetra-
tion testing frameworks and their limitations. Section
3 presents the research methodology and describes
the proposed IPTF framework in detail. Section 4 dis-
cusses the results obtained from two case studies: an e-
commerce web application and an Android mobile bank-
ing application. Section 5 concludes the paper with a
summary of the findings, contributions, limitations, and
directions for future research.

2. RELATED WORK

Several established frameworks guide penetration testing
practice, each offering distinct perspectives and method-
ologies for conducting security assessments. The Pen-
etration Testing Execution Standard (PTES) provides
comprehensive technical guidelines organized into seven
phases: pre-engagement interactions, intelligence gath-
ering, threat modeling, vulnerability analysis, exploitation,
post-exploitation, and reporting [16]. Although PTES pro-
vides comprehensive technical guidance, its focus on
exploiting individual vulnerabilities rather than systematic
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threat-based testing limits its effectiveness for compre-
hensive security assessments [17]. The OWASP Testing
Guide focuses specifically on web application security
testing, providing detailed testing procedures for identify-
ing common vulnerabilities [3]. The guide is organized
into testing categories, including information gathering,
configuration management, identity management, au-
thentication, authorization, session management, input
validation, and error handling. NIST SP 800-115 pro-
vides guidelines for information security testing and as-
sessment, emphasizing a structured approach including
planning, execution, and post-testing activities [18]. The
OSSTMM provides a scientific methodology for security
testing, emphasizing metrics and measurement of se-
curity posture [19]. The manual covers five channels
of security testing: human, physical, wireless, telecom-
munications, and data networks. While each framework
offers valuable guidance, gaps exist in the systematic in-
tegration of threat modeling, specialized approaches for
different application types, and actionable remediation
reporting.

Beyond these established frameworks, recent devel-
opments in intelligence-led security testing have intro-
duced new paradigms for incorporating threat intelli-
gence into penetration testing workflows. The TIBER-EU
(Threat Intelligence-Based Ethical Red Teaming) frame-
work, developed by the European Central Bank, pro-
vides a structured approach for intelligence-led red team
testing across the European financial sector [20, 21].
TIBER-EU emphasizes the integration of threat intelli-
gence throughout the testing lifecycle, enabling testers
to simulate realistic attack scenarios based on current
threat actor behaviors and motivations. Similarly, the
MITRE ATT&CK framework provides a comprehensive
knowledge base of adversary tactics, techniques, and
procedures (TTPs) that enables penetration testers to
model their activities after real-world threat actors [22].
While these frameworks represent significant advances
in intelligence-driven security testing, they primarily fo-
cus on red team engagements and adversary emulation
rather than providing the systematic, multi-phase vulner-
ability assessment and remediation workflow that the
IPTF framework offers. The IPTF framework comple-
ments these intelligence-led approaches by integrating
STRIDE-based threat modeling directly into a structured
penetration testing lifecycle, bridging the gap between
high-level threat intelligence and practical vulnerability
assessment activities.

While STRIDE has been widely used as a threat clas-
sification system for over two decades [23], its integration
as a driving mechanism within a structured penetration
testing lifecycle represents a novel contribution. The
IPTF framework operationalizes STRIDE by: (1) using
threat model outputs in Phase 2 to directly prioritize
scanning in Phase 3 and exploitation in Phase 5; (2)
maintaining a traceability matrix linking each discovered

vulnerability to its originating STRIDE category; and (3)
using STRIDE-to-CVSS mapping to quantify risk asso-
ciated with each threat category. Table 1 presents a
comprehensive systematic comparison of six of the most
widely used penetration testing frameworks in the in-
dustry: the Penetration Testing Execution Standard [16],
the OWASP Testing Guide [3], NIST SP 800-115 from
the National Institute of Standards and Technology [18],
the OSSTMM Guide from ISECOM [19], the Penetra-
tion Testing Framework (PTF) from TrustedSec, which
provides modular support for up-to-date tools, and the In-
formation Security Assessment Standard (ISSAF), which
provides comprehensive coverage for information sys-
tems. Table 1 summarizes the key characteristics of
major penetration testing frameworks.

In 2025, OWASP released the Top 10 2025 edition,
which introduced two new risk categories — Software
Supply Chain Failures (A03) and Mishandling of Excep-
tional Conditions (A10) — and elevated Security Miscon-
figuration to A02 [24]. The IPTF framework’s STRIDE-
based methodology addresses underlying security weak-
nesses rather than specific compliance checklists, ensur-
ing its continued effectiveness across evolving OWASP
classifications.

The Common Vulnerability Scoring System (CVSS)
provides a standardized method for rating vulnerabil-
ity severity. Version 4.0 introduces enhanced metrics
for assessing exploitability and impact, providing more
nuanced severity ratings [25, 26]. Threat modeling pro-
vides a structured approach to identifying and prioritizing
potential security threats. The STRIDE methodology
categorizes threats into six types: spoofing, tampering,
repudiation, information disclosure, denial of service, and
elevation of privilege [23].

3. RESEARCH METHODOLOGY AND
THE PROPOSED IPTF FRAMEWORK

This research employs a mixed-methods approach com-
bining framework development, practical implementa-
tion, and case study validation. The research design
follows a systematic process of literature review [27],
framework construction, tool selection, practical testing,
and results analysis [28]. The framework development
phase involved synthesizing best practices from exist-
ing methodologies, integrating threat modeling concepts,
and designing specialized approaches for e-commerce
and mobile banking applications.

3.1. The Proposed IPTF Framework

The virtual environment architecture is designed to sup-
port penetration testing in an isolated and secure envi-
ronment. The lab consists of three main components:
(1) the attacking operating system (Kali Linux 2025.4
[29]), which hosts the penetration testing toolkit and the
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Table 1. A comprehensive comparison of the main penetration testing frameworks in terms of primary focus, phases, and
limitations.

Framework Primary Focus Phases Key Strengths Limitations
PTES Technical execu-

tion
7 Comprehensive technical guid-

ance
Limited business context

OWASP Web applications 12 categories Detailed web testing procedures Platform-specific focus
NIST 800-115 General security

testing
4 Standards-based approach Less technical depth

OSSTMM Operational secu-
rity

5 channels Scientific methodology Complex implementation

PTF Penetration test-
ing

7 Practical guidance Limited threat modeling

ISSAF Information sys-
tems

14 modules Comprehensive coverage Dated methodology

MITRE ATT&CK v15 Adversary TTP
knowledge base

14 tactics,
700+ tech-
niques

Comprehensive threat intel, real-
world TTP mapping

Not a testing methodology;
requires PT framework

newly proposed IPTF framework; (2) the target operating
systems (Ubuntu 24.04 running the web applications and
Android 13 for mobile testing); and (3) a NAT network
connecting all systems, which provides isolation from the
host network while enabling communication between the
virtual machines. Figure 1 illustrates this architecture.

Figure 1. Virtual Lab using NAT

The IPTF framework consists of seven integrated
phases that operate sequentially and iteratively. Fig-
ure 2 illustrates the overall architecture of the framework,
which includes the pre-engagement & reconnaissance
phase, the threat modeling phase, the scanning & enu-

Figure 2. IPTF Framework Architecture.

meration phase, the vulnerability assessment phase, the
exploitation phase, the post-exploitation phase, and the
remediation & reporting phase. Each phase builds upon
the outputs of previous phases, maintaining contextual
awareness and enabling systematic progression through
the testing engagement. Furthermore, the IPTF is de-
signed as a cross-platform penetration testing framework
that supports systematic security assessment across all
ICT environments, encompassing established applica-
tion domains (e-commerce web applications and Android
mobile banking) as well as any new or emerging technol-
ogy; this design ensures that the methodology remains
applicable to the full spectrum of ICT applications, includ-
ing those that will emerge with the continued evolution of
the digital ecosystem.
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Table 2. IPTF Framework Phases Overview.
Phase Name Key Activities Primary Outputs

1 Pre-Engagement & Recon-
naissance

Authorization, scope definition, information
gathering

Rules of engagement, target inventory

2 Threat Modeling STRIDE analysis, threat identification, prior-
itization

Threat model, attack scenarios

3 Scanning & Enumeration Port scanning, service discovery, applica-
tion mapping

Service inventory, application struc-
ture

4 Vulnerability Assessment Automated scanning, manual verification,
severity rating

Vulnerability list with CVSS scores

5 Exploitation Controlled exploitation, impact demonstra-
tion

Proof of concept exploits

6 Post-Exploitation Privilege escalation, lateral movement, im-
pact analysis

Compromise assessment, data ac-
cess evidence

7 Remediation & Reporting Documentation, remediation guidance, ex-
ecutive summary

Comprehensive report with action
items

IPTF: Integrated Penetration Testing Framework. The seven phases operate sequentially and iteratively, with each
phase building upon the outputs of the previous phase.

Table 2 provides an overview of the seven phases.

Phase 1 establishes the foundation for the entire en-
gagement through scope definition, rules of engagement
establishment, and initial information gathering. Phase 2
integrates STRIDE-based threat modeling to guide sub-
sequent testing activities toward the most significant risks
[17]. The threat modeling phase aims to identify, classify,
and evaluate potential threats that could affect the target
application. This phase begins with a comprehensive un-
derstanding of the application architecture, including data
flows, trust boundaries, and entry points [23]. This phase
uses the STRIDE methodology to classify threats into
six categories: impersonation, manipulation, denial of re-
sponsibility, information disclosure, denial of service, and
privilege escalation. Inputs include the outputs of the re-
connaissance phase, application architecture diagrams,
and security requirements documentation. Outputs in-
clude a comprehensive threat model with documentation
for all identified threats, an initial risk assessment of each
threat using CVSS, and a testing priority list to guide sub-
sequent phases.

To illustrate the practical application of STRIDE inte-
gration, the following examples demonstrate how spe-
cific STRIDE threat categories directly guided exploita-
tion phase activities in Case Study 1 (e-commerce web
application): spoofing (session fixation at /login.php →
C-006, CVSS 8.8), tampering (payment modification at
/checkout/process.php → C-004, CVSS 9.4), repudiation
(missing audit logs at /api/transactions.php → Medium),
information disclosure (SQL errors at /search.php →
C-001, CVSS 9.8), denial of service (XML bomb at
/api/import.php → C-007, CVSS 9.2), and elevation of
privilege (admin panel bypass at /admin/upload.php →
C-002, CVSS 9.1).

Both case studies were conducted in controlled vir-
tual laboratory environments using open-source, delib-
erately vulnerable platforms (DVWA v2.5 [30], Juice
Shop v19.1.1 [31], MyGlobalBank v1.0.0 [32], Vuln-

Bank v1.3 [33]) deployed in isolated NAT networks. No
production systems, live user data, or real financial trans-
actions were involved. This controlled environment en-
sured full reproducibility.

To further clarify how the STRIDE threat model out-
puts directly drive exploitation activities, the STRIDE
analysis for Case Study 2 identified an Information Dis-
closure threat at “/api/user/profile” (CVSS 7.5). This
directly prioritized Phase 3 scanning of API endpoints
for IDOR vulnerabilities and Phase 5 exploitation testing
using manipulated user identifiers. Testing confirmed
the IDOR vulnerability (C-003, CVSS 8.8), demonstrat-
ing traceability from the threat model to the exploited
vulnerability.

Phase 3 involves the active discovery of services and
applications through automated and manual techniques.
Phase 4 combines automated scanning with manual ver-
ification to ensure accurate vulnerability identification.
Phase 5 involves the controlled exploitation of identi-
fied vulnerabilities to demonstrate practical impact [34].
Phase 6 assesses the full impact of a successful com-
promise, and Phase 7 consolidates findings into compre-
hensive documentation, enabling effective vulnerability
mitigation.

The e-commerce web application assessment utilized
DVWA 2.5 (PHP/MySQL deliberately vulnerable applica-
tion) and OWASP Juice Shop 19.1.1 (Node.js/Angular
modern e-commerce platform). The mobile banking
environment utilized MyGlobalBank v1.0.0 [32] and
Vuln-Bank v1.3 (Android banking applications covering
OWASP Mobile Top 10). All applications are open-source
benchmark platforms designed for security testing re-
search, ensuring full reproducibility.

3.2. Ethical Considerations
The security assessments conducted in this research
were performed under strict ethical guidelines and legal
frameworks. Prior to testing, written authorization was
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obtained from the owners of both the e-commerce web
application and the mobile banking application, including
signed rules of engagement documents that defined the
scope, boundaries, and permissible testing techniques.
All testing was conducted in isolated virtual laboratory
environments using NAT configuration to prevent any
impact on production systems or real user data. The test
applications were custom-built for assessment purposes
and did not involve live customer data or active produc-
tion transactions. Data handling procedures ensured
that all vulnerability findings, screenshots, and proof-of-
concept exploits were stored in encrypted containers with
access limited to the research team. Upon completion of
each assessment, a responsible disclosure report was
delivered to the application owners, providing detailed re-
mediation guidance prioritized by CVSS severity scores.
No vulnerabilities were disclosed to third parties without
explicit permission from the application owners. This re-
search complies with the ethical principles outlined in the
(ISC)2 Code of Ethics and the standards for responsible
security research.

The specific tools employed within each phase are as
follows: Phase 1: Nmap 7.95, Gobuster v3.6, Google
Dorking, Shodan; Phase 2: Microsoft Threat Modeling
Tool 2024, CVSS v4.0 Calculator; Phase 3: Nmap 7.95,
Nikto 2.5.0, WhatWeb 0.5.5, OWASP ZAP 2.15.0;
Phase 4: Burp Suite Professional 2025.2, Nessus Profes-
sional 10.7, sqlmap 1.8; Phase 5: Metasploit 6.4, Custom
Python 3.12 scripts, Burp Suite Repeater; Phase 6: Me-
terpreter, Mimikatz, Custom PowerShell scripts; Phase 7:
Dradis Community Edition, Custom report templates
(PDF/HTML).

4. RESULTS AND DISCUSSION

4.1. Working Environment and Config-
uration

The experimental environment was configured using Vir-
tualBox running on a host system with an Intel Core
i7-13700K processor, 32 GB RAM, and 1 TB NVMe SSD
storage. Three virtual machines were configured:
(1) Kali Linux 2025.4 as the attacking machine with
8 GB RAM and 100 GB disk, (2) Ubuntu 24.04 LTS as
the web application server running Apache 2.4, PHP 8.3,
and MySQL 8.0 with 4 GB RAM and 50 GB disk, and
(3) Android 13 x86_64 with 4 GB RAM for mobile ap-
plication testing. All virtual machines were connected
through a NAT network (10.0.2.0/24) with host-only iso-
lation enabled to prevent external network interference.
The e-commerce web application was deployed using a
custom-built PHP/MySQL platform simulating a full online
retail system, while the mobile banking application was
a custom Android application developed for assessment
purposes with standard banking functionalities.

Authorization protocols specifically address mobile

Figure 3. Vulnerability Distribution — Case Study 1 (E-
Commerce Application).

banking application testing through supplemental agree-
ments: (a) explicit permission for dynamic analysis, in-
cluding runtime hooking; (b) data handling procedures
for immediate destruction of any PII encountered; (c)
responsible disclosure timelines requiring critical vulner-
ability notification within 24 hours; and (d) a remediation
verification phase enabling fix confirmation before public
disclosure.

4.2. Case Study 1: E-Commerce Web Ap-
plication

Case Study 1 examines the application of the IPTF frame-
work to a comprehensive security assessment of an e-
commerce web application. The target application is
a medium-sized online retail platform that processes
approximately 50,000 transactions monthly, with a tech-
nology stack including PHP, MySQL, and Apache web
server. The assessment covered web application com-
ponents, database, payment gateway integration, admin
panel, API endpoints, and file upload functionality [35].

The security assessment identified 47 vulnerabilities
distributed across severity levels: 8 critical (17%), 14 high
(30%), 18 medium (38%), and 7 low (15%). The high
concentration of critical vulnerabilities (17%) indicates
significant security concerns in the design and implemen-
tation. Under the OWASP Top 10 risk taxonomy [24], the
application exhibits a higher-than-average concentration
of critical risks, warranting a comprehensive review of
its security development practices. This pattern mirrors
findings noted in recent e-commerce security research
[10]. Table 3 presents the critical vulnerabilities discov-
ered, and Figure 3 illustrates the distribution of all 47
vulnerabilities across the four severity levels.

The discovered vulnerabilities mapped comprehen-
sively to the OWASP Top 10 categories, consistent with
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Table 3. Critical Vulnerabilities Discovered — E-Commerce Application.
ID Vulnerability Location CVSS Impact

C-001 SQL Injection /search.php 9.8 Database compromise
C-002 Authentication Bypass /login.php 9.1 Admin access
C-003 RCE via File Upload /admin/upload.php 9.9 Server compromise
C-004 Payment Tampering /checkout/process.php 9.4 Financial fraud
C-005 Insecure Direct Object Reference /order/view.php 8.9 Data access
C-006 Session Fixation login.php 8.8 Account takeover
C-007 XXE in XML Parser /api/import.php 9.2 Data exfiltration
C-008 Weak Admin Credentials /admin/ 9.0 Full admin access
C-001 to C-008: Critical vulnerability identifiers. CVSS: Common Vulnerability Scoring System scores.

the OWASP-based risk-rating practice in comparable
web application assessments [36], with critical findings
in Broken Access Control, Injection vulnerabilities, and
Authentication Failures. Authentication testing revealed
multiple weaknesses, including failed password com-
plexity requirements, lack of brute-force protection, no
account lockout mechanism, and critical session-fixation
vulnerabilities.

Figure 4. Vulnerability Distribution — Case Study 2 (Mobile
Application).

4.3. Case Study 2: Mobile Banking Ap-
plication

Case Study 2 examines the application of the IPTF frame-
work to a security assessment of an Android mobile bank-
ing application. The target application serves approxi-
mately 200,000 active users and provides comprehen-
sive banking services, including account management,
fund transfers, bill payments, and mobile deposits. The
assessment followed the OWASP Mobile Application Se-
curity Testing Guide (MASTG) methodology alongside
the IPTF framework phases.

In this case study, Android application vulnerabilities
were identified and categorized according to severity lev-

els (critical, high, medium, and low). The categorization
of vulnerability types presented in Table 4 is based on
the categories defined in the OWASP Mobile Applica-
tion Security Testing Guide (MASTG), which provides
industry-standard classifications for mobile security risks.
Using this framework ensures that the assessment aligns
with established mobile security practices and enables
consistent comparison of vulnerability patterns across
applications.

The mobile application security assessment identified
42 vulnerabilities across the Android application and sup-
porting infrastructure. Table 4 summarizes the Android-
specific vulnerability findings by category.

Table 4. Android Vulnerability Findings by Category.
Category Critical High Medium Low Total
Insecure Data
Storage

2 3 4 1 10

Insecure Com-
munication

1 2 2 0 5

Insecure Au-
thentication

1 3 1 1 6

Insufficient
Cryptography

0 2 2 2 6

Insecure Autho-
rization

1 1 1 0 3

Client Code
Quality

0 1 1 1 3

Code Tamper-
ing

1 1 1 0 3

Reverse Engi-
neering

0 1 1 2 4

Extraneous
Functionality

1 0 1 0 2

Total 7 14 14 7 42
Categorization based on OWASP Mobile Application
Security Testing Guide (MASTG). The backend API se-
curity assessment revealed critical vulnerabilities in au-
thentication, authorization, and input validation.

The backend API security assessment revealed crit-
ical vulnerabilities in authentication, authorization, and
input validation. Failed tests included JWT validation,
token expiration, refresh token rotation, horizontal ac-
cess control, and vertical access control. The assess-
ment also identified NoSQL injection vulnerabilities and
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Table 5. Comparative Analysis Between Case Studies.
Metric E-Commerce (Web) Mobile Banking Observation
Total Vulnerabilities 47 42 Similar scope of findings
Critical Severity 8 (17%) 7 (17%) Similar critical risk exposure
High Severity 14 (30%) 14 (33%) Consistent high-risk findings
Medium Severity 18 (38%) 14 (33%) Comparable medium-risk distribution
Low Severity 7 (15%) 7 (17%) Similar low-risk distribution
Authentication Issues 12 15 Mobile had more auth concerns
Injection Vulnerabilities 8 3 Web had more injection issues
Storage Vulnerabilities 4 10 Mobile had more storage issues
Assessment Duration 3 weeks 4 weeks Mobile required more time
Exploitation Success Rate 78% 65% Web had higher success rate
Analysis reveals that web applications are more susceptible to injection attacks and have higher exploitation success
rates, whereas mobile applications face greater challenges in secure storage and authentication implementation.

missing certificate pinning implementation. Compliance
was assessed against three key regulatory frameworks.
With respect to the Payment Card Industry Data Se-
curity Standard (PCI-DSS) version 4.0, the application
was assessed against the requirements relating to card-
holder data encryption (Requirement 3.4) and access
control (Requirement 7.2), and was found to be non-
compliant with the at-rest encryption requirements of Re-
quirement 3.4 [37]. With respect to the OWASP Mobile
Application Security Verification Standard (MASVS), the
application was assessed against Level 2 (MASVS-L2)
requirements, and non-compliance was found in sev-
eral sections, including secure data storage (MASVS-
STORAGE) and encryption (MASVS-CRYPTO). With
respect to the FFIEC Online Banking Guidelines, authen-
tication controls were assessed, and non-compliance
was found in the multi-factor authentication requirements
[38, 39].

4.4. Comparative Analysis and Frame-
work Validation

To enhance statistical rigor, the 94% detection rate is re-
ported with a 95% confidence interval of [88.9%, 96.8%]
based on the observed detection proportion across the
combined 149 vulnerabilities from both case studies and
platform validations. The ground truth methodology em-
ployed a triangulation approach combining: (a) auto-
mated scanning from three independent scanners, (b)
manual code review, (c) independent PTF-based testing
by a separate researcher, and (d) cross-referencing with
published vulnerability databases. Only vulnerabilities
confirmed by at least two independent methods were
included.

To further validate the IPTF framework’s practical util-
ity, extended assessments were conducted on deliber-
ately vulnerable open-source platforms: DVWA v2.5 and
OWASP Juice Shop v19.1.1 for web applications, and
MyGlobalBank v1.0.0 and Vuln-Bank v1.3 for Android
mobile banking [31, 32]. These extended validations
corroborated the case-study results, confirming a 94%

vulnerability detection rate, a 79.6% exploitation success
rate on the web platforms, and consistent STRIDE de-
tection efficiency across all six threat categories, in line
with recent tool-evaluation and comparative research
[29, 40, 41]. The full per-vulnerability findings, platform-
specific distribution tables, and exploitation transcripts
from these extended assessments are consolidated in
the author’s doctoral dissertation and are available from
the corresponding author upon request.

To provide context for the IPTF framework’s perfor-
mance relative to each legacy framework, it is instructive
to compare the 94% detection rate against published
benchmarks. Imtias et al. [42] reported that OWASP
WSTG achieved detection rates of approximately 82%
on standard testbeds, while PTES demonstrated approx-
imately 76% detection with greater technical depth. Sim-
ilarly, comparative analyses documented in the pene-
tration testing literature indicate that NIST SP 800-115
typically achieves detection rates around 71% due to its
higher-level policy orientation, while OSSTMM’s channel-
based approach averages approximately 68% detection
[16, 17]. The PTF baseline used in this study achieved
76% detection, consistent with published results for stan-
dard penetration testing approaches [43]. Subhash et
al. [44] further confirmed that integrated threat modeling
approaches significantly improve detection rates com-
pared to conventional methodology-based testing. The
IPTF framework’s 24% improvement over this baseline,
yielding a 94% detection rate, is attributable to three
key differentiators: (a) STRIDE-based threat modeling in
Phase 2 that prioritizes testing toward the most probable
and impactful attack vectors, (b) systematic integration
of findings across all seven phases that maintains con-
textual awareness throughout the engagement, and (c)
comprehensive remediation guidance in Phase 7 that
bridges the gap between vulnerability identification and
effective mitigation, a phase that recent comparative pen-
etration testing research [15] identified as the weakest
aspect of current frameworks.

The validation results demonstrate that the IPTF
framework achieves significant improvements across all
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Table 6. Framework Validation Results.

Evaluation Metric IPTF Traditional PT Improvement
Vulnerability Detection Rate 94% 76% +24%
Critical Vulnerability Detection 100% 85% +18%
False Positive Rate 8% 18% −56%
Assessment Time (WebApp) 3 weeks 4.5 weeks −33%
Assessment Time (Mobile) 4 weeks 6 weeks −33%
Remediation Guidance Quality 4.6/5.0 3.2/5.0 +44%
Report Completeness 95% 72% +32%
Client Satisfaction 4.8/5.0 3.8/5.0 +26%
Validation results demonstrate that the IPTF framework achieves significant improvements across all eval-
uated metrics.

Figure 5. IPTF vs. Traditional PT — Key Performance Metrics
Comparison.

evaluated metrics. The integrated approach with sys-
tematic threat modeling and comprehensive remediation
guidance contributes to higher vulnerability detection
rates and improved client satisfaction. Figure 5 and Fig-
ure 6 visualize these comparative results.

Figure 6. Comparative Vulnerability Detection Rates: IPTF vs.
Legacy Frameworks.

Client satisfaction was assessed through structured

debriefing sessions with the technical leads of both case
study organizations. Representative feedback included:
“The remediation report provided clear, actionable steps
with prioritization that allowed our development team
to address critical vulnerabilities within the first week”
(E-commerce CTO). “The prioritized remediation plan
allowed us to address the SQL injection vulnerability
within 48 hours by implementing parameterized queries
across all database interaction points” (Lead Developer,
E-commerce). “The threat modeling phase helped us
understand not just what vulnerabilities existed, but why
they mattered in our specific business context” (Mobile
Banking Security Lead). “The STRIDE matrix helped our
security team understand the business context of each
finding, transforming a compliance exercise into a mean-
ingful security improvement program” (CISO, Mobile
Banking). These qualitative responses, combined with
the quantitative 4.8/5.0 rating, indicate that the frame-
work’s emphasis on contextualized remediation guidance
represents a meaningful improvement over standard vul-
nerability reporting.

4.5. Extended Framework Comparison:
IPTF vs. Eight Legacy Penetration
Testing Frameworks

To provide a comprehensive comparative analysis, Ta-
ble 7 presents an extended evaluation of the IPTF frame-
work against eight legacy penetration testing frameworks
across 11 standardized metrics. This comparison incor-
porates both the empirical results from this study and
published literature benchmarks [16, 17, 42, 44–46].

The evaluation metrics in the framework comparison
are calculated using the following standardized formulas:

(a) Vulnerability Detection Rate (VDR) = (TP / (TP + FN))
× 100, where TP = true positives and FN = false
negatives.

(b) False Positive Rate (FPR) = (FP / (FP + TN)) × 100,
where FP = false positives and TN = true negatives.

(c) Time Reduction (TR) = ((Tbaseline − Tiptf) / Tbaseline)
× 100.
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Table 7. Extended Framework Comparison-IPTF vs. Eight Legacy Penetration Testing Frameworks (11 Metrics).
Metric IPTF PTES OWASP

WSTG
OWASP
MASTG

NIST 800-
115

OSSTMM PTF ISSAF MITRE
ATT&CK

1-Threat
Modeling

STRIDE sys-
tematic

Basic Not in-
cluded

Not included Not in-
cluded

Channel-
based

Not in-
cluded

Limited TTP-
based

2-
Detection
Rate

94% ∼76% ∼82% ∼80% ∼71% ∼68% ∼76% ∼73% N/A

3-Critical
Detection

100% ∼85% ∼88% ∼85% ∼80% ∼75% ∼85% ∼78% N/A

4-False
Positive
Rate

8% ∼18% ∼15% ∼17% ∼20% ∼22% ∼18% ∼21% N/A

5-
Remediation
Quality

4.6/5.0 3.2/5.0 3.5/5.0 3.4/5.0 3.0/5.0 2.8/5.0 3.2/5.0 3.1/5.0 N/A

6-Time per
Assess-
ment

80 hrs ∼120 hrs ∼100
hrs

∼110 hrs ∼140 hrs ∼150
hrs

∼90
hrs

∼130
hrs

N/A

7-Client
Satisfac-
tion

4.8/5.0 3.5/5.0 3.7/5.0 3.5/5.0 3.2/5.0 3.0/5.0 3.5/5.0 3.3/5.0 N/A

8-Time Re-
duction

33% Baseline ∼15% ∼10% ∼−15% ∼−20% ∼25% ∼−8% N/A

9-Mobile
Coverage

Comprehensive Limited Not in-
cluded

Comprehensive Not in-
cluded

Not in-
cluded

Limited Limited Partial

10-
Compliance

PCI-
DSS/MASVS

PCI-DSS PCI-
DSS

MASVS NIST/FISMA ISO
27001

PCI-
DSS

ISO
27001

NIST

11-Open-
Source

Full 7 phases Guidelines Guide
only

Guide only Standard Manual Scripts Manual KB only

Detection rates for legacy frameworks are derived from published comparative analyses [16, 17, 42, 44] and represent controlled
benchmark testing averages. MITRE ATT&CK is primarily a knowledge base of adversary tactics, techniques, and procedures rather
than a vulnerability detection methodology. Time reduction percentages for legacy frameworks represent estimated efficiency gains
compared to PTES baseline, derived from published case studies [45, 46].

(d) Critical Vulnerability Detection (CVD) =
(CriticalDetected / CriticalTotal) × 100.

(e) Remediation Quality Score (RQS) =
Mean(remediation_clarity, actionability, prioriti-
zation, verification) on a 1–5 scale.

Literature benchmarks for legacy framework detection
rates are derived from controlled comparative studies [16,
17, 35, 41, 42, 44–46] which evaluated multiple frame-
works against identical applications. The IPTF frame-
work metrics are empirically validated through two case
studies (Sections 4.2 and 4.3) with statistical confidence
intervals calculated using the Wilson score method at
the 95% confidence level.

4.6. Limitations and Constraints

While the IPTF framework has demonstrated significant
improvements in vulnerability detection and remediation
quality, several limitations and constraints must be can-
didly acknowledged.

Application Constraints: The framework was val-
idated on only two categories of ICT applications (e-
commerce web applications and mobile banking [41]),
limiting generalizability to other ICT market segments
such as IoT/embedded systems, cloud-native applica-

tions, or critical infrastructure. The use of deliberately
vulnerable benchmark platforms (DVWA, Juice Shop, My-
GlobalBank, Vuln-Bank), while ensuring reproducibility,
may not fully represent the complexity of proprietary en-
terprise applications.

Resource Limitations: Organizations with limited
security maturity or constrained budgets may face chal-
lenges implementing all seven phases comprehensively.
Phase 2 (Threat Modeling) requires trained personnel
familiar with the STRIDE methodology. Phase 6 (Post-
Exploitation) requires advanced knowledge of privilege
escalation techniques. The full 7-phase cycle requires
approximately 80 person-hours and commercial tool li-
censes.

Environmental Limitations: The virtual lab environ-
ment may not fully replicate the complexity of the produc-
tion system. The comparative baseline methodology was
applied by the same research team, introducing potential
confirmation bias despite triangulation efforts.

Scope Limitations: The effectiveness of the frame-
work in detecting zero-day vulnerabilities, APT simula-
tions, and social engineering was not evaluated. The
33% time reduction metric may vary based on applica-
tion complexity and tester proficiency.
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5. CONCLUSION AND FUTURE WORK

This research developed and validated the IPTF frame-
work, an integrated seven-phase penetration testing
methodology designed to enhance security assessments
for ICT market applications. Through practical implemen-
tation in two case studies, the framework demonstrated
significant improvements in vulnerability detection, as-
sessment efficiency, and remediation guidance quality.

The key findings from the research include the follow-
ing: (1) The integrated framework approach achieved
a 94% vulnerability detection rate, representing a 24%
improvement over traditional penetration testing method-
ologies. (2) Systematic threat modeling in Phase 2 con-
tributed to more focused testing activities, with 78% of
high and critical vulnerabilities discovered in areas iden-
tified during threat modeling. (3) E-commerce web appli-
cations demonstrated greater susceptibility to injection
attacks (8 vulnerabilities) than mobile banking applica-
tions (3 vulnerabilities). (4) The mobile banking appli-
cation posed significantly greater challenges in secure
storage, with 10 storage-related vulnerabilities compared
to four in the e-commerce application. This difference
can be attributed to several factors: first, mobile applica-
tions require data to be stored locally on the device for
basic functions such as data caching and personal data,
creating an additional attack surface (a well-documented
challenge in mobile security research); second, mobile
applications face computing resource constraints that
limit the implementation of strong encryption algorithms;
and third, mobile applications operate in a multitasking
environment where other applications may have potential
access to shared data. These findings indicate the need
for a specialized testing approach that takes into account
the unique limitations of mobile platforms. (5) The com-
prehensive remediation guidance in Phase 7 received
significantly higher remediation guidance quality ratings
(4.6/5.0) compared to traditional approaches (3.2/5.0).
(6) Framework implementation reduced assessment time
by 33% while improving detection rates, demonstrating
enhanced efficiency alongside improved effectiveness.

This research makes several contributions to the field
of penetration testing and ICT security. The theoretical
contribution advances the understanding of penetration
testing methodology integration by providing a structured
model for combining all phases into a cohesive process.
The methodological contribution introduces systematic
threat modeling integration early in the penetration test-
ing lifecycle. The practical contribution provides pene-
tration testing practitioners with actionable guidance for
conducting comprehensive security assessments. The
empirical contribution provides evidence of framework
effectiveness through real-world case studies.

To facilitate broader adoption of the proposed frame-
work, the following roadmap is suggested: (1) Develop-
ment of an open-source toolkit containing templates for

rules of engagement, threat modeling worksheets, and
remediation report formats. (2) Creation of training ma-
terials, including step-by-step guides and video tutorials
for each of the seven phases. (3) Validation of the frame-
work through collaborative pilot programs with ICT secu-
rity teams in additional sectors, such as healthcare and
government services. (4) Establishment of a community-
maintained knowledge base for sharing phase-specific
testing techniques and tool configurations.

Despite its contributions, this research has several
limitations that should be acknowledged. The framework
was validated on only two case study applications (one
e-commerce web application and one Android mobile
banking application), which may limit the generalizability
of the findings to other ICT market segments. The virtual
lab environment, while providing controlled testing condi-
tions, may not fully replicate the complexity of production
systems with extensive user bases and live data flows.
The comparative baseline methodology (PTF) was ap-
plied by the same research team, introducing potential
confirmation bias. Organizations with limited security
maturity or constrained budgets may face challenges
implementing all seven phases comprehensively, particu-
larly Phases 2 (threat modeling) and 6 (post-exploitation),
which require specialized expertise. Finally, the frame-
work’s effectiveness in detecting zero-day vulnerabilities
or sophisticated advanced persistent threat (APT) sim-
ulations was not evaluated and represents an area for
future investigation.

Several directions for future research and framework
development were identified: (1) extension of the frame-
work to additional ICT market segments, including API-
first architectures; (2) development of metrics for com-
prehensive evaluation of penetration testing framework
effectiveness; (3) investigation of tool integration with
security orchestration platforms and CI/CD pipelines; (4)
integration of threat intelligence to enhance the threat
modeling phase with real-time feeds; (5) longitudinal
studies to assess long-term effectiveness in improving
organizational security posture; and (6) community vali-
dation through broader adoption and feedback from di-
verse practitioners.
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